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1 Software Purpose and Use Cases

CBC AMERICA LLC software products can be used for any type of surveillance system: they offer a wide and flexible
choice of components and license types to suit anyone from home users to corporate customers. Different product
editions can be selected depending on the application area and available resources.

On top of traditional CCTV functions, Ganz CORTROL servers support integrations with major access control
systems, external and internal analytics, and other tools that complement the surveillance system and turn it into a
comprehensive data management centre.

Ganz CORTROL Server

Ganz CORTROL Server is a modern piece of the video and data management software from CBC AMERICA

LLC, which offers a fast and scalable standalone solution that truly answers your company’s security needs. It has
been proven to be high-quality and reliable, adding an even more intuitive user interface and better functionality, as
well as a long list of supported integrations.

Cross-functional and modern, Ganz CORTROL Server supports over 5000 cameras and other network devices from
major producers. The software is designed for single server surveillance systems but can withhold up to several
hundreds of IP cameras and also allows hybrid solutions.

Looking for a complete enterprise-level solution? We suggest that you refer to the Ganz CORTROL Global version of
the software.

Ganz CORTROL Global

Ganz CORTROL Global is a complete surveillance ecosystem solution for enterprises of any size, including those
distributed across multiple sites. The software was designed with the core of CBC AMERICA LLC VMS, whose
quality has been proven worldwide over the last decade. The new version of the software, Ganz CORTROL Global,
not only offers 64-bit speed and all the necessary tools for setting up an absolute situational alertness system
aimed at responding quickly to events, as well as introducing a central server governance hierarchy of all the
components.

This is one of the most comprehensive enterprise-level VMS solutions on the market, featuring interactive maps
linked to alarms; an advanced event and action manager; analytics tools; video wall support and other impressive
components you will definitely appreciate. To ensure the safety of your data, the software also offers archive
replication, advanced system health monitoring and failover clustering mechanism, all of which reduce the
disruption of your video surveillance recordings to zero. All this, as well as the various possibilities for customization
and CBC AMERICA LLC flawless technical support, makes Ganz CORTROL Global a video surveillance solution you
can count on.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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1.1 Architecture

Ganz CORTROL Server

Ganz CORTROL Server is suitable for single VMS server systems. Each server can accept data streams from cameras
and other sources, record, and then send these streams further to clients: Ganz CORTROL Client (thick client), Ganz
CORTROL Mobile (i0S, Android, and thin client for macOS), Web browsers, and the management application -
Ganz CORTROL Console. Each Ganz CORTROL Server server can serve a virtually unlimited number of remote and
local clients.

Apart from device connections, Ganz CORTROL Server server can be also paired with external software: the so-
called external services (API connections) and native integrations (implemented by our software development
team). The latter include generic protocols like serial data or OPC, access control software integrations, analytics
suites and others.

Ganz CORTROL Global

Ganz CORTROL Global systems are more complicated: these consist of many servers having different roles.

e Ganz CORTROL Global server: central management server, exactly one (1) per system
¢ recording servers for data recording and stream re-distribution

o failover nodes: standby recording servers

e mirror: central server redundancy, one mirror per system

For the Ganz CORTROL Global server, there is a special installation package with the corresponding name. You
only need to use it once per system - for the central management server. It is a machine dedicated to the
management routines; it is the place where you apply the Ganz CORTROL Global license. The management server
should not have any device configuration - although, its core does have the recording capabilities. One may say that
the Ganz CORTROL Global server is similar to Ganz CORTROL Server. Thus, if you use a Ganz CORTROL Global
server without any Ganz CORTROL Recorder connections, you will have a Ganz CORTROL Server system with extra
features like video walls.

Apart from the system-defined server roles, you may wish to dedicate certain recording servers to specific tasks in
order to optimize hardware resource usage. Examples:

e replication servers for automated backup: channel copies are recorded instead of live channels (or
combined with other live channels)

¢ analytics servers: fewer channels with configured software VA

e FR or LPR server: a few channels dedicated to FR/LPR + external service software running on the same
machine

Each of these function servers uses the Ganz CORTROL Recorder installation. Recording servers do not require a
license to operate but they also cannot be managed directly: each recording server must be connected to the Ganz
CORTROL Global server to receive its configuration. To achieve centralized management:

e use your Ganz CORTROL Console application to connect to the Ganz CORTROL Global server,
¢ pair Ganz CORTROL Global server with all Ganz CORTROL Recorder servers,
e choose server roles (recording, failover, mirror) and assign configuration to each one.

Some of the features are provided by Ganz CORTROL Global server only (e.g., maps, user buttons); other resources
can be assigned to specific recording servers (devices, video walls, etc). After receiving the configuration, recording
servers can further operate independently (without connection to Ganz CORTROL Global server) for up to two
weeks. After 14 days, the connection must be restored briefly for the license check and audit information exchange.
Note that centralized functionality (failover, maps, etc) will be unavailable for isolated recording servers. If the
connection is not restored and the license check fails, the recording server will continue to record but it will refuse
all incoming client connections.

/ Recording servers can operate independently (without the central server connection) for up to 2 weeks, After
14 days of no connection, the recording server will terminate all incoming connections, but will continue to
record.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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Data Flow

Streams from the cameras and other sources are requested by servers where they are configured. From each device,
the following data streams may be received for further use (excluding communication):

e video: main stream/substream

o recorded video (edge)

e audio

e video analytics

e DI/DO events

e GPSdata

e HTTP contents

e serial text

These streams are recorded by servers, and then further provided to connected clients, which may be thick, thin,
mobile, and Web applications. Streams go directly from recording servers to the clients. If a channel is replicated,
the archived stream (and not live) from the recording server is sent to the target replication server.

The recording servers report to the central management server (Ganz CORTROL Global): they exchange
management information, receive configuration changes, and send back audit information, as well as communicate
license data.

Clients also communicate with the central management server: in background, they receive secondary server
addresses, channel status, license information. The Ganz CORTROL Global server also ensures the link between
clients and external services.

IQ Video, audio, metadata streams

Cameras

(=

10T, DI/DO,
sensors, lidars, etc.

E Management E
Audit data E

Recording Recording
server server

Central
CrossLink management
sources server
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Ganz CORTROL data flow diagram
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1.2 EditionOverview

The table below contains details on all currently available CBC AMERICA LLC video management software editions.

Feel free to contact our sales department via cortrol@cbcamerica.com to get the latest information on prices and
software availability in your region.

7]
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Ganz CORTROL Server

Free software version allows a limited number of channels at maximum picture resolution of 1080p. Client
application - Ganz CORTROL Client - can only be connected to a single Ganz CORTROL Server server, and
streaming server (Web/mobile access), which is an integral part of the server, is limited to one connection at a time.

Advanced features like centralized server management, events & actions, external components (LPR, FR, VCA),
maps etc. are not supported for free software edition; technical support is not guaranteed.

Free version upgrade is offered for Ganz CORTROL Server.
Ganz CORTROL Server

Ganz CORTROL Server is, alike Ganz CORTROL Server, a single server installation with no imposed limitation on
stream resolution; number of allowed cameras varies depending on the server license type: 24, 48, and 96 channel
editions are available. Also, there are no restrictions for remote connection amount from Ganz CORTROL Client
applications and Web/mobile clients.

CBC AMERICA LLC LPR, VCA, face recognition (FR), as well as map and event/action modules are supported
locally.

Free software updates are offered for 2 years since last license activation date; technical support is provided for 2
years since last version installation, making it a maximum of 4 years of support for non-renewed license. In order to
obtain further updates and support, a license subscription upgrade should be acquired.

Ganz CORTROL Global

Ganz CORTROL Global edition presents a full-scale CCTV solution with centralized management and advanced
enterprise features. Vast number of servers can be merged into a single surveillance system, offering transparent
configuration for physically separated servers.

Unlike previous two editions, Ganz CORTROL Global solution is licensed per channel, with no theoretical limitation
for total amount of cameras distributed between multiple servers.

All external modules are available via centralized management, and events/actions are shared between servers.

Free software updates are offered for 2 years since last license activation date; technical support is provided for 2
years since last version installation, making it a maximum of 4 years of support for non-renewed license. In order to
obtain further updates and support, a license subscription upgrade should be acquired.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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1.3 Hardware Requirements

The table below details several typical minimum recommended hardware sets for CBC AMERICA LLC
recording servers. Please note that these specific processor models are given only as examples and are not
compulsory: you can use a different CPU model, provided that it has the same number of threads and its

performance is analogous.

Calculations are given for two major configuration examples: all streams in D1 or FullHD resolution; of course,
intermediate and mixed cases may also exist. Please contact CBC AMERICA LLC representatives if you require help

with choosing hardware.

HARDWARE RECOMMENDATIONS TABLE
Installation specifications Recommended hardware per usage scenario.
Video Number Motion Server only Monitor*** only Server +
Stream of cameras Detector Monitor***
D1 Uptoog None or camera- | CPU: Intel CPU: Intel G4500; R | CPU: Intel i3-6300;
30fps side* G1840; RAM a.m. 4GB RAM 8GB
Software HP** 4GB
Software HA** CPU: Intel CPU: Intel i5-6600;
Upto16 None or camera- Gé%OO; RAM CPU: Intel i3-6300; RAM 8GB
side* 4 RAM 4GB
Software HP**
Software HA** CPU: Intel i3-
6300; RAM 8GB
FullHD Uptoog None or camera- | CPU: Intel CPU: Intel i5-6600;
3ofps side* G1840; RAM RAM 8GB
4GB
Software HP** CPU: Intel
G4500; RAM
4GB
Software HA** CPU: Intel i5- CPU: Intel i7-6700;
6600; RAM 8GB RAM 8GB
Upto 16 None or camera- | CPU: Intel CPU: Intel i7-6700;
side* G4500; RAM RAM 8GB
4GB
Software HP** CPU: Intel i3- CPU: Intel i7-6700;
6300; RAM 8GB RAM 16GB
Software HA** CPU: Intel i7- CPU: Intel i7-
6700; RAM 8GB 5930K; RAM 16GB

DDR4/DD5 RAM is strongly recommended!

o *Please refer to the list of CBC AMERICA LLC supported cameras for camera-side motion detector

support

e **High Performance/High Accuracy mode

e ***System must provide:
e DirectX 10 support

¢ Graphics card with at least 256 MB memory

e Latest graphics driver version

For Ganz CORTROL Client workstations, onboard video memory should be at least 256 MB per display, and the

recommended minimum is 512MB per display.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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For Ganz CORTROL Video Analytics (VA): 1x physical core 3GHz+ and 1GB RAM per video channel. CPU must
support AVX/AVX2.

For Ganz CORTROL Global servers without any camera assignment (management only) you can use a stable
but low-spec machine with high-speed OS medium with at least 4 cores (8 threads). Example: Intel i3-10320 with 16
GB DDR4 and NVMe SSD. Virtual machines are supported but make sure to allocate enough cores. If your Ganz
CORTROL Global server will assume any additional load (video channels, in the first place) and/or the number of
simultaneous client connections is large (hundred or hundreds of connections), please consult with
cortrol@cbcamerica.com to get tips for your server hardware.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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1.4 Prerequisites

There are a number of requirements for the Ganz CORTROL host system:

-
b
=

e Microsoft Windows operating system (10, 11, Server 2016, Server 2019, Server 2022), real or virtual
machine

e both .NET Framework 3.5 SP1 and 4.x installed (the latest version should come with OS updates)

¢ for Windows Server operating systems, make sure the Desktop Experience feature is installed

e Windows Media Features must be installed (via Windows Features), it is missing by default in Windows N
editions

¢ all Windows updates must be installed (especially, this is critical for Windows 10 and newer editions and
for pending updates)

e ports for remote connections should be enabled through the firewalls (default ports are 60554 for Ganz
CORTROL Client and Ganz CORTROL Console and 8080 for the Ganz CORTROL Streaming Server and
external services)

e disable HTTP traffic analysis in the antivirus settings (especially ESET) to ensure the correct work of
external services (LPR, FR, and other external video analytics modules)

¢ installation and recording directories should be added to antivirus exception list so that they are not
scanned or interfered with in any other manner

¢ indexing and defragmentation services must be disabled for the storage locations

o for the software analytics requirements, see the corresponding section of the VCA/VA manual (provided as
a separate document)

e for Ganz CORTROL Client application, DirectX 10+ is required along with the latest stable graphics card
drivers

e for Ganz CORTROL Client, display resolution of 1280x720 pixels or higher is recommended

For Windows Server 2016 and 2019, specify the Server with Desktop Experience option as part of the
OS installation. Prior versions of Windows Server allow you to install this feature post installation.

If you use a server with a clean Windows installation, make sure to install all available Windows updates
before starting the software installation. Component deficiency (framework components, redistributables
etc.) may lead to unexpected issues in software operation.

If you are using Windows 10 N or KN (special edition without media technologies), make sure to install
Windows 10 Media Feature Pack in order to ensure Ganz CORTROL operation. Without media features,
Ganz CORTROL will not work. You will find the media feature pack online, provided by Microsoft.

/= In order to enable GPU usage for video analytics, please install NVIDIA CUDA toolkit redistributable

package, which is NOT a part of the Ganz CORTROL installation. You can download the toolkit from the CBC
AMERICA LLC website (usually available with the latest Ganz CORTROL version), or request it from CBC
AMERICA LLC representative or via cortrol@cbcamerica.com.

For recording, the following recommendations apply:

e for 48+ channels and/or >20MB/s total recorded stream, RAID 5/6/10 with high speed hardware
controller is strongly advisable

o defragmentation and indexing must be disabled for all storages

e every recording location, regardless of its type, must have 10-15% of free space, not used by Ganz
CORTROL or any other software

¢ recording to the system disk is strongly not recommended
e antivirus software or any other scanners should be disabled for the storage locations
¢ 1o third-party VMS should be recording to the same location as Ganz CORTROL

o for NAS, make sure to disable the Recycle Bin feature, so that the erased files are actually deleted and not
just moved to trash folder

¢ after adding the channels for recording, check the disk load (disk queue)
e disable read cache for RAID controllers

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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A, High disk queue may result in gaps in the recordings, freezing client during archive playback, etc. Minimize
the disk queue to avoid system performance issues.

]

Antivirus scanning, defragmentation, indexing and other similar processes being enabled for Ganz
CORTROL storages may result in dramatically decreased write speed, recording disturbances and,
occasionally, database corruption. We strongly recommend that you make sure that storage locations are not
affected by these processes.

T

/i, CBC AMERICA LLC is not responsible for software failures and/or any footage loss caused by underlying
OS and/or hardware issues. It is the responsibility of the systems administrator to configure the server and
provide maintenance, unless otherwise agreed (e.g., if server hardware has been shipped by CBC AMERICA
LLC for bespoken configuration).

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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1.5 Getting Started

Before starting the installation, make sure that:

¢ you have downloaded the correct software package
¢ you have acquired the corresponding valid license key
¢ the host operating system is stable (functioning correctly) and has all the updates and drivers installed

o server hardware matches the project requirements, taking into account all used features and planned
post-deployment modifications

e host system retains all the features and configuration required for software operation

/. We strongly advise that you keep the software versions (e.g., 1.x.x) and subversions (e.g., 1.2.X) across your
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx) may differ slightly in case your are using 64-
bit and 32-bit editions.

) If you are not sure about what server hardware to choose, do not hesitate to use CBC AMERICA LLC provided
hardware calculators and/or contact CBC AMERICA LLC representative for an accurate estimation.

We advise installing and activating the software on the ultimate server assembly, as extensive subsequent hardware
changes are likely to cause software license activation failure. If this happens, undo these changes, if possible, or
contact product support to find a solution.

Ganz CORTROL is installed as a Windows service so please make sure that the Windows user you are logged in as
has sufficient privileges; otherwise, software may not be installed correctly. Note that there is no option to install
and run the software in application mode.

The following topics will guide you through the installation process, as well as provide details on product
configuration. If you are using a CBC AMERICA LLC product for the first time, we strongly advise you to carefully
read and follow the instructions in this manual and related documentation.

/. CBC AMERICA LLC is not responsible for software failures and/or any footage loss caused by underlying
OS and/or hardware issues. It is the responsibility of the systems administrator to configure the server and
provide maintenance, unless otherwise agreed (e.g., if server hardware has been shipped by CBC AMERICA
LLC for bespoken configuration).

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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1.6 Installation of Ganz CORTROL Global

Start the installation by double-clicking the Ganz CORTROL Global executable package file. The setup wizard will
guide you through the installation process, providing available installation-time options depending on the software
package you have chosen. Note that, depending on your Windows UAC configuration, you may have to confirm
and/or provide administrative credentials.

We strongly advise that you stop all running third-party applications, as well as stopping antivirus scanning and
Windows (and any other) updates during this phase, as these may interfere with the process and result in corrupt
installation, which may cause unexpected behavior and hard-to-track issues during further software operation.

The installation wizard displays an overview of the process; also, you are able to select the installation language here.
You will be prompted to select the Ganz CORTROL Global interface language later.

Welcome to Central Server Setup Wizard.

Central Server Setup Wizard

This wizard will guide you through installing Central Server 1.0.0.0 on your computer.

tis recornmended that you dose all other applications before continuing,

Step 1 - Licence agreement
. Step 2 - Destination location
* Step 3 - Select components

Select the language to use during the installation process

[*]

English

Mext Cancel

Ganz CORTROL Global Setup Wizard

Step 1

Carefully read the CBC AMERICA LLC license agreement: you must agree to all parts of the given document in order
to proceed. If you agree, select I agree... in order to continue; otherwise, terminate software installation. If you have
any questions regarding the contents of the present license agreement, please contact cortrol@cbcamerica.com.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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Step 1 of 3 - Licence agreement

Central Server Licence Agreement

Please read the following Licence agreemant. You must accept the terms of this agresment
before you can continue with the installation.

misconfiguration, hardware failure, hardware conflict, software conflict,
user data misconfiguration, andor data loss.

You expressly assume the entire risk and cost associated with the
Software, including risk resulting from Maintenance services (whether
performed in whole, in part, or not at all), or from any virus, downloaded
malterial, harmful component, or through any Internet use of the
Software or any site or server through which the Software is available.
You are solely responsible for any damage that resulls from or is
associated with use of the Software. The Disclaiming Parties shall not
be liable in any manner whatsoever for the results obtained through use
of the Software. Persons using the Software are responsible for the supervision,

mananemant and  eonteol of  the  Saftwars  inclodinn dstermination of  tha

il accept the terms of the agreement

Previous Mext Canecel

License Agreement
Step 2

Select the destination folder you want the software to be installed in. By default, Ganz CORTROL Global is installed
in:

32-bit: C:\Program Files (x86)\CBC AMERICA LLC\Ganz CORTROL Global
64-bit: C:\Program Files\CBC AMERICA LLC\Ganz CORTROL Global

If you are re-installing Ganz CORTROL Global and have previously selected a non-default location, make sure to
select the same destination directory, or, alternatively, completely uninstall previous Ganz CORTROL Global
version. If unsure about this, ask for CBC AMERICA LLC technical support team assistance. A full description of the
software upgrade procedure is available in the corresponding section of the Ganz CORTROL administration manual.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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Select and confirm the folder where you want the Central Server software to be installed

Where do you want Central Server to be installed?

Setup will install Central Server in the following folder. Click browse to select a different
folder.
CAProgram Files (x86)\ Centra Browse...

rstallation requires at least 423.33 MB of disk space.

Previous | Mext Canecel

Installation Directory

The setup wizards estimates required disk space for you. Make sure you have enough free space on the target disk.
Note that low system disk space will dramatically decrease system performance and affect overall system stability.

Step 3

Some components are optional and you can choose not to install them. The main Ganz CORTROL Global parts are
obligatory and cannot be deselected (by default, these options are selected and grayed out).

If not chosen at this stage, Ganz CORTROL Client can be installed later separately.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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Specify which components to install

Configure the components of the installation package:

Central Server Server Service (390.90 MB)
Central Server Management Application (3.82 ME)

v| Central Server Client Application (1.39 MB)

Select the language to use in the user interface

English w

At least 424.72 MEB of free space is required.

Previous | Mext Canecel

Select Software Components

If you are ready to proceed, hit Next to begin the installation. Depending on selected components and host system
condition, the process may take some time to complete, so please be patient.

Important notice for US users!

/& According to the National Defense Authorization Act, section 889, federal agencies and their contractors are

prohibited from using video surveillance equipment from certain Chinese companies. If your installation falls
into this category, please follow the sub-step below.

Here, you have an option to exclude the drivers for the abovementioned surveillance cameras, thus making the
installation NDAA compliant.

In order to exclude the drivers for the non-compliant devices from the installation, expand the Ganz CORTROL
Server Service node in the list, and enable the NDAA approved cameras only option.

Specify which components to install

Configure the components of the installation package:

4 Server Service
MDAA approved cameras only

Management Console Application

An additional installation option for NDAA compliance (disabled by default).

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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After selecting this option, you will get a more detailed description to read and agree.

A\ Warning

Limited device database will be used

Your server installation will not include drivers for some cameras, which are not compliant with NDAA.

The John S. McCain National Defense Authorization Act (NDAA) for Fiscal Year 2019 was signed into law on August 13,
2018. The law, specifically Section 889, amongst other things prohibits federal agencies, their contractors and grant or
loan recipients from procuring or using “telecommunications and video surveillance equipment or services” from
specific Chinese companies as a “substantial or essential component of any system, or as critical technology as part of
any system.” The NDAA ban includes telecommunications equipment produced by Huawei Technologies Company or
ZTE Corporation, as well as video surveillance and telecommunications equipment produced by Hytera
Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company; and
their affiliated entities.The NDAA ban also extends to other manufacturers in cases in which the video
surveillancecameras or swvstems from the snecified vendaors are offered under annther manufacturer’ shrand name

V|l accept the terms of the agreememé

Cancel

Details about the limited installation package

If you are doing an software upgrade, the corresponding drivers will be removed. In case your database uses

some of these devices and therefore contains them already, you will be asked to cancel the installation and

remove these from the configuration manually first.
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Installing...

Installation in progress

Please wait while Setup installs Central Server on your computer

L nstalling...

24 %

| Cancel |

Installation Progress

Upon completion, the setup wizard will show you an installation summary. If all the steps have been fulfilled
successfully, simply hit Finish to close the wizard.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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Central Server Setup Wizard completed.

Wizard completed

Setup has finished installing 'Central Server on your computer.

@ Step 1 - Licence agreement

You must agree to the terms of licence agreement in order to continue

. Step 2 - Destination location

Select and confirm the folder where you want the- Central Server software to be installed

* Step 3 - Select components

Select the components fior installation

Thank you for installing Central Server software!

Finish |

Installation Complete

After the installation has been completed, there are a few more steps necessary for you to begin using the software:

e apply server initialization settings via Server Setup Wizard - it will pop up automatically after the
installation in case you are doing a clean or a new installation

e activate the software - if it is not activated, the wizard will also pop up automatically

e after you run the console for the first time, you will be offered to complete the Setup Wizard to start the
deployment, following the recommended configuration steps

All of these steps are described in details in the full version of the Ganz CORTROL management manual, which is
available right after the installation via your Start menu.
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1.7 Initialization of Ganz CORTROL Global Server

After completing the installation wizard, you will be given the option to enter server setup. These settings can be
changed later at any time via Server Setup Wizard.

/. You will be unable to connect to the server that has not been initialized, it will return an error (The server is
not configured).

This step is mandatory; you will be unable to connect to your server and configure it if it has not been initialized. It is
necessary to initialize the server even if you are planning to restore its configuration using the Server Backup and
Restore Wizard.

Ll Server sepup wizard - o IEER

Step 1. Server setup

Server setup

Server name | Central Server

Connection | Lan/internet b
Server port 60554
LAN adapter |14594,218.158/22 W
Imternet IF address o
04 Cancel

Initial Server Setup

Setting Description Default Value

Server User defined server title [depending on the server type]

name

Connection | LAN only, LAN/Internet, Internet only Determined automatically

type

Server port | TCP port for incoming remote Client connections 60554

Local IP subnet for software operation, choose one from Configurations are determined and loaded

network the drop-down list. Server will use the local automatically depending on the available
computer IP address. network adapters

External IP | Server public IP address or hostname, if applicable | [empty]

address
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Note that the port defined here will be used to connect to the central server via local Ganz CORTROL Client and
Ganz CORTROL Console connections. You will need to define the external (Internet) port for your Ganz CORTROL

Global via Ganz CORTROL Console in order to be able to connect from remote Ganz CORTROL Client connections.

B server setup wizard - = I E&R

Step 3. Success! The server has been set up.

Server setup completed!

Ok,

Setup Completed
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1.8 Management Application Installation

All server configuration is conducted through a dedicated interface - the Ganz CORTROL Console management
application. The management interface has been intentionally separated from the Ganz CORTROL Client
application in order to concentrate all administrative utilities in one place and also to conceal the unnecessary
menus from the Ganz CORTROL Client operator.

The Ganz CORTROL Console central server management application can be installed either locally on one of the
servers, or remotely, on a dedicated server management machine.

If you want to install Ganz CORTROL Console together with Ganz CORTROL server, run the same installation
package and select Ganz CORTROL Console among components.

For dedicated Ganz CORTROL Console installation on a separate management machine (admin laptop, etc.), use
the Ganz CORTROL Console installation package and follow the steps below.

Dedicated Installation

Start the installation by double-clicking on the Ganz CORTROL Console executable package file. The setup wizard
will guide you through the installation process, providing available installation-time options depending on the
chosen software package.

Installation wizard shows you the process overview; also, you also have the opportunity to select the installation
language here. You will be prompted to select Ganz CORTROL interface language later.

Welcome to VMS Management Application Setup Wizard.

VM5 Management Application Setup Wizard

Thit wizard will guide you through installing VW5 Management Application 1.0.0.0 on you

@ Step 1 - Licence agreement

Ganz CORTROL Console Setup Wizard

Carefully read the CBC AMERICA LLC license agreement: you must agree to all parts of the given document in order
to proceed. Select I agree... in order to continue, if you do; otherwise, terminate software installation. If you have
questions regarding the contents of this license agreement, you can contact cortrol@cbcamerica.com.
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3 - Licence agreement

VM5 Management Application Licence Agreement

Flease read the following Licence agreement. You must accept the terms of this agreement

before you can continue with the installation.

1.1. Additional License Restriclions. Excepl as specifically parmitted by this
Agresment, Licenses shall nolt

1.1.1. Copy (excepl as permitted by apphcable law or as
provicded n this Agreement), sell modify, ransiate, transfer
reverse anginesr, decompile or disassemble the Software

1.1.2. Remove any Software proprielary nolice, label or mark
whaather in machine language or human-readable form;

1.1.3. Transmit or dstribute the Software 1o any person
outside Licensee s intemal business organization(s) (for the sake
of clarity, in no event may this Agreement, including the License

PUSISUSY W [ PP SIS PSS T TS | e — sk Bamnalmil

W

¥ | accept the terms of the agreament

Previous Mext Camncel

License agreement

Select destination folder for Ganz CORTROL Console to be installed in.

Step 2 of 3 - Destination location

Select and confirm the folder where you want the VMS Management Application software to be installed

Where do you want VM5 Management Appheation to be nstalled
Setup will install VM5 Management Application in the foliowing felder. Click browse to select a
different
CAProgram Files [x86NVMSWMS Management Application Brovase..
natallaton reguires at least 33243 MB of disk space
Prressigaas Mext Cangs|

Installation directory

The setup wizards will estimate the amount of disk space required for the installation. Make sure you have enough
free space on the target disk. Note that low system disk space will dramatically decrease system performance and
affect overall system stability.

Along with Ganz CORTROL Console, this installation package also allows you to have Ganz CORTROL Client
application installed at the same time. If you do not wish to install Ganz CORTROL Client at the moment, simply
uncheck it in the components list.
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Step 3 of 3 - Select components

Specify which components to install

Configure the components of the installation package
VMS Management Apphcation Management Appheation (303,82 MB)
¥ VIMS Management Application Client Apphcation (1.39 MB
Salect the language 1o use in the user mterface
ik w
At least 333,82 MB of free space is required

Freanous Mext Cance
Select software components

If you are ready to proceed, hit Next to begin the installation. Depending on selected components and host system
condition, the process may take some time to complete, so please be patient.

Installing...

Installation in progress

Please wait while Setup installs VW5 Management Application on your compute

Canoal
Installation progress

Upon completion,the setup wizard will show you an installation summary. If all the steps have been fulfilled
successfully, simply hit Finish to close the wizard.
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VMS Management Application Setup Wizard completed.

Wizard completed

Setup has finished installing VW5 Management Application on your computer.

:‘d Step 1 - Licence agreement

You must agree to the terms of licemce agresment in order to continue

. Step 2 - Destination location

ect and confirm the folder where you want the VM5 Manasgement Application software tc st

Sedect the comporents for installabor

* Step 3 - Select components

Thank you for installing Y35 Management Application software!

Finish

Installation complete

After completing the Ganz CORTROL Console installation, you will be given the option to enter the settings of server
you wish to connect to. You can skip this step if you wish to configure your Ganz CORTROL Global server later; you
will be asked for the same information next time you run Ganz CORTROL Console.

To log in, simply enter your server's local or remote address (IP or host name) and user information. Note that users
must have corresponding permissions in order to connect. Default username and password are admin/[empty].

Login - En
- x
— Warning -
Username
- ' You have to change your password.
Password
0K
Cancel

Ganz CORTROL Console login window and a password change reminder

After logging in for the first time with the default username and password, you will be reminded to change your
password. For security reasons, we strongly recommend that you do so.
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1.9 Recording Server Installation

Recording server is a part of distributed Ganz CORTROL Global installation; its main purpose is video

recording. Recording server installations can also be assigned other roles - failover node (standby recording server),
mirror (central server redundancy), or replication server (a particular case of the recording server). In other words,
for every server in the Ganz CORTROL Global system, except for the central management server itself, you need to
use the Ganz CORTROL Recorder installation file. Ganz CORTROL Recorder server management is carried out via
central server Ganz CORTROL Console.

Installation

Start installation by double-clicking the Ganz CORTROL Recorder executable package file. Setup wizard will guide
you through the installation process, providing available installation-time options depending on the chosen software
package. Note that you may have to confirm and/or provide administrative credentials, depending on your Windows
UAC configuration.

It is strongly recommended that you stop all running third-party applications, antivirus scanning and Windows (and
other) updates during this phase, as these may interfere with the process and result in corrupt installation, which
causes unexpected behavior and hard-to-track issues during further software operation.

Installation wizard presents the process overview; also, you are welcome to select the installation language here. You
will be prompted for Ganz CORTROL Recorder interface language later.

me to Recording Server Setup Wizard.

Recording Server Setup Wizard

This wizard will guide you through installing Recording Server 1.0.0.0 on your computer.
t is recornmended that you dose all other applications before continuing.

Step 1 - Licence agreement
- Step 2 - Destination location
* Step 3 - Select components

Select the language to use during the installation process

English W

Mext Cancel
Ganz CORTROL Recorder Setup Wizard

Step 1

Carefully read the CBC AMERICA LLC license agreement: you must agree to all parts of the given document in order
to proceed. If you agree, select I agree... in order to continue; otherwise, terminate software installation. If you have
any questions regarding the contents of the present license agreement, please contact cortrol@cbcamerica.com.
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Step 1 of 3 - Licence agreement

Recording Server Licence Agreement

Please read the following Licence agreemaent. You must accept the terms of this agreement
before you can continue with the installation.

Upon expiration or termination of this Agreement for any reason, this License
shall terminate and any user accessing the Software shall immediately cease
to use or have access and support for it. If you breach any provision of
this Agreement, including by making any unauthorized copy of the
Software or by failing to comply with any prohibition set forth in this
Agreement, the License shall immediately terminate automatically.

1.2. Update Policy. Any Software license purchased, whether for a Previous
Version or a New Version, will not include, and you shall not be entitled to, any
free Software updates

il accept the terms of the agreement

Previous Mext Cancel
License Agreement
Step 2
Select the destination folder you want the software to be installed in. By default, Ganz CORTROL Recorder is
installed in:
32-bit: C:|\Program Files (x86)\CBC AMERICA LLC\Ganz CORTROL Recorder
64-bit: C:\Program Files\CBC AMERICA LLC\Ganz CORTROL Recorder

If you are re-installing Ganz CORTROL Recorder and have previously selected a non-default location, make sure to
select the same destination directory, or, alternatively, completely uninstall previous Ganz CORTROL Recorder
version. If unsure about this, ask for CBC AMERICA LLC technical support team assistance.

Setup wizards estimates required disk space for you. Make sure you have enough free space on the target disk. Note
that low system disk space will dramatically decrease system performance and affect overall system stability.
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Select and confirm the folder where you want the Recording Server software to be installed

Where do you want Recording Server to be installed?

Setup will install Recording Server in the following folder. Click browse to select a different
folder.

CAProgram Files (x86) Recording Browse...

nstallation requires at least 419.51 ME of disk space.

Previous Mext | Cancel

Installation Directory
Step 3
Some components are optional and can be chosen not to be installed. you can choose not to install them. The

main Ganz CORTROL Recorder part - recording server service - is obligatory and cannot be deselected (by default,
these options are selected and grayed out).

If not checked at this stage, Ganz CORTROL Client and Ganz CORTROL Console can be installed later separately.
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Specify which components to install

Configure the components of the installation package:

Recording Server Server Service (390.90 ME)
v| Recording Server Management Application (3.562 ME)

v| Recording Server Client Application (1.39 MB)

Select the language to use in the user interface

English w

At least 424.72 MEB of free space is required.

Previous Mext Canecel

Select Software Components

If you are ready to proceed, hit Next to begin the installation. Depending on selected components and host system
condition, the process may take some time to complete, so please be patient.

Important notice for US users!

/. According to the National Defense Authorization Act, section 889, federal agencies and their contractors are
prohibited from using video surveillance equipment from certain Chinese companies. If your installation falls

into this category, please follow the sub-step below.

Here, you have an option to exclude the drivers for the abovementioned surveillance cameras, thus making the

installation NDAA compliant.

In order to exclude the drivers for the non-compliant devices from the installation, expand the Ganz CORTROL
Server Service node in the list, and enable the NDAA approved cameras only option.

Specify which components to install

Configure the components of the installation package:

4 Server Service
MNDAA approved cameras only

Management Console Application

An additional installation option for NDAA compliance (disabled by default).
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After selecting this option, you will get a more detailed description to read and agree.

A\ Warning

Limited device database will be used

Your server installation will not include drivers for some cameras, which are not compliant with NDAA.

The John S. McCain National Defense Authorization Act (NDAA) for Fiscal Year 2019 was signed into law on August 13,
2018. The law, specifically Section 889, amongst other things prohibits federal agencies, their contractors and grant or
loan recipients from procuring or using “telecommunications and video surveillance equipment or services” from
specific Chinese companies as a “substantial or essential component of any system, or as critical technology as part of
any system.” The NDAA ban includes telecommunications equipment produced by Huawei Technologies Company or
ZTE Corporation, as well as video surveillance and telecommunications equipment produced by Hytera
Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company; and
their affiliated entities.The NDAA ban also extends to other manufacturers in cases in which the video
surveillancecameras or swvstems from the snecified vendaors are offered under annther manufacturer’ shrand name

V|l accept the terms of the agreememé

Cancel

Details about the limited installation package

If you are doing an software upgrade, the corresponding drivers will be removed. In case your database uses

some of these devices and therefore contains them already, you will be asked to cancel the installation and

remove these from the configuration manually first.
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Installing...

Installation in progress

Please wait while Setup installs Recording Server on your computer

nstalling... I

0%

| Cancel |

Installation Progress

Upon completion, the setup wizard will show you installation summary. If all the steps have been fulfilled
successfully, simply hit Finish to close the wizard.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.

33



Ganz CORTROL Global Administration Guide

Recording Server Setup Wizard completed.

Wizard completed

Setup has finished installing ' Recording Server on your computer.

fou must agree to the terms of licence agreement in order to continue

@ Step 1 - Licence agreement

. Step 2 - Destination location

Select and confinm the folder where you want the Recording Server software to be installed

Select the components for installation

* Step 3 - Select components

Thank you for installing Recording Server software!

Finish

Installation Complete
After the installation, Ganz CORTROL Recorder initialization setup wizard will automatically pop up: please wait for
it to appear and then apply the offered settings in order to complete the Ganz CORTROL Recorder deployment.

If you have removed a Ganz CORTROL Recorder from the Ganz CORTROL Global configuration and have issues

finding it again either from the same Ganz CORTROL Global server or from another one, the following procedure is
foreseen: run the Ganz CORTROL Recorder upgrade (to the same or a newer version) and reset its configuration at
the initialization step. Then, proceed with Ganz CORTROL Recorder autodiscovery from your central management

Server.
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Step 1. Server setup

Server setup

Server port | 60555

TCP listener port

Reset configuration

Existing configuration will be backed up and deleted. The server will be
initialized with empty configuration.

oK

Reset Ganz CORTROL Recorder configuration after upgrade

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
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1.10 Recording Server Initialization

After completing the installation wizard, you will be given the option to enter initial server setup: server
initialization is required for the central server to be able to connect and apply settings to the target recording server.

The settings selected during server setup can be changed later at any time using the Server Setup Wizard tool, which
is installed together with the Ganz CORTROL Recorder and can be found via Start -> All Apps (All Programs in
Windows 7) -> CBC AMERICA LLC -> Server Setup Wizard.

) Ganz CORTROL Recorder local port can be only changed by running the Server Setup Wlzard tool locally on
the Ganz CORTROL Recorder machine. By changing the Ganz CORTROL Recorder port via Ganz CORTROL
Console you simply tell the central server what port should be used to connect to the Ganz CORTROL

Recorder.

B server setup wizard - o IEEN

Step 1. Server setup

Server setup

Server port (60554

DK Camcel
Set Server TCP/IP Properties
Setting Description Default
Value
Server port | TCP port for incoming central server connections 60554

Note that the port defined here will be used for Ganz CORTROL Recorder automatic discovery from the central
server, and also to retrieve Ganz CORTROL Recorder data for local Ganz CORTROL Client connections. You will
need to define the external (Internet) port for each Ganz CORTROL Recorder via Ganz CORTROL Console in order
to be able to receive video streams from remote Ganz CORTROL Client connections. Further information can be

found in the Connections section of the manual.

& server setup wizard - = I ER

Step 3. Success! The server has been set up.

Server setup completed!

Ok

Setup Completed
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1.11 Software Update and Uninstall

This topic provides guidelines on the installation management use cases.

We recommend that you keep the software version up to date, as new versions include new features, various
improvements and optimizations, as well as the latest bug fixes.

/. We strongly advise that you keep the software versions (e.g., 1.x.x) and subversions (e.g., 1.2.X) across your
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx) may differ slightly in case your are using 64-
bit and 32-bit editions.

/7 Before starting the upgrade/uninstall procedure, ensure that all Ganz CORTROL processes have been
terminated and that Ganz CORTROL files are not in use: this is necessary in order to upgrade all files to the
newer versions. This includes any Ganz CORTROL processes or related applications that are running, and also
any third-party applications that have access to Ganz CORTROL files, e.g., antivirus scanners, third-party
integrations, etc. Ganz CORTROL processes can be found via Task Manager: these start with VMS, e.g.,
VMSServer.exe.

If the processes are not stopped, or if other applications are still interfering with the process, you may be asked
for a reboot: in that case, please restart your server machine afterwards to complete the action. This will not
affect the overall process quality.

Upgrade Software

This section describes manual software update (newer version installation on top of the older one) by running the
installation locally. For remote upgrades, see the corresponding section of this document.

Before starting the software upgrade:

1. Make sure there are no other running installations and that the operating system is not in the middle of
installing updates. If Windows updates are pending, apply them, then restart the computer (if required), and
start the Ganz CORTROL upgrade.

2. Verify that the operating system is stable and is running normally (check system logs, overall health) - these
must be no "blue screens”, unexpected shutdowns, slowdowns etc. (Normally, we recommend that you
regularly run such system checkups, not only before upgrade).

3. Ensure stable power and connectivity (the latter is essential if you are connected via RDP).

4. See if there are any special requirements or recommendations from CBC AMERICA LLC regarding the target
version. Usually, these are either mentioned on the download page, or provided alongside the download links
in case the new version was recommended and sent by our engineers.

5. Check your software license subscription, and renew it, if necessary: the subscription must not run out before
the target version release date. You can check the software release date by right-clicking the installation file >
Properties > Digital signatures > see timestamp. The license information is available via license manager,
Ganz CORTROL Activation Wizard.
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-4 Setup Wizard

Step 2 of 4. Existing data found

license detected

Info on license file found:
Channels: 100

Expiry date: never

End of support date: never

Select an action

{® Use existing license

Use existing license,
Ignore existing license

Wizard will backup existing license and continue with blank license.

Previous Mext Cancel

Choose license preference for the upgrade

If you launch a newer version installation package of the same kind as the already installed Ganz CORTROL edition,
you will be given the option to upgrade the product. It is not possible to install another type of package on top of

the existing one, e.g., Ganz CORTROL Recorder on top of Ganz CORTROL Server: if you wish to change the server
type, uninstall the old software package first.

Press Next to go through the steps and complete the wizard, which is very much alike the installation wizard. At each
step, read all the information displayed and press Next until finished.
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-4 Setup Wizard - O BRS

Step 2 of 4. Existing data found

configuration found

Compatible server's database detected. Valid to upgrade.

Select an action

® |Use existing configuration
Use existing configuration. The configuration will be upgraded automatically if required.
Ignore existing configuration

Wizard will backup existing configuration. New empty configuration will be created.

Cancel

Previous Mext

Use existing database configuration

If you want a clean installation, choose to ignore the existing configuration: the current database will not be used
and will be replaced with an empty one, as if you were installing the software from scratch. Otherwise, leave the
wizard to use the existing configuration. In either case, the old database is not actually removed but is saved as

a backup, so you will be able to load it anytime later via Backup and Restore Wizard.

In case the installation wizard detects your license subscription has run out, you will get a warning about
license compatibility. By default, the initial subscription will allow for version upgrades during 2 years, starting from
the license activation date. Hence, if the target upgrade version is newer, this warning will pop up.

e If you have already acquired a subscription upgrade, proceed with the installation, then run the license
manager and upgrade your license in either online or offline mode

e Otherwise, cease the installation and choose another software version that was released before the license
subscription ran out (or continue using the existing version)

You can contact our sales department via cortrol@cbcamerica.com or via direct manager contact to learn about the
license subscription options and price offers.
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Step 2 of 4. Existing data found

Product license detected

Info on server license file found:

Channels: 250

Expiry date: newer

End of support date: 2/19°2015 12:00:00 AM

A Viaming "

Incom patible license

Your license subscription has run out and vour license will not
operate for this software wersion, You can purchase a subscription
upgrade in order to use this version, or wou can continue using an
older version without any additional fees, Press Yes, if wvou have
already purchased or are going to obtain a subscription upgrade:
after the installation is completed, run the software activation and
choose the licenze upgrade option to renew the license details.
Prezz Mo to exit installation and continue using the older wersion.

\(es e

TTEwTOTO Cancel

If you proceed with the upgrade but do not provide a valid license after the installation is complete, the software will
not operate. Therefore, do not proceed with the upgrade until you have renewed the subscription.

) To verify the software release date against your license subscription expiration date, right-click the installation
file > choose Properties > go to the Digital Signatures tab and check the timestamp.

If some of the files cannot be upgraded because they are in use, you will get a corresponding warning.
e Choose Ignore to proceed with the installation: reboot may be required afterwards but it is safe to select
this option, esp. if the processes are from Ganz CORTROL; or
e Stop the listed applications/services and click Retry to continue installing the software, or

e Click Abort to roll back the installation (the process will be cancelled and you will get a corresponding
error in the wizard's dialog box).
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| [}

Installing... e

Installation in progress

A -

Some files are in use

The following applications are using files that need to be updated
by the setup. You can either close the applications and click 'Retry’
or click Tgnore' to replace the files after reboot.

Server (Process Id: 4356)

Abort Retry Ignore

[ | IRSTalng...

63 %

Click Ignore to proceed with installation (reboot may be required afterwards)
Important notice for US users!
/. According to the National Defense Authorization Act, section 889, federal agencies and their contractors are

prohibited from using video surveillance equipment from certain Chinese companies. If your installation falls
into this category, please follow the sub-step below.

Here, you have an option to exclude the drivers for the abovementioned surveillance cameras, thus making the
installation NDAA compliant.

In order to exclude the drivers for the non-compliant devices from the installation, expand the Ganz CORTROL
Server Service node in the list, and enable the NDAA approved cameras only option.
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Specify which components to install

Configure the components of the installation package:

4 Server Service
MNDAA approved cameras only

Management Console Application

An additional installation option for NDAA compliance (disabled by default).

After selecting this option, you will get a more detailed description to read and agree.

A Warning - o -

Limited device database will be used

Your server installation will not include drivers for some cameras, which are not compliant with NDAA.

The John S. McCain National Defense Authorization Act (NDAA) for Fiscal Year 2019 was signed into law on August 13,
2018. The law, specifically Section 889, amongst other things prohibits federal agencies, their contractors and grant or
loan recipients from procuring or using “telecommunications and video surveillance equipment or services” from
specific Chinese companies as a “substantial or essential component of any system, or as critical technology as part of
any system.” The NDAA ban includes telecommunications equipment produced by Huawei Technologies Company or
ZTE Corporation, as well as video surveillance and telecommunications equipment produced by Hytera
Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company; and
their affiliated entities.The NDAA ban also extends to other manufacturers in cases in which the video

surveillancecameras or swstems from the snecified vendors are nffered under annther manufacturer’ shrand name ¥

V|l accept the terms of the agreememé

Details about the limited installation package

If you are doing an software upgrade, the corresponding drivers will be removed. In case your database uses
some of these devices and therefore contains them already, you will be asked to cancel the installation and
remove these from the configuration manually first.

The upgrade process will then continue and replace your Ganz CORTROL software version to the newer one.
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Uninstall/Change Software

Software can be uninstalled in two ways:

1. From the Windows Control Panel
2. By launching the same package that was used for installation

In either case, you have a choice between changing and uninstalling the product.

/, Before making any changes to the installation, make sure to close and stop all software services and
applications. If processes are not stopped, some of the software components may not be removed or replaced
during the installation process.

In order to check this, open Windows Task Manager, select ‘Show processes from all users' and make sure
there are no processes starting with 'VMS..". If there are any, stop them manually and then proceed with the
installation changes.

VMS Central Server Setup Wizard

You can change or uninstall a program from your computer if you no longer use it or if you
want to free up space on your hard disk.

® Change

Uninstall

Mext Cancel

Change or uninstall the product

Select Change if you wish to re-install or add software components. The process will be similar to the initial
installation.

Select Uninstall to remove all software components. You will be asked if you wish to keep the configuration and the
current license; the following common use cases apply:

o keep the license and remove the configuration if you wish to re-configure everything from scratch after re-
installation (e.g., in event of a corrupt database or having to move the server to a different system);

e keep both if you are going to clean install the software;

¢ remove both if you do not intend to use the software on this machine anymore.

Press Next to proceed with the de-installation process. Note that you may have to confirm these changes if UAC has
been turned ON.
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-4 VMS Central Server Setup Wizard

Uninstallation in progress

Please wait while Setup uninstalls VM5 Central Server from your computer

Uninstalling R

0%

- o EN

i Cancel |

Uninstalling...

Uninstall

If you did not stop the Ganz CORTROL server before starting the uninstall process or if some third-party software

(e.g., antivirus) has locked Ganz CORTROL files, you will get a warning.

Some files are in use

The following applications are using files that need to be updated
by the setup. You can either close the applications and click 'Retry’

or dick Ignore’ to replace the files after reboot.

Server (Process Id: 18472)

...............................................

Retry

A warning about some files being locked by a process
In this case:

¢ choose Abort to cancel the uninstall process
e stop the processes manually yourself and then click Retry
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e click Ignore to let the wizard handle the files automatically (recommended, an reboot may be required)

Generally, if you see that the process mentioned in the warning is Ganz CORTROL own process, simply choose the
Ignore option and let the wizard do the job.

When the wizard finishes removing software components, hit Finish to exit.
Clean Install

Sometimes it is necessary to install software anew, i.e., to change software bit version, roll back version, and also in
event of major software-related troubles.

) You can perform clean install yourself if you are already familiar with the software. If you are doing it for the
first time, we recommend that the procedure is supervised by a CBC AMERICA LLC support engineer so that
you learn how to do this quickly and effectively, avoiding possible mistakes.

) Although software upgrade is not possible with different bit versions, you can migrate your installation to a
different bit version by performing a clean install.

To perform a clean installation, it is crucial to make sure that no CBC AMERICA LLC software processes are
running, whether explicitly or in the background. Follow these steps:
1. Stop all CBC AMERICA LLC software services and/or applications;

2. Open Windows Task Manager, click ‘Show processes from all users' and check that there are no processes
starting with 'VMS..'; if there are any, stop them;

3. Uninstall software as described above, keeping your license and configuration;
Install [new] software version, carefully following all steps and recommendations;
5. Start the software and check if the desired change has been carried out.

+
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1.12 Start & Stop Server Service

After software installation (except for the Ganz CORTROL Console or Ganz CORTROL Client only

installations), two components are registered as Windows services: CBC AMERICA LLC Server service and the
accompanying Watchdog service. Both these services are set to automatic start meaning that they will be launched
straight after Windows start-up regardless of whether any user is logged in or not.

By default, the server will run in silent service mode, i.e., without any status indication other than that in the
Windows Services management console; from there, both services can be stopped, started and restarted.

Double-click the server shortcut on your desktop to launch the system tray shell for the server: the server icon will
appear in the system tray, allowing you to start and stop the service by right-clicking it and selecting your desired
option. Ganz CORTROL Watchdog service runs silently in background as an auxiliary service and has no user
interface except for the settings' dialog box in Ganz CORTROL Console.

About...

Start Service

& B Stop Service

Cloze

Customize...

Start anﬂLStOp the server service from the system tray

If the server service is stopped while Ganz CORTROL Console connections are active, the wait-for-server-connection
window will appear on top of Ganz CORTROL Console, disabling any input. The same thing will happen if there are
any problems with server connectivity. It will automatically disappear when the server is online again; alternatively,
you can click Close to exit Ganz CORTROL Console at this point and open it manually later.

Connecting... - IEE3

Connection to the server has been lost.
Console is trying to reconnect the server,

Connectiglyis

Please wait until connection to the server is restored, or cancel and close
the Console,

Cancel

Connection lost
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2 License Activation

In order to use the product, a valid license is required - whether this is a trial or a purchased one. Any of these
licenses can be activated using this wizard; note that license activation choice will differ depending on the
installation package you have selected.

For the standalone server edition, Ganz CORTROL Server, the license is applied to that specific server. Client
applications do not require a license to operate.

For the Ganz CORTROL Global system, the license is applied to the Ganz CORTROL Global server (central
management server) only; Ganz CORTROL Recorder machines do not require a license to operate because they
cannot operate independently. Client applications do not require a license to operate.

N 7
¢ N Q,
N\ 7
Central mgmt Mirror Standalone
server server

— —
. - Management -
console —

- -
—
- - ; -
Recording Failover Client Standalone

server server server

Ecosystem with two Ganz CORTROL Server servers and one Ganz CORTROL Global: components requiring
license are marked with the key icon

Each server only accepts one Ganz CORTROL license key, no matter how many and which features it includes. Each
Ganz CORTROL license key can only be applied on one machine.

License Types

Each license includes a certain number of channels. Traditionally, these are video channels (normally, one video
source equals to one license), and then there are special channels with advanced functionality. Ganz CORTROL
features (video walls, maps, redundancy, etc.) do not require any additional feature licenses.

License types:

e video channels: regular video channels.
e VA - embedded video analytics (embedded, generic VA engine)
e specialized VA (embedded, different engine types)
e CrossLink - interactive channels
¢ CrossLink Basic: interactive web applications (webpages)
e CrossLink Advanced: interactive remote applications (workstations)
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e advanced device integrations (Leica, CrossWalk, etc.)
¢ data channels.

Also, each Ganz CORTROL license contains 1 (one) generic video analytics channel free of charge.

Other CBC AMERICA LLC product licenses (for other modules) are not included into Ganz CORTROL license and
should be purchased separately. For detailed information on Ganz CORTROL license options, as well as other
software modules and their licensing, please contact our sales via cortrol@cbcamerica.com.

The Ganz CORTROL server controls the total number of the channels of each type in the system. For Ganz
CORTROL Global systems, you must apply the license onto the Ganz CORTROL Global server (the central
management server), and then you are free to allocate and move the channels across the Ganz CORTROL Recorder
servers. The Ganz CORTROL Global server will keep track of all license channels used throughout the system.

The server tracks the license channels using the following logic:

e video channels: one license channel is used for each channel that is created when you create a device of
any model (except for CrossLinks).

e VA: VA licenses are separated from video channel licenses and do not include them. You should purchase
VA channels on top of the regular video channels. You are free to enable VA for any video channel, as long
as the total number of enabled video analytics does not exceed the VA number in the license.

e CrossLinks:

e CrossLink Basic: one Basic license channel allows you to create one Webpage or one device of
the CrossLink Basic model
e CrossLink Advanced: one Advanced license channel allows you to create one Webpage or one
device of any CrossLink model
¢ advanced integrations: each special integration (e.g., Leica) channel allows you to create a device of the
corresponding type.
e data channels: one data channel license is required to create one data channel. Databases are unlocked
automatically (DBs do not operate without a data channel).

/, The free Ganz CORTROL Server license is not available anymore starting from the software release 1.22.0 for
all software versions. Enjoy the fully featured trial version of Ganz CORTROL Server!

License Activation

Once you have installed the software and entered the server initialization settings, the activation wizard will
appear. If it does not, or if you have rebooted the server computer after completing the installation, simply run the
activation manager in one of the following ways:

e from the Windows Start Menu, under CBC AMERICA LLC folder, or

¢ by typing Activation Wizard in the search field, or

e by right-clicking the server tray icon and selecting About > Manage license (server tray icon appears only
after you run the Ganz CORTROL Server shortcut from your Desktop or Start menu), or

e when connected to localhost via Ganz CORTROL Console, go to the main menu > About > Manage
license.

The license manager will only pop up automatically after the initial installation. If you wish to apply license
upgrades at any time, including the after-software-upgrade, run the license manager manually as described above.

It is advisable to run hardware stability tests and finalise the server hardware configuration before applying the
license, as subsequent hardware changes may cause activation related issues. Approximately up to 30% of the initial
hardware components can be replaced without losing the activation.

Subtopics here describe every type of license activation in details.

) Licensing is mandatory for Ganz CORTROL Server and Ganz CORTROL Global software packages. Ganz
CORTROL Recorder does not require a license as it is not an independent component but rather operates
under a Ganz CORTROL Global server only.

) Virtualized environment is supported starting from software version 1.13.0. If you experience any issues with
the license activation, kindly contact our support engineers by emailing cortrol@cbcamerica.com.
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2.1 Online Activation

If your server has Internet connection available, you can choose online activation mode. The software will
automatically connect to the activation server and register your pre-purchased license.

Step 1. Activation type selection

Activation types
®) Activate existing license key
Offline activation via licenze file

Request Evaluation license key

Activation Type Selection

Enter your product license key and hit Activate. If your key is incorrect, the wizard will notify you with a red X
sign next to the key field: if this happens, double-check the key you have typed, looking out for mistyped characters
and superfluous spaces at the start or end.

Step 2. Activate existing license key

License key

Enter licence key | InCoRrEcTkEy123 [x]

Activate Cancel

Enter License Key

When you have entered a valid license key, the wizard will activate your software. If you have decided to go with a
different activation option, click Cancel to return to the activation type selection step.
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2.2 Offline Activation

If there is no Internet connection for security reasons and/or server disposition particularities, choose the Offline
Activation type.

Step 1. Activation type selection

Activation types
Activate existing license key
8 Offline activation wia license file

Request Evaluation license key

0K Exit

Activation Type Selection
This mode consists of three steps:

e generate the activation file on the target server
e go to the online activation system at http://ganzsecurity.com/CORTROL-Activation and fill in the form

e apply provided license file to your system

Step 2. Activate existing license

License file
System activaton file Generate...
]
Specfy license file Browse...

Offline Activation Steps
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Click Generate to create the activation file; choose a location and save it. The default file name is system.bin and we
do not recommend changing it.

|~ | Save As .
Search Desktop o

& * T m* ThisPC » Desktop w

COrganise - Mew folder E T L]

[ Favourites Mo items match your search,
B Desktop

& Downloads

) MySyncFolder

= Recent places

File name: | BT taLe W

Save as type: | Binary data file (*.bin)

4 Hide Folders Save | Cancel

Cancel

Save Activation File

Next, copy this binary file to any other computer that has Internet access, then go to the online form available at
http://ganzsecurity.com/CORTROL-Activation, fill in the required fields and upload the file. The activation system
will process your file and allow you to download a license file. This license file will be unique and will only be valid
on the same machine from which the original system.bin file comes.

You can close the activation wizard after creating the activation file and reopen it later to apply the license file. Click
Browse to locate it and open the license.dat file provided by the activation system.

[/ Open .
5 top 2

T m » ThisPC » Desktop v O Search Desh
Crganise - Mew folder v 1 &
[ Favourites Mo itams match vour search.
B Desktop
& Downloads
@ MySyncFalder
= Recent places
File name: |[[Aorraery w | | License data file (*.dat) W
Open Cancel
Cancel

Browse for License File

The validated license.dat file will be loaded, allowing you to finish the registration process.
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Step 2. Activate existing license

License file
System activaton file Generate...
.
Specify license file | Browse... i license.dat

Activate Cancel

Load the License File

Click Activate to apply the license file. If the license is valid, you will see an activation success confirmation with the
following details:

e product type

o license key

¢ license key expiration date, if applicable

e support subscription expiration date

¢ allowed channel amount

The license information will be stored on your server. However, you may wish to save a snapshot of this screen for
your future reference, so that this information will be accessible in case of server OS or hardware failure.

Finally, click Done to exit the activation wizard or click Start Quick Setup Wizard to proceed with server
configuration.
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2.3 Activation Management

When a server already has a license key installed, you can retrieve that information in two ways:

o right-click server icon in the system tray and select About. The dialog box will contain basic information
about the product version and license type
¢ run the Product Activation Wizard from the Start menu
To start the wizard, go to Start -> All Apps -> CBC AMERICA LLC -> Activation Wizard (in Windows 7 and older

versions, use Start -> All Programs -> software installation folder -> Tools -> Activation Wizard); alternatively,
use Search to locate the Activation Wizard in the programs menu.

Step 1. Manage license

Your license: Global

License details:

Key:

Expiry date: never

Subscription valid until: 1/25/2018
Channels supported: up to 100

Upgrade current license

Upgrade product using same license key

Upgrade current license via license file

Upgrade product using activation file

{® Remove license:

Ok Cancel

Choose an option in order to proceed
The wizard will display a summary about the currently installed license key and show the available management
options.

Online license upgrade

License upgrade is available for the license keys purchased earlier. Note that all the software processes (both
applications and services) must be stopped in order for the license to be applied correctly.

For upgrade acquisition details and assistance, please contact us via cortrol@cbcamerica.com.
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& manage license - o I E3

Step 2. Upgrade current license

a - o ER

Terminate services to proceed?

To process your request system needs to terminate services

= Server
» Server Watchdog

Cancel

All software processes must be stopped in order to apply license related changes
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& manage license

Contact sales and buy subscription

Upgradeeﬂstmg .l. lcenSEkey

Step 2. Upgrade current license

Cancel

o IEM

License upgrade option

After acquiring the upgrade from CBC AMERICA LLC, click Upgrade Existing License Key to enter it. Your license
information will be synchronized with the activation server and you will be presented a license summary. Click

Cancel to return to the beginning of the wizard.

Offline license upgrade

Offline license upgrade essentially the same as the offline license activation process: the same steps should be taken

to retrieve the new license file.

e generate activation file on the target server

e go to the online activation system at http://ganzsecurity.com/CORTROL-Activation and fill in the form

e apply provided license file to your system

Click Cancel to return to the beginning of the wizard.
Remove license

Select Remove License if you wish to completely delete all the license information from the server.
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I manage license -

Step 2. Deactivate current license

Deactivate current license

Deactivate existing license

Cancel

Deactivate license

Click Deactivate Existing License to confirm deletion of the currently installed license. Note that you will be unable
to log into Ganz CORTROL Console to access your current server configuration without a valid license of the same
type; Ganz CORTROL Client applications will also not connect to such a server. In order to use the server again, you
will have to enter the license again - either the same or a new one.

A Warning - IEEN

Warning

Invalid license

An attempt to log into Ganz CORTROL Console failed because the license is missing

Alternatively, press Cancel to return to the wizard start page. If you are not sure about the deactivation, consult CBC
AMERICA LLC technical support.
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& manage license -

Step 4. Success! Your license is deactivated!

License has been deactivated!

Manage license

License successfully deactivated

After license deactivation, you will be offered the chance to go back to license management in order to enter a new
software license.
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3 Ganz CORTROL Console Login

All server configuration is conducted through a dedicated interface - the Ganz CORTROL Console management
application. The management interface has been intentionally separated from the Ganz CORTROL Client
application in order to concentrate all administrative utilities in one place and also to conceal the unnecessary
menus from the Ganz CORTROL Client operator. Applications are totally independent from each other and can be
or not be installed on the same machine. Ganz CORTROL Console for a single installation management can be
installed on one or more computers, depending on the system administrator's needs.

) TItisimplied that Ganz CORTROL Global installations are handled through the central server by logging
into the target central server locally or remotely via Ganz CORTROL Console. Recording servers can be also
reached via Ganz CORTROL Console but it is not possible to change their settings directly.

Run Ganz CORTROL Console application by double-clicking the Ganz CORTROL Console shortcut from the desktop
or Start menu.

£ VMS Console.

To log in, simply enter your Ganz CORTROL Global server's local or remote address (IP or host name), TCP port and
user information. If you have logged into different servers from this Ganz CORTROL Console instance in the past,
the Ganz CORTROL Console login dialog box will have a drop-down list in the Server field.

i If your server has default TCP port configured (which is 60554), you do not need to specify it when connecting:
simply type the IP or hostname of the server to connect to. However, if the server TCP port has been altered,
you need to specify the port explicitly, making the connection address look as follows:

<address>:<port>, e.g., 192.168.1.77:60555 or localhost:60887
Server TCP port can be changed via Ganz CORTROL Server Setup Wizard.

Note that, if you already have pre-configured user accounts, the user must have corresponding permissions in order
to connect.

Ganz CORTROL Console can be launched multiple times if you need to control multiple different servers
simultaneously, e.g., if you need to configure Ganz CORTROL Global and check Ganz CORTROL Recorder
configuration directly at the same time. In general, you only need to connect to your Ganz CORTROL Global server
machine directly once for all configuration routines. Direct Ganz CORTROL Recorder login is usually required for
monitoring and audit purposes.

First-Time Login

When logging in for the first time, use the default combination of user name and password: admin/[empty]. You will
be asked to change the password to a more secure one immediately afterwards.

! The default username and password for the new installation is admin/[empty].

If you are refused a connection, make sure that the server is running and accessible over the network. (For more
detailed information about what to do, please refer to the Troubleshooting section of this document: it is constantly
updated with most common cases).
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Ganz CORTROL Console login

After logging in for the first time with default username and password, you will be reminded to change your
password. For security reasons, we strongly recommend that you do so at once.

Warning

' . You have to change your password.

0K

Change Password reminder

You will be given the option to change the password using an additional dialog box. To change the password, enter
your old password (initial, default password is empty so just leave the field empty), then enter your new
administrative password for the current server, enter it for the second time to confirm, then click OK to save.

) The new password must comply with server policies, by default these are: minimum 8 characters total
length, including at least 2 lowercase and 2 uppercase letters.
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A _-

One or more fields have problems.

The password does not meet the password policy requirements:
= password must be at least & character(s)

= password must contain at least 2 uppercase letter(s)

» password must contain at least 2 lowercase |etter(s)

Ok

Password must meet the server policy requirements

After you are done with the password update, you will be given the opportunity to fill in the initial server settings
using the quick Setup Wizard. We recommend that for optimum first-time configuration you follow the steps in the
wizard.

Two-Factor Authentication Login

Starting from the version 1.21, Ganz CORTROL supports 2FA for Ganz CORTROL Console. You can use it to log into
the Ganz CORTROL Global system and or individual Ganz CORTROL Recorder servers.

This application supports two-factor authentication as an additional security measure for the user login. It does not
eliminate the necessity to enter the user password; instead, it serves as an additional security layer.

If the target server has two-factor authentication (2FA) policy enabled, you will be asked to confirm your identity by
requesting and entering a code. Depending on the server configuration, the code may be requested by email or by
SMS.

) 2FA is configured by the Ganz CORTROL server administrator, so if you have any issues with requesting,
receiving, or entering the code, contact the person who maintains the target Ganz CORTROL server. Provide
the server administrator with your valid email and full phone number.

' The 2FA settings affect all users and all clients by default; the system administrator can set up exceptions for
localhost connections and also for individual users.

The login procedure with 2FA is as follows:

¢ an additional dialog box pops up upon the server connection attempt
¢ choose one of the provided verification methods and click Request code
¢ in the next dialog, you will see a session ID and an empty box

o check your email or phone (or other provided verification source) for a message with the same session ID
(for example, marked as #6708 here) and copy the code from the message body (1234 here)

o click Submit code: if everything is OK, you will be logged in
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B 192.168.66.44

- - & 192.168.66.44

Two factor authentication

Verification method

éemail v Request code

Verification code will be sent using specified notification method. If you can't
eceive the code, please contact your system administrator.

r has two-factor authentication enabled. Please ve
eiving and entering a code using one of the options.

Target
identity by

Cancel

Two factor authentication

Session identifier

6404

ession identifier must match the identifier in the message containing the
cation code

Enter code

1234

Please enter code you just received.

Submit code (8:29)

Cancel

Two-factor authentication example for Ganz CORTROL Console: request a 2FA code and enter it in order to log in
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3.1 About Product

Information about the currently running product can be viewed from the local computer in three ways:

o right-click the system tray icon and select About (if there is no tray icon, launch server shortcut to run the
tray shell);

¢ from Ganz CORTROL Console, click the Application menu icon on the navigation panel and choose About;

¢ from Ganz CORTROL Client, go to the main menu, click Help and select About.

€ About - n

Console

Product Version 1.0.0.41609 x86 Beta by AB6#20878

Licence:
Web:

..........................................................

Copyright ©

Warning: this computer programme is protected by copyright law and international
treaties. Unathorised reproduction or distribution of this programme, or any part of it,
may result in severe civil and criminal penalties, and offenders will be punished to the
fullest extent possible under the law.

OK

About Server

If you are connected to your Ganz CORTROL server locally (via localhost), the About window will allow you to open
the activation manager from here (except for Ganz CORTROL Client). For remote connections, this option will be
grayed out.
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3.2 Migration From Previous Product Versions

It is possible to migrate the basic configuration from the older CBC AMERICA LLC software version, ZNSNVR. All
you have to do is export an XML file from ZNSNVR and then import it via Ganz CORTROL Console.

/& In Ganz CORTROL version 1.6.0, major changes were made to permission management. As a result,
configuration imported from an XML file (from ZNSNVR) will not contain any user permissions: you will
need to review and set all user permissions after importing the configuration.

In your ZNSNVR Client, right-click your desired server and choose Tasks -> Configuration Export.
File View Server Video Tools Help

I eeEzel- Il =t ase )

Structure
@H Console Root

Connect
Reconnect

% em Disconnect

i
% g Refresh

-y tem &), Server Security Setup Wizard...

% wiv -
Manage Server Secun
42 Archive Remove & - v

EEI-- Layouts Carnera Setup Wizard...

Move Up Shift+Up Video Frame Export Setup Wizard...
Down Shift=Down | go) Open Archive

Manage Watchdogs...

Properties...

Recording Properties...

Communication Properties...

Ceonfiguration Export...

Automatically discover network video devices..,

Backup server's archive data...

Configure server's events...

Run Configuration Export from the server right-click menu

Export wizard will display a summary of all the exported resources and give you an option to save the configuration
in XML format. In order to do this, click the Export to... button and choose a location and enter the filename, then
click Save.
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Collecting Data 00:00:00

Message

.
\g 5 user(s) and 1 user group(s) fetched
Start of fetching of devices
Fetching device "Park Gate"
Fetu:hing device "Main Entrance”
Fetching device "Beach”
Fetching device "Gate™
@Fetching device "1st Floor”
@Fe‘tn:hing device "Corference Hall”
Fetu:hing device "Parc PTZ"
End of fetching of devices
7 device(s) fetched
End of fetching of server configuration

m

1

E:purtTu...] [ Cancel

Export tool

Next, switch to your Ganz CORTROL installation where you want to load the configuration: open Ganz CORTROL

Console and log into the target server. In Ganz CORTROL Console, click the application menu button located in the
upper-right-hand corner of the Ganz CORTROL Console window and choose Configuration import. Locate your

pre-saved XML file in the Open file dialog box and click Open: Configuration import dialog box will open, giving

you the option to review the resources to be imported.

oK

Configuration import - o IEl
Resources P
Devices
B4 Devices
Devices Q Details
34 Channels
TITLE MODEL ACTION
X Users v B4 Park Gate (Emulation) Vide... Add Title Park Gate
&L User groups v| @4 Main Entrance Grundig GCI-NO... Add 1P address
v| @4 Beach LG LND7300 Add
Port number |0
v| B Gate Canon VB-H41 Add
v ®¢ 1stFloor CBC (Ganz) Pixel.. Add | Vendor
v| @4 Conference Hall (Generic) ONVIF ... Add Model name | (Emulation) Video File
v W Park PTZ (Emulation) Vide... Add
User name
Password
Import via

Cancel

Choose devices to be imported

Review the list of devices to be imported from your pre-saved configuration; note that you can only view the settings

but there is no option to change them. You will be able to alter device settings later, after you import the

configuration. At this stage, you can choose whether or not the device will be imported: to do this, simply put a
checkmark next to each device name. By default, all devices are selected for import.
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Resources
B4 Devices
2% Channels
L Users

&& User groups

Configuration import

TITLE
33 Park Gate
25 Main Entrance
33 Beach
33 Gate
33 1st Floor
25 Conference Hall

75 Park PTZ

Import via

DEVICE TITLE
Park Gate
Main Entrance
Beach
Gate
1st Floor
Conference Hall

Park PTZ

Channels

Channels

Q, Details
ACTION
Add Title Park Gate
Gt Enabled |yes
Add
Device | Park Gate
Add
Add
Add
Add

- - EN

oK Cancel
Choose channels to be imported
Next, switch to the Channels tab and review the channel list.
Configuration import - o IEH
Resources Users
B4 Devices
Users Q Details Permissions Q
3% Channels
TITLE LOGIN ACTION TITLE VERE
L Users A Built-in adminis... admin Merge | Full name Built-in Administrator account
&% User groups X Built-in demo u.. demo Add Login name | admin
F 3 Joe Doe Add
F 3 Johnny English ~ Add
p 3 Judy Monroe Add
Import via
Add '® Merge
oK Cancel

Choose users to be imported

When you have finished with devices and channels, review users and user groups to be imported.

i} If some resource is already present in Ganz CORTROL configuration, the wizard will mark the imported
copy to be merged to the existing one; you can change this by selecting the desired resource and choosing the
import type below: Import via -> Add/Merge. Merging means that user permissions are extended and in case
of any differences Ganz CORTROL settings have priority. Otherwise, the import wizard will simply add the
target resource to your configuration and action type choice will be grayed out.
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Configuration import - o EEH
Resources User groups
B4 Devices
User groups Q Details Members Q, Permissions Q
25 Channels
TITLE ACTION TITLE TITLE VERB
& Users A% Built-in adminis... Add Title |Built-in administrator user gt & Built-in administrator user W4 Park Gate Admin... .
Ty Uszrarmis o3 Park Gate Admin..
I3 Park Gate Receiv...
35 Park Gate Access...
33 Park Gate Navig...
23 Park Gate Contr...

W4 Main Entrance Admin...
3% Main Entrance  Admin...
3% Main Entrance Receiv...
Import via 32 Main Entrance Access..

25 Main Entrance  Mavig...

= Afnin Entennon Conte T

oK Cancel

Choose user groups to be imported

When you are done, click OK to import the configuration. Ganz CORTROL will show you a short summary and ask
you to confirm the action.

A Warning - E3

Proceed with import?

You are going to import selected items into the database. The
operation cannot be undone.

Devices: 7 (new) / 0 (merged) of 7
Channels: 7 (new) / 0 (merged) of 7
Users: 3 (new) / 1 (merged) of 5

User groups: 0 (new) / 0 (merged) of 1

Yes Mo

Confirm import

After the import, you will be able to edit the newly added resources as usual via corresponding menu sections.
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3.3 Database Import

You can use an existing Ganz CORTROL database to import resources into any other Ganz CORTROL installation.
This feature allows you to migrate the server configuration 1-to-1 or reuse the configuration of devices
and channels, user profiles, maps, recording calendars, etc., to speed up the site configuration.

Prerequisites

The database may come from any server and/or software edition, but it must contain not more than one server in its
configuration. If you wish to import from a Ganz CORTROL Global database, create a copy of it for backup,

then remove all recording servers from its configuration first (move the devices to the Ganz CORTROL Global server
first if you need to preserve them), and use the single-server version for resource import.

/. Ttis only possible to import the data from single-server databases.

Possible scenarios for this feature may be as follows:

¢ combine many Ganz CORTROL Server servers into a single Ganz CORTROL Global installation
e transfer configuration from one Ganz CORTROL Server server to another

The database you need to take for future import is named VMSConfig-xxxxxxxxxooc.db and it is located in the
ProgramData directory.

) By default, all Ganz CORTROL databases are located in the following directories:

e (C:\ProgramData\CBC AMERICA LLC\Ganz CORTROL Server - for the Ganz CORTROL Server
product edition

e (C:\ProgramData\CBC AMERICA LLC\Ganz CORTROL Global - for the Ganz CORTROL Global
product edition

e C:\ProgramData\CBC AMERICA LLC\Ganz CORTROL Recorder - for the Ganz CORTROL Recorder
component of a Ganz CORTROL Global installation

Setup Wizard...

Configuration import...

Settings..

“TION TYPE TARGE  About..
Choose the database import option from the application menu

Import from Database

To start data import, press the application menu button in the upper-right-hand corner of the Ganz CORTROL
Console window and choose the Configuration import from a database option.

From the standard Windows Explorer Open File dialog box, locate the target VMSConfig-xoooooaxxxxax.db file and
open it.
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Organize v Mew folder = - ED ':@'

i Name Date modified Type Size

- Libraries
3 Dacuments
gﬂ Downloads
J’. Music
| Pictures
_‘] Subversion

E Videos

%] backup_201605121313007896_VMSConfig-13107...  5/12/2016 1:01 PM Data Base File 94 KB
%) VMSAggregatedAudit-131076160875.db 6/2/2016 2:03 PM Data Base File 40 KB
%] VMSConfig-131076160870.db 6/2/2016 4:13 AM Data Base File 92 KB
%] VMSLocalAudit-131076160894.db 6/2/2016 2:03 PM Data Base File 40 KB
%] VMSLocalConfig-131076160870.db 6/2/2016 4:13 AM Data Base File 26 KB

1M Computer
&, 07.24.2015 (C)
wly Data (D)
a Local Disk (Ez}
a Local Disk (F:)
a Archive (G:)
a Local Disk (H:)

a System Reserved _

m

File name:  WMSConfig-131076160870.db hd ’Databas-efile (*.db) ']

o ) [ Gome |

Locate the database file

The resource selection dialog box will appear. Choose the items to be imported using checkmarks in the left column;
use the search field in the upper right corner to filter the items by type or by any other text field. In case the
imported entities already exist on the host server (e.g., built-in recording profiles), their import action will be
Merge; otherwise, the action will be marked as Add. When resources are merged, their permissions are merged as
well. All types of resources can be imported.

Configuration import - O BB
Resources
TYPE SOURCETITLE TARGET TITLE ACTIOM
@ FRecording config... Continuous recording Continuous recording Merge
v! @ Recording config.. Recording by motion Recording by motion Merge
v Em2 Video wall Hall Hall Add
v ; Event Video lost Video lost Merge
v| % Event Video restored Video restored Merge
v| % Event Global event Global event Merge
v & Fuent Rerardinn srear Rerardinn erenr Merns
OK Cancel

Choose resources to be imported

When you have finished with resource selection, click OK to proceed.

/. Important: this action cannot be undone. Before confirming, make sure to review all the changes you wish to
apply.

Before applying all the changes, review your import summary and click OK to confirm and finish the import.
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© Question - -

Proceed with import?

You are going to import selected items into the database, The (v

operation cannot be undone.

Servers: 0 (new) / 0 (merged) of 1
Events: 0 (new) / 0 (merged) of 11
Actions: 0 (new) / O (merged) of 6
Binary data objects: 0 (new) / 0 (merged) of 19

Relatinns: O fnew? £ 0 imeraed) of 10

MNao

Review the summary and confirm configuration import

All selected items will be added to the server configuration immediately and you will be able to work with them
normally.
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3.4 Configuration Backup

Server configuration is a time-consuming process and it is wise to save a copy of your Ganz CORTROL database
after certain changes so that you have something to start the server with in case the main database becomes corrupt
because of a hard disk failure or some other reason. Ganz CORTROL provides several options for database backup
and we strongly recommend that you create configuration restore points to save the trouble of re-configuring the
server from scratch.

Automatic Backup

Automated configuration backup allows you to save your Ganz CORTROL database based on a schedule. To access
the settings via Ganz CORTROL Console, click the application menu button in the upper-right-hand corner and
choose Automated backup configuration.

# Automated backup configuration

Automated backup configuration

Settings.
Mode

O status Enabled v

Preferred time

2:00:00 AM "
Preferred time when the automated backup is scheduled to run.
Interval

2 Days v

Interval between automated backups

Maximum files to keep

15
Maximum number of files to keep in the backup folder.
Directory

C\ProgramData\CustomBackupFolder Change...
Directory where backup files are stored.

Apply OK Cancel

Set automatic database backup preferences

Automated backup is enabled by default with the following settings: a restore point is created every two days at
2AM, with a maximum of 15 files to be kept. You can either leave the default settings, including the default location,
or define your own backup time and frequency in the Settings tab.
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# Automated backup configuration - =

Automated backup configuration

Settings

Mext run

O status 1/12/2017 2:00:00 AM
Date and time of next run.
Last run

1/10/2017 2:00:00 AM

Date and time of last run.

O Automated backup has been completed successfully.

Apply OK Cancel

Backup status
In the Status tab, you can see the date of the last backup attempt and the next scheduled backup time.

Backup and Restore Wizard

Additionally to the automated backup, it is possible to create a configuration restore point manually at any time. The
same wizards provides an opportunity to start the Ganz CORTROL with an earlier database version.

Run the Backup and restore wizard from your Windows Start menu: Start -> All Apps -> CBC AMERICA LLC ->
CBC AMERICA LLC Server Backup and Restore Wizard. In Windows 7 and older versions, use Start -> All
Programs -> software installation folder -> Tools -> CBC AMERICA LLC Server Backup and Restore Wizard,
alternatively, use Cortana/Search to locate the wizard in the programs menu.

.4 Backup and restore wizard - x

Welcome to backup & restore wizard

Choose what you want to do:

® Backup

Create restore point.

Restore

Restore to an earlier restore point.

i MNext

Cancel

Choose whether you want to back up or restore the database
Create Backup

Choose the first option to back up the database contents to serve as a restore point and click Next.
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4 Backup and restore wizard - O s

Step 1 of 1. Backup options

Choose items to back up:

Include configuration.

«| Audit

Include audit.

v| Events

Include events.

Description

Backup description.

Filename

CM\ProgramData\CustomBackupFolder\Backup20170110163240242.1xb
Backup will be saved to the file specified.

Previous Mext Cancel

Choose items to back up

Here, you can choose the information to be saved and also add a custom description for your future reference. You
can either use the default destination folder or choose a custom one, even located on a different disk or a network
drive.
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.4 Backup and restore wizard - O s

Backup completed

Backup created successfully.

Backup saved to specified location.

Restore point successfully created

The wizard will create the backup and display a success message. Click Finish to exit.
Restore to an Earlier Database Version

Choose this option if you wish to start the Ganz CORTROL server with a database from an earlier time instead of the
current configuration.

/. If you have a clean Ganz CORTROL installation and wish to restore its configuration from an earlier point,
make sure to initialize the server using the Server Setup Wizard, which usually pops up automatically after the
installation is completed and is available via Start menu. (There is no need to do this if you upgraded the
software to a newer version so that it already has been initialized earlier).
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4 Backup and restore wizard -

Step 1 of 2. Select a backup

Piclcup a backup

®) Select one from list

Scan selected folder for previously created backups and pickup one from the list.

Manually select a file

Select file manually using file browser.

Folder

C\ProgramData\CustomBackupFolder

Select a folder to scan for the restore points,

DATE/TIME MNAME VERSION COMNFIGURATION EVEMNTS AUDI

1/10/2017 4:43:40 PM  Backup20170110163240242 Ixb 1.3.0.15947 Ves Ves yes

< »
Previous Mext Cancel

Choose a restore point

Here, you have two options: select a backup file from the list or manually locate the necessary *.Ixb file. In either
case, make sure you have chosen the right backup to be used and then click Next.
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.4 Backup and restore wizard - O s

Step 2 of 2. Restore options

Chose items to restore:

Include configuration.

»| Audit

Include audit.

v| Events

Include events.

Description

Added 100 new devices.

Backup description.

Previous Cancel

Choose items to restore

Make sure you have chosen a suitable database to be restored by reviewing the items and using your earlier
comments as a reference. Click Next when ready.

On this additional step for Ganz CORTROL Global, you will be able to choose to reset the Ganz CORTROL Recorder
configuration.

How to choose the right option?

e Ifyou are just restoring the Ganz CORTROL Global server database (e.g., after the central server version
rollback), you do not need to reset the recording servers because their configuration is actually the same
(just the DB version is incompatible).

e Ifyou are using a much earlier database backup that certainly has a different Ganz CORTROL Recorder
configuration, then you need to include the reset.

/. Recording server reset is usually necessary if the remote server configuration is invalid (corrupt or different

from the target DB contents).

If you choose to reset all recording servers at this point, it will take some time for them to re-synchronize
(remove and then accept the restored configuration), which may result in some downtime. On slow
connections with a lot of remote servers the downtime may be significant.

If you have many recording servers on a slow connection, we recommend that you do NOT reset them at this
point. These servers will continue to operate with their current configuration but their status in the
Monitoring section may turn to Not synchronized. In that case, initiate the re-synchronization manually later
via %console% main menu > System upgrade > select server > Re-synchronize configuration.

This option is disabled by default to decrease the potential downtime.
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.4 Backup and restore wizard - x

Step 3 of 3. Restore options

Additional options:

Reset recording servers

If there are any recording servers in the target system, their current configuration will be reset and replaced with the configuration
from the restored database

Cancel

Previous

Recording servers are not reset by default

When you click Next, you will see additional details about the recording server reset, which will help you choose the
correct option for your system before proceeding - and give you a chance to re-consider. Carefully estimate the need
for the reset before initiating the restore procedure!

A database from a newer software version cannot be used for this. Older database versions can be used
without issues; however, we recommend that you use the latest available backup from a stable software
version (not beta).
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Restoring from backup

Restoring from backup

Please wait while i B
g - K

Stopping services.,

Restoring from backup -

0 %

Restore in progress

Then, the wizard will ask you to stop the Ganz CORTROL services and start restoring the database after your
confirmation.

/i, Caution! This is an irreversible operation. Do not abort the process or shut down the server machine during
the process.

If nothing interferes with the restore process and the backup file is intact, you will receive a success message after
the wizard finishes restoring your Ganz CORTROL server configuration. Server service will be automatically started
with the restored database. If you chose to reset the recording server configuration, all Ganz CORTROL Recorder
instances will receive the restored configuration as well.
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3.5 Remote Upgrade

In addition to traditional installation, you can also apply upgrades to the software components remotely from the
central management server. Eligible components are: Ganz CORTROL Recorder, Ganz CORTROL Console and Ganz
CORTROL Client application. This feature will allow you to deploy the remote Ganz CORTROL Recorder and

client machines once and then easily handle the upgrades from any place, keeping the whole system up to date with
little effort.

Briefly, the idea of the remote upgrade procedure is that you first upgrade your Ganz CORTROL Global server, then
carry out the upgrade for Ganz CORTROL Recorder machines and remote workstations. For Ganz CORTROL
Recorder installations, the upgrade procedure is conducted from the central management server side; for Ganz
CORTROL Console and Ganz CORTROL Client applications, you simply enter file locations on the central server,
allowing the remote machines to perform their upgrades by downloading the installation files.

Below, you will find a detailed description of the recommended upgrade procedure, and details on each step.

/. For the remote upgrade feature to work properly, the Ganz CORTROL Global server must be reachable over
HTTP from the Ganz CORTROL Recorder machines. Starting with software version 1.25, you can upgrade the
system via HTTP or HTTPS protocols. Depending on your settings, the system will use different protocols:
HTTP on + HTTPS on - the system will use HTTPS
HTTP on + HTTPS off - the system will use HTTP
HTTP off + HTTPS on - the system will use HTTPS
HTTP off + HTTPS off - the system will return a connection error

/i, We strongly advise that you keep both major (e.g., 1.2.x) and minor software versions (e.g., 1.2.3) across your
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx) may differ slightly in case your are using 64-
bit and 32-bit editions.

Different major versions (e.g., 1.5.0 and 1.6.0) will not work together by design.

Prerequisites

Before starting the upgrade process:

¢ make sure you have downloaded the target version files for all components
¢ use a good uplink with enough bandwidth as you will have to transfer the installation packages to the
remote machines
e ensure all Ganz CORTROL Recorder servers are stable and have the latest OS updates installed (and no OS
updates are being installed at the moment)
¢ make sure that remote servers are reachable via HTTP or HTTPS from the central management machine
The simplest way to verify the HTTP connection status is to try opening the Ganz CORTROL Global server in your

browser, as if you were trying to reach its Ganz CORTROL Streaming Server interface, e.g.,
http://192.168.4.56:8081 (default port is 8080). Another simple alternative is to use telnet to the same IP and port.

If required, it is also possible to perform the recording server upgrade manually locally, similarly to the initial
installation.

Ganz CORTROL Recorder Upgrade Procedure Description

The general idea is to: transfer the upgrade packages and verify remote server availability, upgrade the central
server, then carry out the remote server upgrade. The order of steps is important for smooth experience, especially
in case you have a lot of recording servers.

Steps:
0. Download the new version installation packages onto the Ganz CORTROL Global server PC.

1. Do NOT upgrade the central server yet. Open Ganz CORTROL Console locally on the Ganz CORTROL Global
server. In Ganz CORTROL Console, go to the main menu > System upgrade > File locations > specify the
local paths to the new Ganz CORTROL Recorder installation packages (both bit versions, if necessary).
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2. Go to the Upgrade tasks tab > select all required recording servers > click Upload upgrade. By doing so, you
verify the HTTP port availability and transfer the files.

3. After the upload is complete and Ganz CORTROL Recorder status is Ready to install, you can proceed with the
central server upgrade. If some server does not have the Ready... status (Waiting for connection/connection
timeout), double-check if HTTP connection is available. Close Ganz CORTROL Console and upgrade the Ganz
CORTROL Global server locally.

Recording servers will now have incompatible server versions. They are still operating but it is impossible to re-
configure them, so therefore you need to upgrade them ASAP.

4. Open Ganz CORTROL Console and go to main menu > System upgrade > File locations > check if packages are
defined, and, if not, then point to them again.

5. From now on you can use either local or remote Ganz CORTROL Console connection to the Ganz CORTROL
Global server. In the System upgrade dialog, to Upgrade tasks > click Upload upgrade until all servers have the
Ready for upgrade status.

6. Now upgrade recording servers one by one. Click the Install upgrade button to launch the installation on the
remote server. Repeat for each recording server.

You can do this for all servers at once, but it is better to upgrade step-by-step: if something goes wrong, you will have
the system partially running.

Upgrade Procedure Step-by-Step

To access the remote upgrade feature, open your Ganz CORTROL Console application, click the main application
menu button in the upper-right-hand corner and choose the System upgrade option. The System upgrade dialog
box will appear.

The Upgrade tasks tab will contain all the currently configured recording servers with their type, status, current
version and upgrade status. As the upgrade proceeds, the server status reflects the changes.

# System upgrade
System upgrade

Upgrade status

» Upgrade tasks
Upload upgrade Upload and install upgrade Reset upgrade

B File locations

= Main Recording Connected 32 1.2.0.11259 1.2.0.11281 Idle

OK Cancel

One connected Ganz CORTROL Recorder with an out-of-date software version

Before starting the upgrade procedure, specify paths to the new installation packages. To do so, switch to the File
Locations tab. The locations must be on the central management machine, even if you are accessing the Ganz
CORTROL Global server from a remote Ganz CORTROL Console.
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# System upgrade - o B
System upgrade

Installation packages

® Upgrade tasks

B File locations

Recording server 32

C\Users\Vera\Desktop\CMS_Global_RecServer_x86_1.2.0.exe
Version: 1.2.0.11281 MD5: 5c2d3ccblc46e447cd3301a28030b6ab

Recording server 64

No file selected

oK Cancel

Review locations of the executable files

Here, you can review the existing locations of the packages. In order to pick different installation packages for your
next upgrade, click the Edit button on the upper panel.

I Installation packages - o B3

Installation packages

Recording server 32

C\Users\Wera\Desktop\CMS_Global_RecServer_x86_1.2.0.exe
Version: 1.2.0.11281 MD5: 5c2d3ccbl c46e447cd3301228030b6ab

Recording server 64

Select

No file selected

OK Cancel

Change file locations

For every software component, click the Select button on the right side and choose the appropriate installation
package; use the Clear button to remove the currently defined field value. Make sure to define correct packages for
32-bit and 64-bit.

/. The specified paths must point to the files, which are located on the central management server.

/. Please make sure to use original, valid installation packages for Ganz CORTROL, which have been either
downloaded from CBC AMERICA LLC website or FTP, or provided by its representatives or certified partners.
Files that are not proper Ganz CORTROL packages will not be accepted, resulting in an error.

Do not use beta versions (pre-release) of the installation files on production servers.

Ganz CORTROL Recorder Upgrade

When you have entered locations of all the required components, switch back to the Upgrade tasks tab. From the
list of all the configured recording servers, choose one to be upgraded by clicking it once in the list. Note that only
online servers (i.e., those having their status as Connected) can be upgraded.

Here, you have two options: transfer the upgrade package to the target server and run the upgrade at once, or just
upload the file. The latter option is convenient when, for example, you have a good upload speed at the moment but
it is not possible to perform the upgrade for some reason: you can transfer the file at once and then log in remotely
later over a slower connection and simply hit the Update and install button - the installation package will not be
uploaded repeatedly and, instead, the installation of the upgrade will be conducted immediately.
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# System upgrade
System upgrade

Upgrade status

® Upgrade tasks
Reset upgrade
B File locations
TITLE CONMECTION PRODUCT ARCHITCURE PRODUCT VERSIOM TARGET VERSIOM UPGRADE STATUS UPGRADE STATUS
= Main Recording Connected 32 1.2.0.11259 1.2.0.11281 Installing
< >
OK Cancel
Upgrade in progress

After the upgrade, the remote Ganz CORTROL Recorder service will be restarted automatically so you will get a
Disconnected status for a moment, and then the Ganz CORTROL Recorder will appear back online with a new
version installed.

# System upgrade
System upgrade

Upgrade status

® Upgrade tasks
Reset upgrade
B File locations
TITLE CONNECTION PRODUCT ARCHIL.. PRODUCT VERSION TARGET VERSIOM UPGRADE STATUS UPGRADE STAT
= Main Recording Connected 32 1.2.0.11281 1.2.0.11281 InstallationComplete
< >
OK Cancel

Successful upgrade of a remote Ganz CORTROL Recorder
Ganz CORTROL Console and Ganz CORTROL Client Upgrade

Remote Ul applications are upgraded in a slightly different way. First, you need to set the paths to the new packages
on the central management server side; then, every connecting Ganz CORTROL Console or Ganz CORTROL Client
will get an upgrade notification if their version is older than the one specified in the upgrade package path. No
upgrades will be offered in case no upgrade package has been specified.

If Ganz CORTROL Console or Ganz CORTROL Client detects that an upgrade is available, it will offer you to
download it straight away. If your network connection allows it, click OK to agree and download the upgrade
package.

ﬂll_-.;'.:- a Fvalables - -

An upgrade package is available. Download?

Tes Mo

Ganz CORTROL Console application offering an upgrade on startup

The upgrade package will be downloaded using your default Web browser and saved on your local computer. You
can start its installation at any time, provided that your Windows user has enough privileges to run the installation.
After the installation, just start the application as usual.
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3.6 Setup Wizard

The Ganz CORTROL Console Setup Wizard is automatically started after product installation and activation is
complete. You can skip the wizard at this point and launch it later anytime from the Ganz CORTROL Console upper-
right corner menu; we recommend, however, that you use the wizard for the initial server setup.

Built-in Adminis Q

Setup Wizard..,

Configuration import...
& Newmap |~ Edit Assign group i X 1 selected Settings

About..

Configuration

23 Channels

@ Recording @ Sector 31-1 (115)

@ Maps

Configuration
4 Events & Actions

T Monitoring
Maps, 1
L]

Run the Setup Wizard from the menu in the upper-right-hand corner
The Setup Wizard will show you the process summary and guide you through the necessary steps in order to

configure the installation. To proceed with each next step, simply click the button below the list of steps; to exit the
wizard without completing the setup, press either Exit or Launch Ganz CORTROL Client button in the bottom left

corner.
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Step 1: Organizations

WMS Console Setup Wizard - oI EH3

Welcome to Setup Wizard.

VMS Console Setup Wizard

Setup Wizard helps you to easily configure VMS Console
Just follow the wizard's step-by-step process.

VMS Setup Wizard steps:

Step 1 - Organisations
Create organisations for objects grouping at corporate level

Step 2 - Servers Auto Discovery
Search for servers with VMS software installed

(¢

Step 3 - Devices and channels
Search for devices, apply recording settings to channels and set up security groups

Step 4 - Users

Walk-through dialogues for setting up security groups and users

b

Step 5 - Events and actions
Automatically assign common events and actions

)

To start wizard, press below button

Laurnch Step 1 - Organisations

Launch VMS Client Exit

Ganz CORTROL Console Setup Wizard

First of all, you are given the option to create the organizations in use. Organizations is simply a conventional name
for the feature; use may vary depending on the project specialization: companies, departments, branches etc. Read
more about the Organizations feature in the corresponding section of this manual.

Note that this step is not obligatory: if you do not plan to use organizations within currently installed system, choose
No when asked about it. This will allow you to skip the step and continue with setup from step two.
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VMS Console Setup Wizard - o I E83

Welcome to Setup Wizard.

VMS Console Setup Wizard

Setup Wizard helps you to easily configure VMS Console
Just follow the wizard's step-by-step process.

VMS Setup Wizard steps:

@ - EEd

Do you plan to use organisations? (i ]

Yes Mo Cancel

Step 5 - Events and actions
Automatically assign common events and actions

To start wizard, press below button

Launch Step 1 - Organisations

Launch VMS Client Exit

Setup Wizard: Organizations

By default, the wizard will wait for you to enter the first organization. Enter the name of your choice and click the
Create button in the bottom.
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Organizations - o E8
& Details
Create organization 4 New | Organisations il
TITLE
Name
Organisation name visible by others
Create Cancel
oK Cancel

Create New Organization

The newly added item will appear in the list on the right; by default, it will stay selected so that you can edit the
name at once (the name of the button below will change to Apply Changes - you will need to click to confirm). To
add another item, click the + New button at top of the list of organizations.

Use the | recycle bin icon in the upper-right-hand-hand corner of the window to delete the selected items from
the list of organizations.

Organizations - o EE
& Details
Create organization 4= New | Organisations ||
TITLE
MName
Section 31
Nightwatch

Torchwood

Organisation name visible by others

Create Cancel

OK Cancel

Add multiple organizations

When done, click OK to save and go back to the main wizard window to proceed with the next step.

Step 2: Server Autodiscovery

Bring online all Ganz CORTROL servers to be automatically discovered and make sure they are reachable from the

central server machine. When you are ready, press the Launch Step 2 button. The wizard will mark the already
finished steps for you, providing a short description of what has been achieved at each step as you go.
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VMS Console Setup Wizard

Step 1 of 5 completed!

VMS Console Setup Wizard

Setup Wizard helps you to easily configure VMS Console
Just follow the wizard's step-by-step process.

VMS Setup Wizard steps:

Step 1 - Organisations
3 organisation(s) added

Step 2 - Servers Auto Discovery
Search for servers with VMS software installed

(¢

.‘ Step 3 - Devices and channels

Step 4 - Users

Walk-through dialogues for setting up security groups and users

b

Step 5 - Events and actions
Automatically assign common events and actions

A\

Launch Step 2 - Servers Auto Discovery

Search for devices, apply recording settings to channels and set up security groups

Please turn on all servers with WVIMS software installed and press below button

Launch VMS Client

Exit

Ganz CORTROL Console Setup Wizard: Step 1 complete, proceed with Step 2

The wizard will automatically scan the network for available recording servers and list them for you. If no recording

servers are found, check network connection and configuration, and make sure that the installations you are

searching for are up and running.
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Server autodiscovery - o IEH
Server autodiscovery Found servers
B4 Found servers
Start server search Secanning finished, 1 new servers(s) discovered,
Server properties Found servers Q
Title
v | =192.168.1.138:60554 no none
[Multiple values}
Connections
Available connections, IP:PORT
B Failover node
{od nod o
Failover cluster
{Multiple values}
T i o ailove
< >
Add selected servers Cancel

Ganz CORTROL Recorder autodiscovery

Select discovered servers in the list on the right side of the screen one by one and enter settings for each; use the
Search field in the upper-right-hand corner to find a specific recording server. Alternatively, just click Add selected
servers to attach all checked servers to the system configuration and adjust all settings later.

' There are two types of selection in the item list: checkboxes and color highlight. Checkboxes are used to
choose the items to be added to server configuration after you close the dialog box; highlighted items are
subject to immediate properties changes. Use CTRL+click or Shift+click to select all or several items at once to
change their settings.

The following settings are available:

Setting Description Default Value

Title User-defined recording server name IP:port

Connections | Network settings to reach target recording server; multiple values can be listed in | Autodiscovered
the form of [IP:port] if a server is reachable via multiple interfaces IP:port

Failover Determines if target server takes role of failover node Disabled

node

Failover Failover cluster for the target server to be a part of [none]

cluster

If you are running the setup wizard immediately after software installation, there will be no default failover clusters.
You can add a new failover cluster on the fly by clicking the Change button near the Failover cluster field and then
by clicking the + New failover cluster button.
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Select failover cluster - O “

Available failover clusters

TITLE I TYPE

none

J= New failover cluster 8] 4 Cancel

Add a new failover cluster by clicking the + New... button below

You will be given the opportunity to enter a title for the newly created failover cluster; after clicking OK, you will be
brought back to the Server Autodiscovery dialog box, with target cluster selected for the server currently being
modified. You can repeat the procedure if you wish to add more failover clusters at this stage. Click the Apply button
below to save your modifications before selecting another server.

Click the Reset button below to restore the autodetect settings; the failover clusters created will not be deleted if you
reset server settings here.

After you have adjusted settings for all automatically discovered servers, review the server list and put a checkmark
next to those you wish to add at this point (by default, all servers with valid settings are checked), then click Add
selected servers to return to the main wizard window.

Step 3: Devices and Channels
Next step will allow you to automatically search and add cameras and other video source devices from the servers

found on the previous step; note that this step will fail if no servers are available. Press the Launch Step 3 button to
open the dialog box.
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Step 2 of 5 completed!

VMS Console Setup Wizard

Setup Wizard helps you to easily configure VMS Console
Just follow the wizard's step-by-step process.

VMS Setup Wizard steps:

Step 1 - Organisations
3 organisation(s) added

Step 2 - Servers Auto Discovery
1 zerver(s) discovered, 1 server(s) added

({4

-‘ Step 3 - Devices and channels

Search for devices, apply recording settings to channels and set up security groups

Step 4 - Users

Walk-through dialoegues for setting up secunity groups and users

b

Step 5 - Events and actions
Automatically assign common events and actions

)

Please attach and activate all IP cameras and press below button.

Launch Step 3 - Devices and channels

Launch VYMS Client Exit

Ganz CORTROL Console Setup Wizard: Step 2 complete, proceed with Step 3

Select the server to perform device discovery for by clicking the Change button and choosing one of the recording
servers found on the previous step.

Scan Parameters

First, select scan mode; the following options are available:
e scan IP address range: specify a continuous LAN segment to be scanned
¢ scan network adapter address range: select one or more network interfaces to be fully scanned
e scan attached devices: the local hardware system will be scanned for capture boards and Direct Show
video sources

If you have chosen to search for IP video sources, you should review additional connection settings and change or
update them, if required:
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e ports: HTTP ports, comma separated
e user credentials: pairs of comma-separated user names and passwords, one pair per line

Use the Reset button below to discard all changes and start entering scan parameters again. When you are ready,
press OK button below to begin scanning.

- = [ EN
Sean parasebers
Sean nelwodk ARapler sdoness ranpe
1 arsdl pfaach 14
Scan |P sddress range
g ipaedia
& Seam sttached devices |
Recet 0o Cancel
Scan attached devices
- = N - = N
SCan paramebers S<an parameters
® Sean nebwork adapler sdiess ranpe Sean network adapler sddress ran ge
i o teerw adaplars and sttached de o teare adaplirs and sttached de
dll dai A % Scan 1P sdiredd range
»|  Realtek PCle GBE Family Contro. 1881681683 2552552540 Femni i pacifie
L VirtualBox Most:Only Ethernet . 152.168.56.1 156285 2650 Frame |192.168.10.2 ta: | 192,168 10,187
Scan attachad davices
Sean P sddress range Poarts
6 speciie
S0.E080
Scan attached devices Do separsbed It of gt numibers
Ports
A0.6080
CoEiY S L t BOAT Ml -t
Pakiwonds
A admin 2 o
admin, 1234
FedLpidE
Reset o Cancel
mr—— "
Rrset o Cancel

Scan address range
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Device Autodiscovery

After scanning has been completed, you will be taken to the Device Autodiscovery dialog box, which will allow you to
review the found devices and their channels, and enter/modify related settings. Use the Search field in the upper-
right-hand corner to find a specific device by name, model, IP, port or hardware ID (for IP devices, ID includes MAC
address).

' There are two types of selection in the item list: checkboxes and color highlight. Checkboxes are used to
choose the items to be added to server configuration after you close the dialog box; highlighted items are
subject to immediate properties changes. Use CTRL+click or Shift+click to select all or several items at once to
change their settings.

Click a device in the item list to load its settings into the Device Properties window. Note that some settings may be
missing for some of the automatically found devices; this depends mostly on device and whether user data was
correctly provided. In such cases, simply fill in the missing data manually and click the Apply button below to save
the configuration changes.

Device autodscovery - o IEEH
Device autodicovery Found devices
B Found devices
3 Found channels
Device properties Found devices Q,
Device name
o WM Az (Legacy Autodetect) on 192.168.3.4 Axis [Legacy Autodetect) 192.168.3.4 B0
Grundig GCI-HO522V on 192.168.3.14
. v | @M Grundig GCI-HO522V en 192,168,314 Grundig GCI-HO522Y 192.168.3.14 80 .
Mode | B KTRC KNC-5PDMiIlZ0HD on 192.168.3.2 KT&C KNC-SPDNiLZ0HD 192.168.3.2 £0
] 92.168.3.36 0
Grundig GCI-HO522V Change.. L LT 2 Select model 192.168.3.36 &0
| B Vivotek [P7131 on 192.168.3.12 Wivotek IF7131 192.168.3.12 £0
Hast v | @ Vivotek IP71531 on 192.168.3.3 Vivotek [P7131 19216833 a0
192.168.3.14 d W Vivotek IP7131 on 192.168.3.19 Wivotek IP7131 192.168.3.19 &0
Port
80
Username
admin
Password
1234
L w
Reset
< >
Cancel

Set up discovered devices
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If device is not integrated with the software (native support), it may be detected as generic type (e.g., ONVIF). If you
think some devices have not been discovered, check if they have different HTTP ports; also, try adding

them manually.

Device properties Found devices
Al DEVICE NAME
Device name

B4 Unknown on 192.168.3.220
Unknown on 192.168.3.220
v| @4 UScreenCapture on 192.168.1.83

Device

7 B Mi o P ) ice) on..
Model Microphone (High Definition Audio Device) on

none Change...

If an unknown device is discovered, change its model manually

Unknown @ 192.168.3.220
(Generic) DirectShow Device

(Generic) Audio Input Device ...

If the device cannot be matched with a model in the list and it also does not respond as generic ONVIF, it may be
discovered as Unknown; in that case, try settings its model manually to the closest one (from the Suggested
models), or try Generic RTSP and specify an RTSP URL in the channel settings. This may happen to devices that are
not listed as an exact model and are also old enough not to support ONVIF Profile S.

Setting Description Default value
Device name | User-defined video source name Autodetected model + IP,
empty if not detected
Model Device manufacturer and model, or generic type Autodetected vendor and
model, empty if not
detected
Host Device IP address Autodetected
Port Device HTTP port Autodetected
Username Device user credentials; note that you have to provide administrative | Appropriate username
profile credentials in order to be able to change device settings via from provided list or
software interface autodetected
Password Device user password Appropriate password
from provided list or
autodetected

Make sure you select all the devices you wish to add by putting a checkmark next to them. Devices with missing
configuration (model and/or IP) are unchecked by default and will not be added to active server configuration.

/v, If the autodiscovery does not find any cameras or all of them are Generic ONVIF instead of proper

models:

e check models
e check IPs and passwords and ports

¢ make sure that the UPnP Device Host service is functioning properly on your system.

" Services (Local)

UPnP Device Host Allows UPnP ...

UPnP Device Host Name Description Status Startup Type Log On As
£k Udk User Service_77174 Shell compo.. Running  Manual Local System
Start the service . . . .
date Orchestrator Service ~ Manages Wi.. Running  Automatic (De.. Local System

Manual Local Service |

Switch to Channels tab to review the detected video channels of the discovered devices: this is particularly important

if you are using multichannel devices, e.g., capture boards and encoders. Use the Search field in the upper-right-

hand corner to find specific channels by name or device name.
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Device autodscovery - ol El

Device autodiscovery

Found channels

@4 Found devices
Start device search Seanning has be
3% Found channels

Channel properties Found channels Q,

Channel name

72 Axis (Legacy Autodetect] on 1. none Axis (Legacy Autodetect) on L.
Vivotek IP7131 on 192168312
- u Vivotek IP7131 on 192.168.3.... none Vivotek IPY131 on 192.168.5....

23 Vivotek IP7131 on 192.168.3... none Vivotek IP7131 on 192.168.3..
Recording settings o3 eVidence Apix - 18ZBox / M2 .. none eVidence Apix - 18ZBox / M2 ..
none Change... 3G Samsung SMP-3120V on 192... none Samsung SMP-3120V on 152...

Resst
Add selected devices and channels Cancel

Set up discovered channels

Here you can edit the channel name and assign recording configuration. By default, recording is enabled for all
channels: click the Change button near Recording settings to manage recording profiles and assign them to your
channels. To add a new recording profile, click the + New recording configuration button below; you can find more
details about recording profiles in the corresponding section. Click OK to save and return back to devices and
channels; click Apply to save configuration changes.

/& After changing the channel recording configuration, do not forget to click Apply, otherwise the changes will
not take effect.

' Recording configuration here is assigned to the main streams of the target channels. In order to set up
substream recording, please go to channel configuration.

Select recording configuration - o IES

Available recording configurations

TITLE ID TYPE
P o recording (31} Recording configuration
@ Continuous recording (32) Recording configuration
o= Mew recording configuration Ok Cancel

Select the recording configuration or create a new recording profile

Click the Start device search button above at any time to restart device discovery.

/. All previously discovered devices and all configuration changes will be discarded if you restart camera
autodiscovery.
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Click Add selected devices and channels to save and go back to the main wizard window. You will be asked if you
wish to scan more servers at this point: choose Yes if you wish to add more automatically discovered devices to the

same or some other recording server.

VMS Console Setup Wizard

Step 2 of 5 completed:!

VMS Console Setup Wizard

Setup Wizard helps you to easily configure VMS Console
Just follow the wizard's step-by-step process.

VWMS Setup Wizard steps:

e

Do you want to scan more servers?

Yes

Mo

Step 5 - Events and actions
Automatically assign common events and actions

Please attach and activate all IP cameras and press below button.

Launch Step 3 - Devices and channels

Launch VMS Client

Exit

o IEN

Setup Wizard: scan more servers

Select No to finish with device autodiscovery and proceed with user management.

Step 4: Users

This step will allow you to add users and user groups and give them permissions for the servers, devices and

channels added earlier. Press the Launch Step 4 button to open the dialog.

0 The built-in Administrator user account and built-in Administrators group are root users with access to
absolutely all the available resources. As a result, resources choice is unavailable for the Administrators group,

and it is also impossible to add Administrator user to any other group.
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Any users added as members to the built-in Administrators group will have the same full authority as root
users.

User Groups

First, decide whether you want to create user groups or work with a non-systemized array of user accounts. For large
systems with complex user structure, groups are strongly recommended for reasons of improved manageability.

WMS Console Setup Wizard - oI EH3

Step 3 of 5 completed:!

VMS Conscle Setup Wizard

Setup Wizard helps you to easily configure VMS Console
Just follow the wizard's step-by-step process.

VMS Setup Wizard steps:

@ - IEd

Do you plan to use user security groups? o

Yes MNo Cancel

Step 5 - Events and actions
Automatically assign common events and actions

Please decide the user groups and users you need for the setup.

Laurnch Step 4 - Users

Launch VMS Client Exit

Setup Wizard: users and user groups

Choose No to proceed with plain user management at once; otherwise, you will be offered the chance to create user
groups and distribute existing resources between them. Note that the Setup Wizard interface offers simplified
settings for user groups at this point; later, you will be able to create nested groups via the corresponding Ganz
CORTROL Console section.
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A User security groups - o I IEH
L4
# Details
Edit a user security group 4 New | User security groups ||
== Resources —
Name : -
& Torchwood Institute
orchwood HQ)
T — S ——— 48 Torchwood HQ
he user security group name visible to others
Apply changes Reset

OK Cancel

Add one or multiple user groups

Enter a name for the first user group and then click the Create button below: newly created group will appear in the
item list on the right. By default, the last modified group stays opened for changes. Correct group name, if necessary
and then click Apply changes, or click Reset to discard the latest changes and revert to the most recently saved state
(the same thing will happen if you select a different item for editing).

To create more groups, click the + New button on the upper panel and proceed in the same way as on the first
iteration. Use the @ recycle bin icon to delete selected group(s) (hold CTRL or Shift to select multiple items).

Switch to the Resources tab to assign servers and server contents for this user group. Available resources at this
point include servers, connections, organizations, devices and channels.

Choose the group name in the first column to manage its resources. To add a resource, pick at least one permission
for it and it will be automatically moved to the Selected resources list. To remove a resource, uncheck all its
permissions - either manually or using the Clear button below. Note that double-clicking resources does not work
here as one or multiple different permissions must be specified.

When you have finished, click OK to proceed with user accounts.
Users

To create the first user, simply fill in their details and then click Create below. By default, the most recently modified
user will stay open for changes; correct user details, if necessary and then click Apply changes, or click Reset to
discard the most recent changes and revert to the latest saved state (the same thing will happen if you select a
different item for editing). Note that you do not have to re-enter the password when editing - only activate Set
password if you wish to re-define it.

To add more users, press the + New button on the upper panel and proceed in the same way as described previously.
Use the @ recycle bin icon to delete selected user(s) (hold CTRL or Shift to select multiple items).
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L Users - o I IEH

& Details

Create user = New Users ]E[
& Membership
TITLE LOGIN NAME EMAB... EMAIL

User login name
== Resources

cartman
Account name for logging into the system
User full name
Eric Cartman
Insert user's first name and last name
E-mail
cartman@mydomain.com
E-mail address for notifications
v Set password

asssssss

Password to log into the server

Reenter password

v Enable

User logon status

Create Cancel

OK Cancel

Enter user details

One the Details tab, the following user properties are available (all fields are required): login, full user name, email
address, password and status. Passwords must be entered twice - this is a security precaution to avoid typos. Every
user is enabled by default meaning that the target account is active and can be used for server logon; disable user
accounts you wish to suspend while keeping all user-related information and resource permissions.

AL users - o E4

# Details

Users Selected groups Available groups
& Membership

TITLE TITLE ID TYPE TITLE ID TYPE

= Resources & Eric Cartman 2k Torchwood Ins... (-45) User group 4% Built-in Admini..  (3) User group

& Joe Dassin & Torchwood HQ  (-50) User group

& Clara Oswald

Remove Add
OK Cancel

Choose groups for the newly created users

On the Membership tab, select groups for the specified users to become members of: move groups by double-
clicking them or by using the Add/Remouve buttons below.
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& Users - o EH
& Details
Users Selected resources Available resources
;!x. Membership
TITLE TITLE ID TYPE PERMISSIONS TITLE ID TYPE
= Resources & Eric Cartman 2 (Generic) O... (1... Channel v| Administer Torchwood (.. Organisation
A Joe Dassin v| ReceiveData Nightwatch (.. Organisation
* Clara Cswald v| AccessArchive = Section 31-1 (... Server
v| Mavigate o \ivotek IPS... (.. Device
ControlDigitalQutput @4 Axis 215 PT.. (.. Device
Bl Vivotek PZ... (.. Device
@4 (Generic) O... (.. Device
@4 Samsung 5. (.. Device

3 Vivotek IPS... (.. Channel

33 Axis 215 PT.. (.. Channel

3 Vivotek PZ... (.. Channel
23 Samsung S.. (.. Channel
@4 UDP IPX33.. (.. Device
¥4 UDP IPX33.. (.. Channel
Clear
W
OK Cancel

Enter individual user permissions

Switch to the Resources tab to add individual resource permissions. This can be used both for group members and
for users not belonging to any of the groups; individual permissions will not be removed if the user is excluded
from the group.

To add a resource, pick at least one permission for it and it will then automatically be moved to the Selected
resources list. To remove a resource, uncheck all its permissions - either manually or using the Clear button below.
Note that double-clicking resources does not work here as one or multiple different permissions must be specified.

When you have finished, click OK to save and go back to the main wizard window.
Step 5: Events and Actions

On the last step, alarm and action management for the target servers is introduced. Press the Launch Step 5 button
to open the dialog box.
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VMS Console Setup Wizard

Step 4 of 5 completed!

VMS Console Setup Wizard

Setup Wizard helps you to easily configure VMS Console
Just follow the wizard's step-by-step process.

VMS Setup Wizard steps:

Step 1 - Organisations
3 organisation(s) added

Step 2 - Servers Auto Discovery

1 server(s) discovered, 1 server(s) added

(¢

-‘ Step 3 - Devices and channels

6 device(s) found and 6 channel(s) added, along with recording settings

Step 4 - Users

2 groups(s) and 3 users(s) added with permissions

b

Step 5 - Events and actions
Automatically assign common events and actions

A\

Please decide Events and actions for your setup.

Launch Step 5 - Events and actions

Launch VMS Client

Exit

Setup Wizard: Step 4 completed, proceed with Step 5

The wizard offers quick setup of email notifications for several common event types (camera video loss, recording

error and motion).
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Events and actions

Video lost event

Event fires when camera stopped sending video

w| E-mail notification

B Gmail Send mail (-4) Change...

Configured action te send e-mail notifications

»| Pop-up corresponding camera on the Client application screen (-s).

Archive recording error

Event shouts if recording cannot be longer saved to archive
v E-mail notification
’ Send mail to admin (-6) Change...

Configured action te send e-mail notifications

Motion detection

Event fires when capable camnera detects motion

v éPnp—up corresponding camera on the Client application screen (—s]é

Please note! All above common settings will be applied to channels added through Setup Wizard.
Open Events & Actions configurator for advanced editing.

Open Events & Actions configurator

Apply Cancel

- o ER

Setup Wizard: quick events & actions

Note that all the settings here apply solely to the channels discovered on the previous step; if you have configured
other devices prior to launching this wizard, they will not receive the current event & action settings - launch the

Event & Action Configurator to set up rules for other devices. You can also use E&A Configurator if you wish to add

other types of alarms and/or actions.
When you are finished with all steps, you have the following options:

e Restart wizard: start the wizard again to set up more resources

© 2023. CBC AMERICAS, Corp. All Rights Reserved.

100



Ganz CORTROL Global Administration Guide

e Launch Ganz CORTROL Client: open Ganz CORTROL Client application (will close the wizard)

¢ Done: close the wizard and proceed to Ganz CORTROL Console

VMS Console Setup Wizard

VMS Console Setup Wizard

Setup Wizard helps you to easily configure WVMS Console
Just follow the wizard's step-by-step process.

VMS Setup Wizard steps:

Step 1 - Organisations
3 organisation(s) added

afs Step 2 - Servers Auto Discovery
E 1 server(s) discovered, 1 server(s) added

.‘ Step 3 - Devices and channels
6 device(s) found and 6 channel(s) added, along with recording settings

Step 4 - Users

2 groups(s) and 3 users(s) added with permissions
Step 5 - Events and actions

0 new rule(s) have been configured

Setup Wizard completed.

Restart wizard

Launch VMS Client

- o EE

Step 5 of 5 completed!

Done

Setup Wizard completed
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3.7 Recommended Practices

General

/. We strongly advise that you keep the software versions (e.g., 1.x.x) and subversions (e.g., 1.2.X) across your
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx) may differ slightly in case your are using 64-
bit and 32-bit editions.

Setup

When carrying out new installations, especially if you are new to this product, we advise that the following
configuration priority is maintained:

Organizations

Servers and failover clusters

Networks (connections)

Devices and channels

Users

Events and actions

7. Other features, in any order

g h @R

In such a way, the optimum course of actions is maintained; in the sense that, if everything is set up

properly, you will not have to go through the same configuration section multiple times. This makes the setup
process logical and transparent. For instance, if you go to user setup first and then switch to adding servers and
devices, you will still have to go back to the users' section in order to add corresponding privileges; so, the suggested
priority is not obligatory, but it is advisable for efficient implementation.

You may have noticed that quick setup wizards have the same configuration order as described above. This is due
to an analysis of our own and our customers' wide experience in system deployment and configurations, and thus
this scheme has been brought to you as a recommended practice.

For existing (running) installations, when only a partial settings update is intended, the scheme above may not make
sense; any specific settings can be changed later on independently via corresponding sections of the Ganz CORTROL
Console management application. However, if you are adding a new server, it would be sensible to follow the
procedure partially (steps 2 to 5).

Groups

Another important pragmatic recommendation for enterprise installations is the usage of groups. In case of large
amount of users, servers, devices and other resources splitting them into groups makes the overall deployment
process easier and enables more comprehensible and easy utilization of the system for the end-users.

Grouping is heavily dependent on the actual target system and should take into account the peculiarities of the
system. Segregation may be logical, virtual, actual, based on location or access type; the main idea is to facilitate the
usage, so, the needs of the end-user should be properly understood first.

A striking example of the advantage of groups is in situations when you need to add permissions for multiple users:
instead of browsing the whole user list and searching for those required, you only have to click one group to assign
permissions to all users inside it. Different types of groups can be used, with not just dividing resources, but also
having overlapping categories for better manageability.
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3.8 Conventions and Keyboard Shortcuts

Mouse Gestures

Double-click an item containing more entities (e.g., any group): opens item contents in the same window
Double-click a non-expandable item (e.g., server, user): opens entity configuration dialog box
CTRL-+click or Shift+click: select multiple items in a list

Right-click on a text field: standard text edit menu

Right-click on a text field when creating an action: standard text edit plus text macros
Keyboard Shortcuts

Backspace: browse one step back in Ganz CORTROL Console
Alt+F4: close Ganz CORTROL Console
CTRL+A: select all items

Visual Elements

General

== New item (click | ™ | drop-down arrow to see available options)
@ Remove item(s)

¥ Deselect item(s)

&) Unacceptable filed value, hover mouse cursor for more information
(i) More information about the item, click to view the details

Refresh item list

O\ Search

Ganz CORTROL Console sections

Configuration

f Events & Actions
2 Health monitoring
MM Audit log

Management

< ﬁNetwork (server connection), connection settings
E Server

B Server group

[“7 External service

External service group

E Failover cluster
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& Software Watchdog

E Storage

&= Resources (all or any type)
L User account/session

4 User group

& General details

m Members of the current item
-“?’- Current item membership in other groups
'ﬁ User and user group permissions for target item
B4 Deyice
B pevice group
T Channel
Channel group
[ Recording profile (core recording settings)
© Recording schedule (recording itinerary based on core recording settings)
o Recording configuration (recording interface assignable to channels)
5* Motion detector
B Layout Template
- Layout
B Layout group
Q@ Map
22 Video wall
[ User button
@ Visual group
&' Shared channel
|_|.,l_| Audit Journal (software log)
9 Set (period etc.)

Events & Actions

00 Rules

‘f Events
’ Actions

%} Global events
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'llJ' Conditions
r-i) Event & Action schedules
== Mail servers

& Action delay timers
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4 Purpose and Operation Description of Organizations

Organization support is an enterprise level feature available with the corresponding license edition of Ganz
CORTROL Global. Organizations can be thought of as global, top-level groups for the whole installation, and thus
can represent companies, office or shop branches, departments or any other independent parts of the system. These
parts, consequently, will appear totally isolated from the end-users' point of view.

@4 Device 23 Channel
W4 Device & Channel

20 @4 Device 22 Channel
ser —— .
‘. Administrator

———a4 Administrator

] Organization

b
&
E

L——ZX Administrator

& Sub-Administrator r Organization L User L User Organization TL Sub-Administrator

A Sub-Administrator o User &, User & Sub-Administrator

& Sub-Administrator &L User X User X Sub-Administrator
o4 Channel 23 Channel
32 Channel ———J% Channel
2 Channel L33 Channel

System design example with Organizations utilization
Organization application is recommended when target surveillance system has any of the following demands:
e sub-administrator role is required (users and setup permissions to be created from inside specific

organization, without involving the global administrator)

e two or more different companies or customers utilizing the same CCTV system (both software and
hardware)

e hardware is required to be transparent for one or more sub-administrators or end users
To better understand the usage concepts, let us consider an example.

Company A owns an office building and has an extensive CCTV installation covering it; it also offers its services to
two other companies, B and C, by lending them offices and providing CCTV services as well. As independent
customers, these companies do not share resources, but they do have adjacent offices.

Company A representative, CCTV system administrator, creates profiles for Company B and Company C, and
creates corresponding user and device sets for each of them. As a result, security representatives and
administrators from both companies each have access to the monitoring resources of their companies as sub-
administrators, the rest of the system being concealed. Accordingly, when it comes to centralized management of
the CCTV network, Company A security administrator has access to all available assets.

Organization resources comprise users (including sub-administrators) and channels.
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4.1 Registration Of Organizations

This section describes how to create and edit Organizations via the main Ganz CORTROL Console interface. This
can also be done using the Setup Wizard.

Create Organization

First, locate the corresponding menu item in Ganz CORTROL Console by selecting Configuration in the sections'
panel and then clicking Organizations in the menu on the left.

Click the + Create organization button on the upper panel to bring up the New organization dialog box.

Organisation Starfleet Inteligence*® - oI IE3
Organisation Details
& Details
Title

*fy Permissions Starfleet Intelligence|

Organisation name

oK Cancel
Enter organization details
In the Details section, type a name for the new organization.
Organisation Starfleet Inteligence® - o I E8
& Details
Selected users Available users
off Permissions
TITLE I TYPE PERMISSIONS TITLE ID TYPE
& Supervisors (122) User group v Administer & Johnny English (119) User
& James Kirk (150) User ‘ James Bond (120) User
L Jimmy Neutron  (121) User
Clear
OK Cancel

Manage user privileges

If you already have users and user groups, switch to Permissions. Users are automatically assigned to the
organization when you select permission to administer the organization (the only option available); to remove a
user, uncheck the permission or click Clear button below. Currently selected user will be highlighted in green.

Once you have finished, click the OK button to create the organization with the settings entered, and then close the
dialog box. You will be brought back to the main Ganz CORTROL Console window and the newly created
organization will appear in the item list.
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@ Configuration > Organisations Buit-n Adminstrator account &, C _ =

Configuration
4= MNew organisation Edit Switch to organisation ] ® 1 selected
Organisations
TITLE
& Networks Section 31

Torchwood

= Servers

-

Starfleet Intelligence
Configuration

Recently added, 1
=

Organizations list
Edit Organization

Should you want to change the settings of one of the existing organizations, click the one you wish to alter in the
item list so that it becomes highlighted and then click the Edit button on the upper panel, or, alternatively, just
double-click the target organization. The Organization dialog box will appear, allowing you to edit the name and
user permissions in a similar way to creating a new organization. When you have finished with the changes, click
OK.

Delete Organization

To remove an organization, select one or multiple organizations in the item list (use CTRL+click or Shift+click to

select more than one at once) and then click the m} recycle bin icon on the upper panel. You will be asked to
confirm the action. Users and devices assigned to that organization will not be removed, but they will lose their
organization attachment.

Switch to Organization

Click the Switch to organization button on the upper panel to enter the organization view. This mode allows you to
handle organization resources - users and channels - from the organization's point of view; notice that the Ganz
CORTROL Console navigation panel now shows the path beginning with the organization name and that contents of
the menu on the left is also truncated compared to the full Ganz CORTROL Console view.

Starfleet Intelligence > Configuration > U ] Batorganizaton  uninown () &y C _ =

Configuration
¢ #= New user |~ Edit Assign group [l ¥ 1 selected
&L Users
TITLE LOGIN NAME EMABLED EMAIL
22 Channels & James Blunt blunt yes
22 Video walls ‘ James Brown brown yes
X James Cook cook yes
®} User buttons
X Jim Carrey carrey yes
X Jimi Hendrix hendrix yes
Configuration 2L Agents
Monitoring
Recently added, & Groups, 1 Users, 5

Organization view
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Everything changed in this mode - created groups, users, channels, permissions - will refer to the target organization
solely. To exit this view and go back to global mode, click the Exit organization button on the navigation panel.

) Note that users belonging to an organization and users privileged to administer it are separate, non-related
settings. A single user may have both, none or one of these.

Organization affiliation is set for users when they are created:

e when creating users from general Ganz CORTROL Console view - no organization attachment exists
by default, but any can be chosen,

e when creating users/user groups from specific organization view - attachment to current
organization by default.

User/user group permissions for organizations can be set via:

e edit user-> Resources tab -> add Administer privilege for an organization,
e edit organization -> Permissions tab -> add Administer privilege for user/user group.
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5 Connect Recording Servers Using Autodiscovery

When you have installed and initialized your recording servers, the next step is to connect them to your central
server and conduct the configuration of the recording servers through the central server.

In addition to the manual recording server setup and recording server discovery via Setup Wizard, it is possible to
launch the recording server autodiscovery from the central server at any time. It is convenient to use the
autodiscovery feature if the number of recording servers within the system is large, and it also helps track
connectivity issues at early configuration stages.

Before launching the automatic discovery process, please bring online all Ganz CORTROL servers to be discovered
at this stage and make sure they are reachable from the central server machine. Note that autodiscovery can be only
conducted from the central server; you can be logged into the central server via Ganz CORTROL Console from any
machine, provided that system configuration allows it.

In order to launch the recording server autodiscovery via Ganz CORTROL Console, open the Configuration section,

click Servers in the menu on the left, then click the little arrow | ™ | next to the + New server button and choose Find
servers.

@ Co nﬂgu ration > Servers Built-n Administrator account & C =

Configuration

Edit Assign group ® 1 selected
& Networks

Na-v!&r.'ergroup R —
= Servers =

B Failover dusters

Configuration

Servers, 1

F @2
Launch server autodiscovery via Servers menu

Server autodiscovery dialog box will then pop up, with the recording server scanning process launched
automatically. As the process goes on, discovered servers will appear in the Found servers list and become available
for setup at once. Note that only recording servers that have not been configured will be discovered; if a recording
server has already been configured from the current of from any other central server, the scanner will not

detect such a server.

You can click the Stop button in the upper-right-hand corner in order to terminate the scanning process if you think
that enough servers have been found so far. You can press the Start server search button at any time to restart the
autodiscovery process; note that all changes made to the servers' settings will be then discarded.
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Server autodiscovery - o EEH
Server autodiscovery Found servers
B4 Found servers
scanning for new servers... |GGG 19%
Server properties Found servers Q
[] SERVER TITLE FAILOVER NODE FAILOVER CLUSTER
Title

Connections

Available connections, [P:PO

B Failover node

Failover cluster

none

Reset

Cancel

Ganz CORTROL central server is scanning your network for available recording servers

When the autodiscovery process is finished, click your desired server in the list on the right, then adjust server
settings and click Apply for the changes to take effect. Use the Reset button to load the default settings. The table
below details the available settings.

Setting Description Default
Value
Title A user-defined name for the target recording server <IP>:
<port>
Connections | Networks via which the target server has been reached (discovered), unchangeable <IP>:
<port>
Failover Select this option if you want to make the target server a failover node; deselect if the undefined
Node target server is planned to act as a primary recording server
Failover Choose a pre-configured failover cluster you want the target server to be a member of none
Cluster

When you have finished setting up the discovered servers, review the list of detected servers: use the checkboxes
next to each server in the list to select/deselect it; deselected items will not be added to the central server
configuration.
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Server autodiscovery - o IEEH

Server autodiscovery Found servers

4 Found servers
Start server search Scanning finished, 1 new servers(s) discovered.

Server properties Found servers Q,

v SERVER. TITLE FAILOVER NODE FAILOVER CLUSTER
Title

vl | = 192.1681.126:60554 no none
Section 31-9

Server name

Connections
192.168.1.126:60554

Available connections, IP:PORT

Failover node

The server takes failover node role
Failover cluster

none Change...

The server is a member of the specified failover

Apply Reset

Add selected servers Cancel

Enter settings for the newly discovered server and click Apply

Then, click the Add selected servers button in the bottom right corner to close the dialog box; all the servers you
have selected in the previous dialog box will appear in your server list.

@ Configuration > Servers F——1 € @44 °E

Configuration

&= Newserver |~ Edit Assign group ® 1 selected
& Networks -
TITLE ID FAILOVER CLUSTER

= Servers = Global Server (101)

- P
B Failover dusters = Section 31-9 (112
Configuration

Recently added, 1 Servers, 2

Fm W
Newly added server(s) appear in the list in the Servers section

The buttons on the upper panel offer the following possibilities:

e Edit: open the dialog box to change server settings (the dialog box will differ from the autodiscovery
settings dialog box, offering advanced settings such as user permissions and membership)

e Assign group: select server group from the list and make the target server a member of it

e Delete: remove selected server(s)

e X:deselectall

Double-clicking the selected server in the list will bring up the server settings' dialog box for editing.

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the
available items again.

G filtered X
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5.1 Connect Recording Servers Manually

When you have installed and initialized your recording servers, it is possible to connect them to your central server
and conduct all the configuration of the recording servers through the central server.

It is possible to add recording servers manually, by entering all the necessary data manually instead of searching for
existing servers. This approach may be helpful when you know the network configuration but actual servers are
unavailable - whether they are unreachable for some specific reason or even if they have not been installed yet. The
central server will connect these recording servers and apply all settings as soon as these servers become available.

If the number of servers is large it may be wise, though, to use automatic discovery in situ to save time and eliminate
possible misconfiguration.

! Recording servers must be installed and initialized before the central server can apply settings to them.

First, locate the corresponding menu item in Ganz CORTROL Console by selecting Configuration in the sections'
panel and then clicking Servers in the menu on the left.

VMS Management Console 2015 - localhost - o IEEl
@ Configuration > Servers
Configuration
&= Create server |~ Edit Assign group X 1 selected
Organizations
& Networks = Central Server (101)
= Servers = Recording Server (136)
= Recording Server |I (137)
B Failover dusters
B HQ Servers (134)
& Users B MY Servers (138)
W4 Devices
25 Channels v
[ configuration
¥ Events & Actions
@ Monitoring
Recently added, 4 Groups, 2 Servers, 3

Servers configuration component

Click the + New server button on the upper panel to bring up the New Server dialog box.
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Details

= server Repiication Server®

Server

& Details

= Connections
& Failover

2. Membership
off Permissions
& Watchdog

B Storage

Title

Replication Serveﬂ

Server name

Roles

Failover node

The server takes failover node role

QK Cancel
Add new server dialog box, Details tab
Details tab comprises general server settings.
Setting Description Default
value
Title User-defined server name [empty]
Failover node Makes target server serve as a failover node; option is available for servers | Disabled
without any device configuration
Show Open VCA video Access Open VCA license management for the target server [button]
analytics license
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Connections
= Server *
Server Connections
# Details
Network
® Connections @ Camera LAN (106) Change...
B Failover '

Local IP address
;?-, Membership

10.10.10.145
uﬁ Permissions T : vE
v
& Watchdog VMS port
60554
B storage
HTTP port
8080

Internet IP address

oK Cancel

Add new server dialog box, Connections tab

Select one of the existing connections or create a new one to be used as server location. Click the Change.. button to
bring up the network selection dialog box.

Select a network - o

Available networks

Internet only

& Central Server network (102) Network
& Camera LAN (106) Metwork
& offices (115) Metwork
g MNew network oK Cancel
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Select an existing network from the connection list

If you wish to add a new network at this step, click the + New network button to bring up the network setup dialog
box. After creating the connection, you will be brought right back to the server configuration dialog box, with the
new network having been added to the server settings.

Setting Description Default

value

Network Defines server location in the network; you can select one of the pre-created Internet
connections or create a new one on the spot only

Local IP address | Only available if a local network is chosen above; server's local IP address in the [empty]
selected network

Server port TCP/IP port for incoming local connections from Ganz CORTROL Console and 60554

(local) Ganz CORTROL Client

HTTP port HTTP port for local video streaming; enter o to disable HTTP connection 8080

(local)

Enable Allow data transmission in multicast mode from this server to the connected Disabled

multicast mode | Ganz CORTROL Client applications

(local only)

Internet address | External (Internet) IP address of the target server; if a pre-created network is [empty] or
chosen, Internet IP is loaded from network configuration and the field is non- [automatic]
editable

Server port External TCP/IP port for incoming connections from Ganz CORTROL Console 60554

(external) and Ganz CORTROL Client; may differ from the local port of the same purpose

HTTP port HTTP port for local video streaming; enter o to disable HTTP connection 8080

(external)

SNMP port The port to be used for outgoing SNMP traps (from the Event&Action scenarios) | o0
and for incoming requests (NOT traps!) from third-party SNMP managers (disabled)

SNMP SNMP community for outgoing SNMP traps (from the Event&Action scenarios) 0

community (disabled)
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.
Failover
= server Recording Server I* =]
= g =
Server
& Details
Failover cluster
..} i
&ts Membership Sl Change..
L The server is a member of the specified failover cluster.
of§ Permissions
Current failover server
= Connections
none
E Failover When specified, the server's tasks are running on the specified failover server.
Failover timeout
& Watchdog
600
E Storage Time interval in seconds before the server will be considered as non operational and its tasks will be picked up by a failover server,
Central server connection timeout
300
Time interval in seconds to wait for central server connection on the server startup. When the interval expires the server will be started up even when the central
Recovery timeout
600
Time interval in seconds to wait before taking tasks back from failover server on the server startup. 0 - no timeout,
OK Cancel

Add new server dialog box, Failover tab

If you wish to make this server a member of a failover cluster, click the Change button to open the existing cluster
list. To remove this server from the failover cluster, simply select none in the cluster list.

Select fallover duster - o I E8

Available failover clusters

none
B HQ Servers (Failover) {135) Failover duster
B Cluster 1 {141) Failover duster

o MNew failover cluster OK Cancel

Select an existing failover cluster or create a new one

If you need to create a new cluster at this point, use the + New failover cluster button: you will be redirected to the
corresponding dialog box and then, upon completion, brought back to the server configuration, with the newly
created cluster already selected for the target server.

Setting Description Default
value
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Failover Makes server a member of a specific failover cluster [none]
cluster
Current Failover server currently running instead of target server, if any; this field is [automatic]

failover server | informative (non-editable) and is only available if the target server has not been
selected to be a failover node itself

Failover Time in seconds to wait before the target server is considered to be unreachable and | 600
timeout replaced with a failover node

Central server | Time in seconds to wait for the central server connection on server startup; after the | 300
connection timeout, the target server will start without central server connection

timeout

Auto recovery | Enable automatic replacement of a failover node with the original recording server | Disabled
after its recovery

Recovery Time in seconds to wait before replacing the failover node with the original 600
timeout recording server, thus freeing the failover node; type zero here to enable immediate
recovery
Membership

Server membership in existing server groups is displayed. If no groups exist, the lists will be empty.

Manipulate groups with the Add and Remove buttons below or by simply double-clicking the desired group. One
server may belong to a single or multiple groups at once.

= Server * - o IER
# Details
Selected groups Available groups

® Connections

B Failover B HO Servers (134) Server group
4 Membership B NY Servers (138) Serwer group

of§ Permissions
‘ Watchdog

B storage

OK Cancel

Add new server dialog box, Membership tab
Permissions
Add users and/or user groups simply by checking at least one permission for the target server; remove by clearing

permissions - either by unchecking them or by clicking the Clear button below. You can also double-click users to
remove them from the list of privileged users.
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= server Recording Server I* - O B
server Permissions
& Details
Selected users Permissions Available users
& Membership
TITLE TYPE PERMISSION TITLE TYPE
off Permissions 4 Video playback X anonymous User
= onnections Audio playback L eva User
Access archived VCA metadata | X adam User
= Failover
Access archived external data
& Watchdog Export video
B Storage Export snapshots from playback

Backup archive

QK Cancel

Add new server dialog box, Permissions tab
Watchdog
Here you can see and edit the watchdog service settings for the target server. Please refer to the Server Watchdog

section for a detailed explanation of this; we strongly advise against changing the default settings unless you
absolutely know what you are doing.

Storage

Manage storage configuration for the target server from here: click Open storage properties to bring up the dialog
box. Detailed information and guidance on storage management can be found in the Storage topic.

= server New recording server® - O

sServer

& Details®

Storage properties
S Membership
Manage storage directories, set duration guota, retention and view storage usage statistics.
off Permissions
2 Connections
B Failover

& Watchdog

B storage

OK Cancel

Add new server dialog box, Permissions tab

Management

Click OK to save your changes and close the dialog box; the newly created server will appear in the item list. The
buttons on the upper panel will offer the following possibilities:

e Edit: go back to the dialog box to change server settings
e Assign group: select server group from the list and make the target server a member of it
e Delete: remove selected server(s)
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e X: deselect all
Double-clicking the selected server will bring up the server settings' dialog box for editing.

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the

available items again.

G filtered X
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5.2 Recording Server Direct Login

You can log directly into your recording servers via Ganz CORTROL Console just in the same way as you do with the
central server in order to view their monitoring data and audit data. In order to do this, run Ganz CORTROL
Console and enter your Ganz CORTROL Recorder details; note that you need to enter the administrative user
credentials in order to log in successfully.

7 You will not be able to change the recording server settings via direct login. In order to do this, log into your
central server via Ganz CORTROL Console.

Monitoring > Servers Erma s L (& _

Monitoring
= 192.168.1.84:60554 (118) Normal Connected Synchronized  4/18/2016 3:25:57 PM 1.1.0.2514 Mot in cluster
= Servers

@4 Devices
22 Channels

L User sessions

T Monitoring

Ml Audit

Servers, 1

Note how Ganz CORTROL Recorder look differs when you are logged in directly
For the direct login, the following Ganz CORTROL Console sections and their relevant components are available:

e Monitoring

e Servers: only the target Ganz CORTROL Recorder status will be displayed

e Devices: devices from the target Ganz CORTROL Recorder and their replicas will be displayed

e Channels: channels from the target Ganz CORTROL Recorder and their replicas will be

displayed

e User sessions: open user sessions with the target Ganz CORTROL Recorder will be displayed
e Audit

e Servers: audit messages related to the target Ganz CORTROL Recorder

e Users: audit messages for user actions related to the target Ganz CORTROL Recorder
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6 Server Settings

Any changes to the system configuration are done via Ganz CORTROL Console application by connecting to
the Ganz CORTROL Global server. All the Ganz CORTROL Recorder servers are connected and configured via Ganz
CORTROL Global as well. The settings are immediately saved and stored in an encrypted internal database,
which guarantees that your system configuration cannot be accessed without entering a valid username and
password. Each Ganz CORTROL Recorder has its own local database but Ganz CORTROL Global stores the settings
of all the connected Ganz CORTROL Recorder entities.

This topic describes the available server settings. Some of them are unique for the central management server - Ganz
CORTROL Global - only; other settings are common for all server types.

/  Server database encryption is automatic, meaning that you do not need to enabled it explicitly, and is available
starting from the software version 1.8.0.

In order to access the server settings via Ganz CORTROL Console, select Configuration section and then choose
Servers components from the menu on the left. By default, the central management server entry already exists; all
the discovered and manually added recording servers will appear in the same list as you add them.

Configuration - -
Edit Assign group X 1 selected

Organisations

FAILLWVER CLUSTE JETWORK LUCAL IF LUCAL VM5 PO HIERMNET IF  INTERMET VIVIS FUR

& Networks = Global Server Global Server network 192.168.1.83 60554 60554

= Servers

Configuration
% Events & Actions
@ Monitoring

[ Audit
Recently updated, 1 Servers, 1

Configuration -> Servers

Double-click a server or click the Edit button on the upper panel to access server configuration dialog box.
Details

On the Details tab, you can change the server name: it will appear everywhere in Ganz CORTROL Console and in
the connected Ganz CORTROL Client applications, including HTTP clients.
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= server Global Server -
Server
& Details
Title
- )
2 Connections lobal Servel
& Membership e
Roles
off Permissions
& Watchdog The server takes failover node role
B Storage

QK Cancel

Global server details

Next, here you can choose the server role: regular recording (unmarked) or failover (marked). The central
management server cannot act as a failover node so this option will be grayed out. However, it will be available for
all recording servers: please see the related sections of this manual to learn about failover and Ganz CORTROL
Recorder setup in details.

Also, here you can apply the video analytics license to the target server. Although a 32-bit Ganz CORTROL Console
application is required to set up VCA, you can use any bit version to enter the VCA license. For details on the VCA
setup and licensing, please see the CBC AMERICA LLC VCA documentation.

Connections

The Connections tab allows you to define the network, which will be used for accessing the Ganz CORTROL Global
server, and corresponding ports for Ganz CORTROL Client and Ganz CORTROL Streaming Server connections; the
default ports are 60554 for Ganz CORTROL Client and 8080 for Ganz CORTROL Streaming Server (HTTP).

The HTTP port is also used for Ganz CORTROL Mobile applications (both iOS and Android), thin OS X client, Web
browser connections and external services. Note that, in case you plan to access your Ganz CORTROL Global server
from the Internet, the ports must be properly forwarded on your router according to your desired topology and
allowed through the firewall. Details on the port forwarding setup can be found in your router operation guide. Set 0
in the HTTP port field to disable incoming HTTP connections.

/. The Ganz CORTROL Global server HTTP port must be reachable from Ganz CORTROL Recorder machines if
you plan to use remote upgrade.

If you wish to run Ganz CORTROL Client connections in multicast mode, you can enable it here by putting a check
mark in the corresponding option. Understandably, this option is only available for the local network.
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=2 Server myserver®

Server
g .
& Detals Client-server connection encryption
2. Membership AES-128 .

Enables encryption for all communications between servers and clients via TCP. Server restart is required to apply this setting

off Permissions

HTTP port HTTP port
% Connections® 9191 8080

HTTP port, enter 0 to disable HTTP port, enter 0 to disable
& Watchdog

v| Enable HTTPS
E Storage Specify ports for HTTPS connections
0 Security policy HTTPS port HTTPS port

9093 8083

& Two-factor authentication HTTPS port, enter 0 to disable HTTPS port, enter 0 to disable
N Audit policy Digital certificate

# test certificate

[EA External audit
- Digital certificate

OK Cancel

Global server connection properties

Next, you can enable encryption for client-server connections and also for HTTP connections (by default, it is
disabled). This setting only appears for the central management server and is applied to the whole Ganz CORTROL
Global system.

Server-client encryption setting affects all TCP traffic, i.e.:
e Ganz CORTROL Console connections to the Ganz CORTROL Global server and Ganz CORTROL Recorder
machines
e Ganz CORTROL Client connections to the servers
e server-to-server connections (configuration, audit and auxiliary information exchange)

When you change the server-client encryption setting, all currently connected clients - both Ganz CORTROL
Console and Ganz CORTROL Client applications - will be disconnected so that the encryption settings can be
applied correctly. They will re-connect back shortly provided that they support encryption, too - make sure to
upgrade them so that their version matches server version.

/* Connection encryption is supported starting from software version 1.8.0. If your system has remote Ganz
CORTROL Console and/or Ganz CORTROL Client applications of older versions, these will be unable to
connect to a server that has encryption enabled; therefore, first make sure to upgrade all the clients and
only then enable encryption on the server side.

To enable HTTPS (HTTP over TLS), mark the corresponding setting and then:

o specify HTTPS ports (different from HTTP) (set o to disable HTTPS)
¢ add a digital certificate
You can either use your own valid digital certificate or generate one right in the software. In the latter case, the

certificate will be self-signed and you will need to add it as trusted when connecting from the mobile app and from
your Web browser(s).

/. If you are using your own CA certificates, create a .pem file with your certificate chain as described here:
https://www.digicert.com/ssl-support/pem-ssl-creation.htm

This is necessary for the certificate to be recognized correctly by all HTTP clients - Web browsers and Ganz
CORTROL mobile applications. If you simply apply your CA certificate in Ganz CORTROL Console, there is a
chance it is not recognized because some applications require the entire certificate chain.

Then, apply the .pem file as the certificate together with your key when the importing certificate into Ganz
CORTROL Console.
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) In addition to the setup in the Ganz CORTROL Global server settings, HTTPS should be enabled for each Ganz
CORTROL Recorder separately, in the settings of the target server. The certificate has to be added only once,
and then you just need to choose it from the list, when setting up HTTPS on the Ganz CORTROL Recorder
machines.

In other words, you need to apply the same certificate to every Ganz CORTROL Recorder in your Ganz
CORTROL Global system.

Here you can define server's SNMP community name and also SNMP port for incoming and outgoing messages.
Community will be used by the external SNMP manager to send requests; SNMP port will serve for both incoming
and outgoing messages (supported incoming messages are third-party SNMP manager requests, not external SNMP
traps!). Leave both values zeroed to disable this functionality.

The Test button allows you to test connection quality for the target Ganz CORTROL Recorder.
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Failover

As the failover feature is only meant for recording servers, the Ganz CORTROL Global server will not have this tab.
For the central server redundancy setup, see Mirroring.

To make the target server a member of a failover cluster, click the Change button to open the existing cluster list
and then choose your desired cluster. To remove this server from the failover cluster, simply select none in the
cluster list.

If you need to create a new cluster at this point, use the + New failover cluster button: you will be redirected to the
corresponding dialog box and then, upon completion, brought back to the server configuration, with the newly
created cluster already selected for the target server.

Setting Description Default
value
Failover Add server to the specified failover cluster [none]
cluster
Current Failover server currently running instead of target server, if any; this field is [automatic]
failover informative (non-editable) and is only available if the target server has not been
server selected to be a failover node itself
Failover Time in seconds (from 0 to 3600) to wait before the target server is considered to be | 600
timeout unreachable and replaced with a failover node; o=immediate reaction
Central Time in seconds (from 60 to 3600) to wait for the central server connection on 300
server server startup; after the timeout, the target server will start without central server
connection connection with the last known configuration
timeout
Auto If this option is enabled (marked), the target recording server will be automatically [disabled]
recovery activated upon recovery (the central server will activate it and free the failover
server)
Recovery Amount of time in seconds for the central server to wait before activating the 600
timeout recovered recording server; o=immediately
Membership

The Membership tab allows you to manage server group attachment. Use double-click or Add and Remove buttons
below to move server groups between the columns.

Permissions

Here, user permissions for the target server can be defined.

The next topics describe the remaining aspects of server settings in details.
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6.1 Storage

Server storage configuration includes storage directories, size and duration quotas, optional encryption, cleanup
time settings and storage differentiation by name for further flexible allocation of the recorded streams. These
settings are managed separately for each Ganz CORTROL Recorder server by logging into the central server via
Ganz CORTROL Console.

To access the storage settings for the server via Ganz CORTROL Console, choose the Configuration section, select
Servers from the menu on the left, double-click your target server and then click the Storage tab. Click the Open
storage properties button to open the configuration dialog box.

There are also several settings in server settings dialog box itself. These are explained in the end of this chapter.

= Server My Favorite Server - O

Server

& Details

Storage properties
M. Membership

A Manage storage directories, set duration quota, retention and view storage usage statistics.
Permissions

Open storage properties

= Connections

Allow manual deletion of channels' archive intervals via client application
& Watchdog Th 1es), If ena

B storage* L
= 9 Recent archive interval

0 Security policy 3 Days v

[ Audit policy

oK Cancel

Access storage settings for the selected server

To save the changes after you have finished with storage configuration, hit the Apply button beneath the storage
settings, then hit OK to close the storage configuration dialog box, and then click OK to finally save the storage
settings together with the server configuration. Pressing Cancel on the last step will revoke the changes in the
storage configuration.

Directories

All available local disks will be automatically listed after the first installation (with empty configuration) and
enabled for recording with default archive directories using the Default storage label. By default, system disk (C:) is
not listed if other disks are available, as we strongly do not recommend recording to the system disk.

If you are upgrading, re-installing the software, restoring an earlier database configuration, or inserting new local
disks into the server after the software has been installed, the local disks will not be listed automatically so you need
to add them as new storages. You can also add network paths to remote storage locations.

Use UP and DOWN arrows on the right to change the disk order (priority); use the recycle bin button in the
top panel to remove any local or network directory from the storage configuration.

' Mapped network shares that appear as drives in Windows Explorer will not be listed automatically because
Ganz CORTROL operates as Windows Service and therefore is unable to access these (due to Windows API
peculiarities). You are welcome to add these as network directories in storage settings.

For each storage location, the following information will be displayed:

e storage priority: determined by the item position in the list
e storage label (see description below)

e current quota size

o free space on disk (except network storages)
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o total disk size (except network storages)

&4 storage properties

I Directories

Edit directory details &= New Directories
# Duration quota — —

Path —
= Retention 1 DAL. B Default

Quota (GB)

614.49

Amaount of disk space to store archive data. For

Storage
E ImportantCams Change...
Storage

Apply changes Cancel

4 F\L. B Important..

QUOTA

500.00 GB

614.49 GB

764.71 GB

682.77 GB

803.51 GB

725.38 GB

OK

- - EN

Storage properties TremriTEr

Cancel

w

Configure storage directories

Each directly attached storage location will be automatically assigned a quota of 90%; each storage will have 20GB
(minimum possible) quota by default. We strongly advise that you review all the settings and make sure that all the
storage locations have sufficient free space, and, if necessary, free up some space. It is recommended that every
recording location has 10-15% of free space: this helps avoid fragmentation effect and also allows highly loaded

software to effectively enforce recording quotas.

/ Minimum quota per each storage location for any storage type is 20GB.

] We advise against recording to the system drive because this drive is often used by other processes like
defragmentation and system restore/backup, not to mention OS itself, and so this may affect recording
efficiency and stability. As a result, disk C: is excluded from recording configuration by default.

i} Total size and free space on the network storages is not displayed here. You can check these in the

Monitoring section of Ganz CORTROL Console, under Storages.

To change the disk quota, simply highlight the desired location for storage from the item list, then enter the quota

size in GB and click Apply changes.

/. If you plan to protect some footage from being erased (this functionality is available via Ganz CORTROL
Client application), keep in mind that protected archive areas will be ignored when forcing quotas.
Make sure there is enough free space on the disk(s) and set lower quotas, if necessary.

To review and/or un-protect such areas, go to the Monitoring section of Ganz CORTROL Console, choose

Archive statistics on the left, highlight one or more target channels, and press the Protected intervals button

on the top panel.

Storages

You can either use the Default storage category for all locations, or create multiple different storages (names,
types, tags, labels). These can be used for manually distributed streaming between storage directories:

e storage directories are marked with corresponding storage tags
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e each channel is assigned to a recording location

To choose a storage profile different from Default, select storage location from the Directories list and click the
Change button.

Storage
B Default Change...

Storage

Change storage

Select one of the built-in storage profiles or create and edit a new one.

Storages - o IES

Available storages f @]
Title Type

Disabled

Default Storage

g
g

ImportantCams Storage

o= New storage oK Cancel

Choose storage profile
The built-in storage types are:

e Disabled: storage location will not be used

e Default: default storage tag

¢ Fallback: storage destination to be used if all the storage units with specified tags have failed

¢ Readonly: existing data will be available for reading and will not be erased; no new recordings will be
appended to this location

These profiles cannot be edited or removed. Fallback storage settings are available in the corresponding tab of the
Storage properties.

) Readonly storage type can be used, for example, in the following cases:

e it is necessary to view the old data from a different Ganz CORTROL server when you need to insert
the disks originating from another computer and you do not wish that these data are erased

e some storage unit contains important footage that has been requested to be kept for a longer time so
that the recordings are not erased over time while still allowing access to the footage

Click + New storage button to create a new storage profile, or select an existing one and click the Edit button in the
upper-right-hand corner to change its name.
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B storage SecondaryStreams* - o I ES

Storage Details

# Details
Title

SecondaryStreams

Storage name

OK Cancel

New storage profile

Enter the storage profile title and click OK to save and exit.

The storage tag you have selected or just created will appear as selected. Click the Apply button below to confirm
storage configuration settings before proceeding.

Add Storage

In order to add a new local disk or a network storage (NAS, SAN, network share), click + New button on the
upper panel, select New local directory or New shared directory, and then enter the setup details.

/i If you are using a NAS, make sure to disable the Recycle Bin feature (for some NAS models, it is called
trashbox or similar). This will ensure that the erased files (e.g., when reaching quota) are actually deleted
permanently.
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& storage properties - o E3
Storage properties Tt s
B Directories
Edit directory details g New Directories ]EI

# Duration quota

Ll STORAGE

ORAGE QUOTA FREE SPACE OTAL SIZE
~ . Path
x> Retention E Default 500.00 GB 623.03 GB 803.51 GB
\W192.168.10.51\Share

Username

j-bond

v Set password

LLL LIl L]l ] s

Quota (GB) v
5000.00

Amount of disk space to store archive data. For best

Storage

B Default

Storage W

Create Cancel
< >

oK Cancel

Add a new storage directory

The table below details the available settings for a shared directory. Enter the settings for the target storage and
click Create below: the storage will be validated immediately.

Setting Description Default Value
Path Full network path to the storage directory \\Server\Share\CBC AMERICA
LLC\Archive Files
Username | User name to connect to the storage [empty]
Password | Define storage access password, if applicable [empty]
Quota Maximum amount of storage in gigabytes to be used for 20GB
recording; 85-90% is recommended
Storage Storage label to be assigned to the target storage directory Disabled

When adding a local directory, you are first offered to choose the disk from the list of detected ones. If there is just
one disk left available, it will be chosen automatically.

Setting | Description Default Value
Path Full path to the archive directory X:\CBC AMERICA
LLC\Archive Files
Quota | Maximum amount of storage in gigabytes to be used for recording; 85- 20GB
90% is recommended
Storage | Storage label to be assigned to the target storage directory Disabled
Storage Encryption

Once you have added all the necessary storages, you can enable encryption and set a password for each storage
separately.
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a
Storage properties Directories
I Directories
Edit directory details == New ~ Directories @]
% Duration quota
PATH STORAGE QUOTA FREE
~ ) Path o
r Retention 1 CNArchive Files B Default 100.00 GB 262.02
CM\Archive Files
1 Fallback Path Q, set password - -
Quota (GB)
Set password
600
Amount of disk space to store archive data.
Forb an ptimal space
\EC“ cl -90% ‘m ‘:M‘:\ H‘:;\:wacw y. New password
STOrage *e0OOOOOIOIOIOIOIOLS P
E Default Change... Repeat password Password is too easy to guess L v
Storage
e 08000000000
Encryption
- Password hint
AES-128 -
Encryption
Change password...
Apply changes Cancel
< >
OK Cancel

Storage encryption settings

Choose the desired encryption type and specify the password you want. You can change the password at any
point, and there is also an additional field that lets you add a hint that may help remembering the password in
future: it will appear either as regular text or a tooltip when hovering your mouse cursor over the password prompt
field.

The currently available encryption options:
¢ None: no encryption

e AES-128 or AES-256: choose the one you need

) When assigning a new password for the storage, make sure to remember it or store in a secure place: you will
require it, should you need to access the storage contents in the following scenarios:

e when accessing the archive with the Portable Player tool

e when adding the same disk as a storage unit for another server

e when adding a disk containing archive backup as a storage unit

o if you delete the encrypted disk from the storage configuration and then add it anew

There is a field that allows you to enter a password hint, which will be displayed in these situations.

You will not be prompted for the password when accessing the archive from the Ganz CORTROL Client
application connected to a server with encrypted archive: Ganz CORTROL server will decrypt it automatically.

/. There is no option to recover the password if you have forgotten it.

Starting from the moment you set the password, all footage recorded to the target storage becomes encrypted;
retroactive encryption for the previously recorded archive is not supported.

When the storage password is changed, the new password is used for encryption from then on. If storage encryption
is disabled for some time and then enabled back, that part of the archive will remain unencrypted.

Duration Quota

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
132



Ganz CORTROL Global Administration Guide

Set a limit on global recording duration for your server here: enable quota management and then enter your desired
number of days. All recordings older than specified number of days will be erased.

B storage properties - o

Storage properties

B Directories ] ] ] ] ] ]
Use the controls below to setup the global recording duration. Selected quota will be applied to all media devices and storage

. drives.
¥ Duration guota

+| Enable global duration quota management
= Retention
Storage duration: |90 Days v

MNote that Server will maintain configured maximal storage duration so that it will force erasure of footage older than the
specified pont in ime.

oK Cancel

Global duration quota

Note that the global duration quota has priority over the individual (per-channel) duration quota that is set in
the Recording Configurations.

Retention

You can restrict the software erasing mechanism so that it cleans up old recordings only during specific hours, e.g.,
when the recorder is less overloaded or when the quality of recordings are less important.

B storage properties - o B

Storage properties

Retention

B Directories ] ] ] ] . ]
To recover disk space, storage subsystem deletes the oldest footage and implements ring buffer recording. Use the controls

. below to finetune the process.
¥ Duration guota P

~| Enable cleanup hours
% Retention
L=
18:00 o |Boo

[

A Mote that reducing cleanup hours might result in there being a lack of storage space for new recordings. When the feature is enabled,
reviewing and reducing disk quotas to avoid storage overflow is recommended.

oK Cancel

Enable cleanup hours

To do this, enable the cleanup hours setting and then specify the time period during which erasing is allowed.

/. This control has priority over the storage quota. Setting insufficient cleanup time may lead to storage overflow
and result in partially missing recordings. We strongly recommend that you do not enable any cleanup hours'
restrictions unless you absolutely know what you are doing.

Fallback

You can dedicate a specific recording location to serve as a failover storage, called fallback storage. Such storage
location will be used for recording only if all specified target storages of the certain type have failed.

Ganz CORTROL server automatically detects when a channel or channels cannot be written onto their normal
destination storage and switches to the fallback storage after the specified timeout has been reached. Minimum and
also default timeout is thirty seconds, and maximum is five minutes. A default system event is raised when fallback
is activated.
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a Storage properties - o

Storage properties

I Directories

Fallback storage is designed to take over any failed drive and/or network storage in case all disks belonging to a certain
storage type are unavailable.

¥ Duration guota
Activation timeout [30-300 seconds]: | 30

~ 1
x> Retention
A Note: the server will automatically start recording to the fallback storage after the specified time interval if the main storgae fails.

& Fallback

OK Cancel

Fallback storage settings

After setting the desired timeout, switch to the Directories tab and specify, which storage will serve as fallback.

a Storage properties - 0O B
Storage properties Directories
I Directories
Edit directory details &= New Directories
¥ Duration guota -
Path ol PA... STORAGE QUOTA FREE SPACE TOTAL SIZE
% Retention 1 D.. B Default 500.00 GB 268.09 GB 803.51 GB
8 Fallback Quota (GB)
100.00
Amount of disk space to store archive 4 Fi\. E Fallback 100.00 GB 218.58 GB 72538 GB
d best operation and optimal ~
recycling set 85-90% of disk
v
Storage
B rallback Change...
Storage
v
Apply changes Cancel

oK Cancel

Set fallback storage units
Usage example:

Consider a system where all main streams are recorded to the storage with the tag Main and all secondary streams
are, in their turn, recorded to the Substreams storage. If either or both of these storages fail, recording will
automatically proceed to the Fallback storage.

/. The fallback storage must be able to handle the load and have enough free space to keep the recordings until
the main storage gets back online.

Server checks if the main storage is available if one of the conditions has been fulfilled:

o server has finished and closed a data file (4GB)
o the data file has not reached 4GB in size but six hours have passed
e server was restarted
In other words, the recording mechanism checks if the main storage is available every 6h OR every 4GB of recorded

data OR after a restart (upon startup). If the main storage is OK, Ganz CORTROL server continues to record onto it;
the recordings made onto the fallback storage stay there and are not transferred anywhere.
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To save the changes, hit the Apply button beneath the storage settings, then hit OK to close the storage
configuration dialog box, and then click OK to finally save the storage settings together with the server
configuration. Pressing Cancel on the last step will revoke the changes in the storage configuration.

Archive Protection and Deletion

Outdated archive is erased automatically once any of the quotas is reached (storage or duration, server wide or
individual). Oldest recordings are removed to free up some space for the newer recordings. However, there are some
exceptional cases when the footage is not or may not be erased:

o storage marked as Readonly will not be used for writing and no data will be erased from such storages
based on quotas (however, footage from such storages can be removed using selective erasing from the
Ganz CORTROL Client application)

¢ 1o erasing will be conducted outside cleanup hours (by default, erasing is allowed 24/7 and this setting is
recommended)

e protected archive intervals will be also ignored by the erasing mechanism until you un-protect them

Archive protection is an additional feature available in the Ganz CORTROL Client application, in playback mode.
You can mark certain footage to protect it from being erased if it is important to keep it for longer, overriding the
quotas (e.g., important evidence). To unlock the protected intervals, go to Archive statistics in the Monitoring
section of Ganz CORTROL Console.

/i, If there are too many protected recordings on a disk, the storage may be filled up to 100%: this may negatively
affect the overall recording operation. Pay attention to the amount of free space on every storage unit in case
you are using archive protection:

e set lower recording quotas so that there are always 10-15% of free space on each storage,
e un-protect the archive that no longer needs to be protected from erasing.

/. When you protect a short period of the archive (e.g., several minutes), in fact, the whole file containing
this period is protected from erasing. Therefore, intervals adjacent to protected period will also be locked. You
can verify the exact protected interval by opening Ganz CORTROL Console >> Monitoring section >> Archive
statistics >> Protected intervals.

Keep this in mind when protecting too many short intervals: as all files containing them are locked, they will
not be erased when forcing quotas, so you may come to a point when there is not enough free space on the
disk. If you know you will use the archive protection feature a lot, it may be wise to set a lower disk quota -
for example, 80% instead of 90%.

Ganz CORTROL Client application allows users with corresponding privileges to delete certain parts of the archive.
This mechanism can delete recordings from storages marked as Readonly but cannot erase protected archive from
any storage unit.

If the footage is not protected, it will be removed as outdated when the server eraser reaches one of the quotas. Also,
the unprotected footage can be removed manually by someone who has a permission to delete archive.
However, as such a feature may be regarded as a potential threat for the archive integrity, it is disabled by
default. You can enable it in the server storage settings by marking the Allow manual deletion option.

/i Enabling manual archive deletion will automatically enable the admin user to do so, as admin is a root user
who has all possible privileges. The same is true for all users belonging to the Administrators group. If you are
enabling this feature, make sure that no unauthorized personnel have access to the administrative accounts.

Time Restricted Access to Archive
There is a possibility to grant archive access permissions for a limited time: for example, for the last N days or M
hours. The access permissions are a part of the channel permission set.

Here, in the server settings dialog box > Storage tab, you can define the allowed archive access period, starting from
the present moment.
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2 o

= Sterage Recent archive interva

@ Security policy 30 Hours v
AN Audit policy

Depending on your needs, the duration can be expressed in minutes, hours, or days. The minimum period is 10
minutes and the maximum value is 366 days (1 year).

Example: if the recent archive interval is set to 30 minutes, all users having a Restricted video playback permission
will be able to browse the last half an hour of the target channel archive in all archive playback modes of the Ganz
CORTROL Client application.
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6.2 Watchdog

General

Server Watchdog is an important part of the Ganz CORTROL software. It runs as a separate Windows service
and protects the software from certain types of failures by automatically attempting to restart the server.

Watchdog operates based on the software and system overall health monitoring; default trigger values have been
selected on the grounds of our analysis of extensive tests, which we conducted on many systems with different
configuration and stability level.

Although it is possible to disable the Server Watchdog service, we strongly advise against doing so, as the principal
role of the watchdog is to keep the software operation as stable as possible in the given circumstances.

Watchdog operation can be tracked by messages in the Windows Application log and in the software Audit log. If
you do experience frequent disturbances such as software restarts or server rebooting, this might be an indication of
some serious issue related to the software, operating system and/or underlying hardware. In such a situation, the
best course of action is to:

o carefully read the messages in the Windows Application Log, as these may already contain some indication
of why Watchdog was triggered;

e refer to the relevant topic in the Troubleshooting section of this manual to read about typical causes of
such cases;

e send a Problem Report from the faulty server, providing as much information as possible about the issue;
e consult the CBC AMERICA LLC technical support team directly via cortrol@cbcamerica.com.

Configuration

Watchdog operation can be configured for each server independently. To access the watchdog settings in Ganz
CORTROL Console, select Configuration in the bottom left menu and select Servers from the list on the left, then
double-click the desired server or simply click Edit button on the top panel for the pre-selected server.

@ Configuraion > Servers

Configuraion

o Create server |~ Edit Assign group ® 1 selected

Organizations
& Networks =B Central Server (101)
= Servers

B Failover clusters
Locate server for Watchdog configuration

In the Server dialog box, select Watchdog from the left menu.
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= Server Central Server®

server Watch

f Details

Watchdog options
2 Connections

) | Enable watchdog
& Membership g

Number of failures to reboot: |3

Performance

Config t

tchdeg to monitor system performance, detect contingent situations and attempt to fix problems,

| Monitor system committed memory usage ratio o

Maximum allowed: 80

Monitor system pool non-paged memary usage (MB) @

v| Monitor server private memory usage ratio i)

Maximum allowed: 45

v| Maonitor server virtual memory usage ratio Li]

Cperation
of§ Permissions
After the start of the application, the w J:(’IE:‘:'| will mot 9:"f orm restart or reboot actions within this EI!’.C interval
& Watchdog i
Grace interval, seconds: 30
E Storage The watchdog may be set to reboot in cases of frequent failure. If at the specified number of failures are detected
of time, a restart of Windows will be initiated, Entering zero in any field below wall disable the restart
Reboot interval, minutes: 3

QK

Cancel

vithin the specified amount

Watchdog configuration
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The table below contains a detailed explanation of the watchdog settings. Please note that, for most cases, default
and near-default settings are recommended,; it is advisable that you consult with CBC AMERICA LLC
support if, for some reason, you plan to make extensive changes to these settings. Click the information icon next to
each setting to read more about them.

restart times

Setting Description Default
Value

Enable Enables Watchdog operation for the target server Enabled

Watchdog

Grace Time interval in seconds, counting from server start, during which Watchdog will not | 30

Interval, attempt to restart the software

seconds

Reboot Watchdog will reboot Windows if there have been a certain number (N) of software 5

Interval, restarts (N is specified below) in the given time interval; the default for rebooting is 3

minutes restarts in 5 minutes; setting the specified number to o will disable rebooting

Number of Watchdog will reboot Windows in case there have been N software restarts in the time | 3

Failures to interval specified above; the default for rebooting is 3 restarts in 5 minutes; setting the

Reboot specified number to 0 will disable rebooting

System Watchdog will restart the software if the ratio of total system committed Enabled,

Committed memory exceeds the specified percentage; this value is shown under Memory section | 95%

Memory of Performance tab in the Windows Task Manager

Usage Ratio,

%

System Pool Watchdog will restart software if the amount of system nonpaged pool memory Disabled

Nonpaged exceeds the specified amount

Memory

Usage, MB

Private Watchdog will restart software if the amount of private memory used by server process | Enabled,

Memory exceeds the specified value 45%

Usage Ratio,

%

Virtual Watchdog will restart software if the amount of virtual memory used by server process | Enabled,

Memory exceeds the specified ratio; ratio shows the amount of virtual memory used by server 90%

Usage Ratio process versus maximum per-process virtual memory allowed by OS

Enable Enables automatic software restart for performance optimization Enabled

periodic

restart

Restart Choose between every N weeks, days, or hours; use hours for troubleshooting purposes | 1 week

interval

Weekday Restrict periodic restart to specific day of the week Sunday

Enable Limit periodic restart to specific hours, e.g. only restart at night; we recommend to Disabled

periodic leave at least a 1h interval for the restarts

Up to software version 1.22, the System Committed Memory Usage Ratio was equal to 70% by default. Afterwards,
it has been changed to 95% for a more optimal usage of system resources.

If you choose to limit the periodic restart time to specific hours or weekdays, the watchdog service will attempt to
restart the main service straight away (at the very beginning of the allowed interval). If the watchdog does not
succeed for some reason, it will continue to try until the end of the period, and then the next attempt will only take
place when the next safe period begins. For example: if the restart is limited to 00:00-08:00 on Sundays, you should
typically expect the restart at 00:01 on Sunday; if the watchdog was manually stopped before that time and started
at 08:30, the following periodic restart would not happen until next Sunday at 00:01.
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6.3 Server Policies

Ganz CORTROL policies are configurable sets of rules that are followed by Ganz CORTROL servers when handling
access requests. At this point, these include security settings and external database configuration. Default values and
state of the policies depend on the chosen security level.

Security Policy

Security settings related to password management, connections etc. can be defined for each system. To access the
server security policy settings via Ganz CORTROL Console, choose the Configuration section, select Servers from
the menu on the left, double-click your target server and then click the Security policy tab.

It is recommended that, in order to enhance your system security, you do not leave the default policy settings but
rather define your own, system-specific preferences.

=2 server Torchwood* - o RS

Server

Security policy

& Details

) Minimum password length
= Connections

12
2. Membership fini

of Permissions Minimum number of special symbols in password

2

& Watchdog

B storage Minimum number of digits in password

A& Security policy !

QK Cancel
Server security settings
The table below details the available settings.
Setting Description Default
Value
Minimum password Minimal mandatory length of a user password 8

length

Minimum number of Define how many (at least) special characters (#$%&...) must be present | 2

special symbols

in a user password

Minimum number of Define how many (at least) digits must be present in a user password 2

digits

Minimum number of Define how many (at least) UPPERCASE letters must be present in a 2
uppercase letters user password

Minimum number of Define how many (at least) lowercase letters must be present in a user 2
lowercase letters password

Number of previous Password history to be kept by the server to prevent the user from using | 1
passwords to remember | the same password again when changing it

Maximum number of Define how frequently Ganz CORTROL will ask users to change their 0

days between password | password; this setting can be overridden in the user settings to make the | (unlimited)
change password never expire for a specific user

Maximum number of Allowed number of simultaneous incoming connections from the same 0
simultaneous user account via any port (TCP/HTTP) or client app, this setting can be | (unlimited)

connections with the
same login name

overridden for the specific user in the user settings; o=unlimited
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Maximum unsuccessful | After this number of unsuccessful login attempts the user account will be | o
login attempts* blocked (can be unlocked via user properties). Set 0 to allow unlimited
attempts.

Disconnect disabled Disconnects User from Server as soon as system marks account as Disabled

users** disabled (not
selected)

Disconnect upon user Disconnects User from Server as soon as password change event Disabled

password change** happens (not
selected)

Disconnect if password Disconnects User from Server if user password is expired Disabled

expires** (not
selected)

Disconnect if auth token | Disconnects User from Server if authentication token was reset Disabled

is reset** (not
selected)

Password related policies are solely meant for Ganz CORTROL internal users and they do not affect any other user
account settings (e.g., Windows users etc.). All policies are in effect for all user accounts, including the built-in
root admin user account.

*To unlock the user account, go to the Users section > open the user details for editing > enable the Active option
> save. To override the policy for a specific user, enable the Never lock account on bad password option in the user
account details.

** if the option is disabled - the user will continue with the current session, even if this particular user is already
disabled.

) The maximum number of simultaneous connections from the same user account can be re-defined for
any specific user via user settings dialog box. User-specific setting has priority over global connection quota
and it may be either larger or smaller than the global quota.

Example 1: global policy is set to 0, which means no imposed limitations. However, user account admin has
his max number of connections set to 3, which means that three incoming connections with this user account
are allowed at a time so that the administrator can connect via Ganz CORTROL Console, Ganz CORTROL
Client and Ganz CORTROL Mobile at once for troubleshooting purposes.

Example 2: global policy is set to 1, which means only one connection from each user is allowed at a time.
However, user demo has an allowance of 30 simultaneous connections so that this account can be used for
demonstration purposes.

Two-Factor Authentication

For additional security, you can turn ON two-factor authentication (2FA) for all client logins. When 2FA is
enabled, all users who want to connect to your Ganz CORTROL server, will have to enter both their password and a
code they receive. Thus, the users prove their identity not just by entering what they know (the password) but also
what they have (the email or phone). By default, this policy affects all users; you can disable 2FA for individual users
in their permissions.

) At this point, Ganz CORTROL 2FA supports code sending via email and SMS, and works for Ganz CORTROL
Console and Ganz CORTROL Client login.
Terminology:

¢ session: an established connection between client and server once the user logs in
¢ code: a numeric code sent to the user's email

The following settings are available here:

Setting Description Default Value
Enable two- If selected, additional authentication will be required for server login Disabled
factor
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authentication

Set up Set up desired providers (using email servers or other means) that will be used | [button]
notification for sending out authentication codes

providers

Session During this time period, 2FA will not be requested again if client disconnect was | 1 day
expiration caused by server; after this time or after user-initiated disconnect, the user will

time have to use additional authentication again

Code The time period during which the sent code will be valid, starting from the code | 00:05:00 (5
expiration sendout moment; after this time, the user will have to request another code minutes)
time

Code The minimum time between two consequent code requests; the user will be 00:00:10 (10
generation unable to request a code more frequently seconds)
interval

Skip for If enabled, 2FA will not be applied to localhost connection Enabled
localhost

connection

Subject Message subject line, can consist of text and macros (via right-click) {SESSION_1ID}
Body Main message part, can consist of text and macros (via right-click) {CODE}

) Name your notification providers according to the used verification source (e.g., Email) so that the users
understand where to look for the code.

) Write some text in addition to the session ID and the code so that:

1. The user understands which one is which
2. The email does not go to Spam

When you try enabling 2FA, you will get a warning that you will need to test 2FA before saving the configuration.
This is necessary to ensure that all the settings are correct and 2FA actually works; otherwise, you may be unable to
log into the system at some point. The 2FA verification will start when you click OK to save and close the settings
window.

Settings to be verified before enabling 2FA:

e make sure you have added a valid 2FA notification provider (SMTP server)
e add a contact email for each user

e it is recommended that at least one administrative user account is allowed to log in without 2FA, or 2FA is
disabled for localhost connections: this is to ensure that you can log into the system if your 2FA
notification provider fails or becomes unavailable

= Server My Server* - o B

Server

Two-factor authentication

Watchdo
¢ ? Code generation interval

B storage 00:00:10

The minimal amount of time between two consequent code requests, 10 seconds by default
0 Security policy
v| Skip for localhost connection

ﬂ Two-factor authentication* If enabled, 2FA will never be used for connections to local server that are using loopback address
Subject
2FA code for session #{SESSION_ID}

Es1 i
E;)' External audit Subject text template for the notification messages

M Audit policy

& External databases Body Insert field  ~
- {USER_FULLNAME}, your 2FA code for server [SERVER_NAME} login is {CODE}.

B R e ol

oK Cancel
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Two-factor authentication settings
The best approach for 2FA configuration:
e in 2FA settings, add a notification provider and adjust everything but do not enable 2FA yet, click OK to
save
¢ make sure your email server user for notification provider is valid, and that all users have correct emails
e go to 2FA settings again and enable it, and go through the test verification
When you turn off 2FA, you will have to go through the setting verification again next time you enable it. If you
make changes to the 2FA settings and enable it at once, this test verification will use the previous settings for

formatting and intervals (because it basically happens before saving the settings, and these will not be saved until
you pass 2FA successfully).

Two-factor authentication is also a recommended setting when you choose the highest cybersecurity level - the
system will check if 2FA is enabled and remind you with a warning mark if it is not.

Audit Policy

Whenever a permission is used, a corresponding entry appears in the internal Ganz CORTROL audit log; internal
server events are logged as well. The audit policy lets you define, which user actions and server events are recorded,
as well as set the maximum size and duration of the audit log.

=2 Server Global Server® - o
Server

& Details

Maximum number of records
& Membership 1000000

of§ Permissions

Maximum number of days
= Connections

30
& Watchdog

B storage Events

0 Security policy
4 || Server events
[N Audit policy
v (W Internal server events

v/| Resource access

[

4 | Archive

v| Bookmark added

4 |m] User events

4 |v| E&A

4 v Rule modifiers

v| Event condition added

QK Cancel

Ganz CORTROL audit policy

The default limit for the number of audit entries is one million and they are kept for one month; set zero days to
disable the duration limitation (the quota for the number of records will still have effect). By default, all the events
are audited.

External Audit

For Ganz CORTROL Global software edition, it is possible to set up set up log event storing in an external audit
database.

The main (internal) audit log is kept always, and the external audit is a copy (addition). You cannot turn OFF the
internal audit if you do not need it, but you can limit it to one or two days, and keep the external log for a longer
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period. The built-in database (SQLite) is OK for low and medium load; for high and extra high load, especially for
lots of entries per second, an external database with extra hardware is strongly recommended.

-
== Serye

server

External audit

& Details

Database connection £ Database connection

.“?*- Membership Database: None

Database connection

of§ Permissions

Database
2 Connections SElUp datapase co
Mone A
& Watchdog Nore
E Storage SqlServer
. . PostgreSgl
0 Security policy
MySdl

AN Audit policy

[Ex External audit

A Bookmark policy

5 NTP Server

OK Cancel

Connecting an external database for the audit log

At this point, three database formats are supported:

e SQL database
e PostgreSQL
e MySQL

First, set up your external database, and then fill in the corresponding settings in Ganz CORTROL Console: server
host, port, user account, and target database name.

/i, Please consult with your database server architect to build the database server. Ganz CORTROL hardware
recommendations do not include hardware for the external database server.
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= server My Server® - O BB
server External audit
& Details
Database connection
&% Membership Database: SglServer
Connection string: Persist Security Info=False;database=Name;server=192.168.1.80,6777;user
of§ Permissions id=admin;Password="*******Paoling=true;Min Pool Size=5;Max Pool Size=100
2 Connections Setup database connection... Test database Reset database
& Watchdog Maximum number of days
366
B storage -
Maximum number of days to keep in the database (0 - unlimited)
O Security policy Maximum number of records
[N Audit policy 0
Maximum number of records to keep in the database (0 - unlimited)
ol i
[E» External audit 7 Enable
I Book K i Vhen enabled, server will push audit events to the specified database
ookmark policy
5 NTP Server
oK Cancel

Once you have entered the database connection details, you can test it and enable it

After adding the database connection, you can test it to verify that the entered configuration is correct. The database
must exist for the Ganz CORTROL server to connect successfully, and you cannot create a new external database
from Ganz CORTROL Console. The connection test runs automatically once you have entered a new DB
connection or modified the connection settings.

/. The connection test may take some time. You can tell by the disabled (grayed out) buttons below. If you
close the server settings dialog box, the test will still run in background so you will have the result pop up after
some time.

If your target database contains something else and you want to clean it, press Reset: all contents of the target
database will be then removed and replaced with the tables necessary for the audit log.

Similarly to internal audit, here you can limit for how long and how many records should be kept in the external
audit database. Set zeroes for unlimited options (the number of records will be then only limited by database type).

=

'/ External databases are recommended when you need to keep larger amounts of information for much longer
periods of time. The built-in database (SQLite) is OK for low and medium load; for high and extra high load,
especially for lots of entries per second, an external database with extra hardware is strongly recommended.

You can prepare the database connection and leave it disabled (default mode) until you decide to enable the
external logging. To do this, put the check mark in the corresponding checkbox.

When done, click OK to save the settings and close the dialog box.

Troubleshooting: if, during operation, the Ganz CORTROL server is unable to write events to the external
database, you will have a warning (highlighted orange) in the Monitoring section of Ganz CORTROL Console,
under the Servers category. Click the target Ganz CORTROL Global server, then click Details on the upper panel to
see the database connection errors.

External Databases
For certain data types, you can set up separate databases in a similar manner. In the External Databases tab,

available databases will appear.

Currently available: a separate database named Recognition history database can used for storing external
recognition events. Without it, only metadata (bounding boxes) are stored for external recognitions (in the video
archive), so you will be unable to search these events in a separate tab in Ganz CORTROL Client. If you do not use
external services/cameras for LPR/FR recognition, you will not be needing this database.
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) If you have made a clean installation, this DB is enabled by default. If you made an upgrade from a software
version prior to 1.21, this DB is disabled.

Click the i Edit button to change the built-in database settings: limit the number of recordings and the number
of days, and enable/disable the database. Click OK to save and then OK again to save and close the dialog box.

-
=

server External databases

External databases

0 Security policy
Recognition history DB

& Built-in

& Two-factor authentication

= eenior+d Awvailable external datal ,
This database will be used for st
[N Audit policy
Title

Feal i

Ex External audit hone

& External d & Built-i

2» External databases =» Built-in

M Bookmark policy

OK Cancel

Change built-in database settings

The built-in database cannot be removed and it is enabled by default for all new installations.

Bookmark Policy

Here, you can set limits for the bookmark database by defining its desired duration and size, and also change
bookmark colors for different severity levels. The settings here affect the whole system - all servers, all channels.

The default (and also the maximum) number of records (items in the database) is 500000, and they are kept for
5 (five) years. Set 0 days to set unlimited duration quota (the items' quota will still have effect).

These limitations were introduced in the software version 1.14.1. Therefore, when you upgrade from an older
version, database will be reduced in size by removing the oldest bookmarks so that their number matches the default
quota (500000). If the old database contains more than 1 million items, it is truncated and compacted during the
upgrade.
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=2 Server Global Server - o

Server

& Details

Maximum number of records

& Membership 500000

Maximum number of records to keep in the database

off§ Permissions

Maximum number of days
2 Connections

1825
‘ Watchdog Maximum number of days to keep in the database [0 - unlimited)
B Storage Bookmark severities
@ Security policy Edit bookmark severity details Bookmark severities
M Audit policy SEVERITY
Severity
A Info
M Bookmark policy I
A Low
Coler Normal
48, 99, 180 b
L High
M Critical
Apply changes Cancel

OK Cancel

Limitations for the bookmark database and default colors

Bookmark severity levels were introduced in the software version 1.16.0. Prior to this version, all bookmarks were
red and had no ranking; to preserve compatibility with older archive, all bookmarks from the older archive will stay
red and have the highest severity, Critical. Here, in the policy tab, you can change the colors used for different
bookmark labels. To do this, select an item in the ranking list, then choose a color using the built-in picker.

After you change the color related to a certain severity level, all bookmarks with that severity level will start using
the new color. If the bookmarks are already opened somewhere (e.g., on the timeline of a Ganz CORTROL Client),
simply refresh the timeline to see the new color: remove the channel from the view and add it anew. In instant
playback mode, switching to live and back will do the trick.

NTP Server

Ganz CORTROL servers use the local machine time. Ganz CORTROL Console provides you with an opportunity to
force sync time with the specified NTP server.

Essentially, this is the same as configuring the target server OS use the specified NTP server: the time server you set
via Ganz CORTROL Console is applied to the underlying OS settings. The only difference is that you can do this
remotely via Ganz CORTROL Console interface, without connecting via RDP or other remote control software.
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= Server myserver®

server
& Watchdog -
Time synchonization type
E Storage Use custom settings A
a Security policy Time synchonization type.
NTP server

[N Audit policy
t|me.cloudﬂare,c0ml

[ External audit NTP server

) Time synchronization interval
M Bookmark palicy
10 Hours v
ﬁ NTP Server* Interval at which windows time will be synchronized with NTP server. The interval must be in range [30 seconds

- 366 days].

OK Cancel

NTP server connection settings

The available settings here are:

e NTP server: the target IP or hostname of the time server, local or public

¢ Time synchronization interval: how often to sync the time, choose any desired interval from 30
seconds up to 1 year.
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6.4 Security

All Ganz CORTROL editions have enhanced security aimed at data protection, which includes not only advanced
permission management but also encryption wherever possible. Data protection for Ganz CORTROL encompasses
database encryption, server-to-server and server-to-clients connection encryption, password protection for the
proprietary archive, as well as certain system settings and policies that increase the level of cybersecurity.

The system offers pre-configured security levels, each of which includes a certain preset of security-related features.
Some of the security settings are system-wide, and some other can be adjusted for individual servers (e.g., archive
encryption).

Cybersecurity Dashboard

You can access the cybersecurity dashboard via Ganz CORTROL Console main menu in the top right corner > Cyber
security.

Four pre-defined security levels range from the lowest to the highest. You can choose any level as a basis and,
either leave it is it is, or turn off individual security checks.

/. The security checks for the selected settings mean that these settings are monitored and you are warned trying
to assign an inappropriate value. Enabling a certain security level does NOT change any of the related
configuration parameters!

Each security check means that the related setting is tracked and you are notified if it does not meet the security
requirements. For example, if the automated backup location is on the same disk as the main configuration file, the
backup directory setting in the Automated backup configuration dialog box will have a warning shield. Thus, the
selected security level is a set of recommended security settings, and you are free to ignore the warnings
or exclude individual checks from the security profile.

v Mever lock account on bad password

[m L
-

Cybersecurity warning example: the setting does not fit the currently selected security profile
Security Levels

The cybersecurity dashboard will display recommended setting values accompanied by warnings if the current
preference is lower than recommended. For some of the checks, the warnings cannot be displayed: this happens if
the security check is applied at a certain moment. For example, this is true for the storage and device passwords: the
server cannot validate the existing password so the password complexity will be estimated on the password creation
step.
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| @ Cyber security - o S

lect security level and adjust individual settings

Security level - Medium

]

Security checks 517

]
v Password Apply check for password complexity -
v Mever lock account on bad password  disabled
’ Device
W

8l 4 Cancel

Cybersecurity dashboard
Cybersecurity levels:

¢ None: no security checks at all

e Low: only some password policies and server backup settings are tracked

e Medium: more of these settings plus user- and device-related settings

e High: all possible settings related to security are monitored for maximum system protection

If the security check concludes there are issues with the current configuration, you will be notified with an orange
shield and offered to review the list of issues.

Security level - Medium

|

Security checks (17,17 Show active issues

The shield in the upper right corner displays the number of active issues

Click the Show active issues button to see the list of detected security issues and recommendations on how to get rid
of them.
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@ Cybersecurity report

Active issues

Export to CSV

SOURCE

PROBLEM

# Automated backup configuration  Automated backup folder is on the same drive as configuration folder. It is recommended to use a different drive for automated backup.
& Automated backup configuration  One or more databases is not selected for backup. It is recommended to backup all databases.

= Glo ‘Maximum number of days between password change' condition is not met. It is recommended to set less than 91 value.

= Glo ‘Maximum number of simultaneous connections' condition is not met. It is recommended to set less or equal to 1 value.

= Glo ‘Maximum unsuccessful login attempts' condition is not met. It is recommended to set less or equal to 5 value.

& admin ‘Never lock account on bad password' is enabled. It is recommended to disable ‘Never lock account on bad password' setting.

The list of active issues with recommendations on how to rectify them

From here, you can save the list of active cybersecurity issues into a CSV file.

Security Checks
The following security checks are available with their corresponding recommended values for different security
levels:

Category Security check Low Medium High
Automated Automated configuration backup mode Enabled |Enabled |Enabled
configuration Automated confi i i

guration backup interval Every 5 Every 2 Every day

backup days days

Number of config backup files to keep (max) 1or more |15o0r 30 or

more more

Backup directory is located on a different drive - + +

Databases to be backed up - All All
Server security Minimal user password length 6+ 8+ 12+
policy characters | characters | characters

Minimum number of uppercase letters in the user 1+ 2+ 2+

password

Minimum number of lowercase letters in the user 1+ 2+ 2+

password

Number of previous passwords to remember - 1+ 3+

Number of days between password changes - 90- 30-

Max number of simultaneous connections using the - 1 1

same user account

Max unsuccessful login attempts before blocking the - 5- 3-

user account

Minimum number of special symbols in the user - - 1+

password

Minimum number of digits in the user password - - 2+
Server storage Check storage password complexity (upon setting the - + +

password)

Storage encryption is enabled - - +
Audit policy All audit options related to security policy are enabled | - + -
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Server connections | Client-server connection encryption is enabled - - +
HTTPS is enabled - - +

Two-factor 2FA is enabled - - +

authentication

(2FA)

User account Check password complexity against server policy - + +
Lock account after N unsuccessful login attempts - + +
("never lock on bad password" option is disabled)
User password is valid for a limited time ("password - - +
never expires" option is disabled)

Device settings Verify password complexity (upon entering the - + +
password)

Some of the security options are hard-coded so it is impossible to disable them (e.g., database encryption) and these
are therefore not listed here.

Database Encryption

Ganz CORTROL server uses several databases for storing the server configuration, audit logs and other software
data, and all of them are encrypted by default. Once you install the software version that supports database
encryption, all the databases are automatically converted to the encrypted format. There is no need to adjust any
settings to enable this feature.

=

‘¢ Database encryption was introduced starting from the Ganz CORTROL version 1.8.0 and is supported in all
succeeding versions.

Connection Encryption

Traffic encryption is not enabled by default, it can be turned ON in the server settings, in the Connections tab. There
are separate settings for TCP connection encryption and HTTPS.

=2 Server myserver= - o RS

Server

Connections

& Details

Client-server connection encryption

& Membership AES-128 .
Enables encryption for all communications between servers and clients via TCP. Server restart is required to apply this setting

of§ Permissions

HTTP port HTTP port
2 Connections* 9191 8080

HTTP port, enter 0 to disable HTTP port, enter 0 to disable
& Watchdog

vl Enable HTTPS
E Siorage Specify ports for HTTPS connections
0 Security policy HTTPS port HTTPS port

9093 8083

ﬂ Two-factor authentication HTTPS port, enter 0 to disable HTTPS port, enter 0 to disable
[ Audit policy Digital certificate

# test certificate

[ External audit

- Digital certificate

OK Cancel

Ganz CORTROL Global server connection settings with encryption options
Client-Server Connections

This setting affects all TCP traffic between servers and clients, including server-to-server communications in Ganz
CORTROL Global.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
152



Ganz CORTROL Global Administration Guide

The currently available encryption options:

¢ None: no encryption
o AES-128 or AES-256: choose the one you need

/. When configuring a Ganz CORTROL Global system that has remote servers and clients of version 1.7 or
earlier, make sure to upgrade all remote components to the same version as Ganz CORTROL Global so that
they support encrypted connections. As soon as it is done, you can safely enable encryption for TCP
connections.

HTTPS

Connections from remote Web browser clients and mobile applications, as well as API connections, can also use a
secure channel instead of plain HTTP.

To enable secure communications, enable HTTPS in the server settings, then specify desired HTTPS ports (different
from HTTP ports) for local and internet connections, and then add the digital certificate you wish to use; you can
either use your own certificate or generate a self-signed one right on this step.

/. If you are setting up a Ganz CORTROL Global system:

In addition to the setup in the central management server settings, HTTPS should be enabled for each Ganz
CORTROL Recorder separately, in the settings of the target server. The certificate, though, should be
only added once, and then you just need to choose it from the list, when setting up HTTPS on the Ganz
CORTROL Recorder machines.

]

It is recommended that you use a valid digital certificate signed by a trusted authority instead of self-signed
ones. If you use a certificate generated by Ganz CORTROL, your browser will show you a warning.

T

Archive Encryption

Each archive storage (local or network), as well as archive backups made through the Archive Backup Wizard, can be
encrypted. You can provide a different password for every storage unit, and there is also an option to change the
password at any time.

Regular Server Archive

To access the archive encryption settings in Ganz CORTROL Console, open the Configuration section, choose
Servers on the left, then double-click the desired server to edit its settings. In the Storage tab, click the Open
storage properties button.
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a
Storage properties Directories
I Directories
Edit directory details == New ~ Directories @]
% Duration quota
PATH STORAGE QUOTA FREE
) Path
= Retention 1 CNArchive Files B Default 100.00 GB 262.02
CM\Archive Files
1 Fallback Path Q, set password - -
Quota (GB)
Set password
600
Amount of disk space to store archive data.
Forb an ptimal space
\EC“ cl -90% ‘m ‘:M‘:\ H‘:;\:wacw y. New password
STOrage *e0OOOOOIOIOIOIOIOLS P
E Default Change... Repeat password Password is too easy to guess L v
Storage
e 08000000000
Encryption
- Password hint
AES-128 -
Encryption
Change password...
Apply changes Cancel
< >
OK Cancel

Password-protected storage setup

Click the target storage in the list on the right or add a new local or network storage unit by using the +New button
above the storage list: its properties will appear on the left. Mark the Enable encryption option and specify the
password you want.

The currently available encryption options:

¢ None: no encryption
e AES-128 or AES-256: choose the one you need
To save the changes, hit the Apply button beneath the storage settings, then hit OK to close the storage

configuration dialog box, and then click OK to finally save the storage settings together with the server
configuration. Pressing Cancel on the last step will revoke the changes in the storage configuration.

) When assigning a new password for the storage, make sure to remember it or store in a secure place: you will
require it, should you need to access the storage contents in the following scenarios:
e when accessing the archive with the Portable Player tool
e when adding the same disk as a storage unit for another server
e when adding a disk with archive backup as a storage unit
e if you delete the encrypted disk from the storage configuration and then add it anew

There is a field that allows you to enter a password hint, which will be displayed in these situations.

You will not be prompted for the password when accessing the archive from the Ganz CORTROL Client
application connected to a server with encrypted archive: Ganz CORTROL server will decrypt it automatically.

/. There is no option to recover the password if you have forgotten it.

Starting from the moment you set the password, all footage recorded to the target storage becomes encrypted;
retroactive encryption for the previously recorded archive is not supported. If you wish to have the already recorded
data to be encrypted, you can use the replication feature in Ganz CORTROL Global, targeting the replicas to an
encrypted storage.
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When the storage password is changed, the new password is used for encryption from then on. If storage encryption
is disabled for some time and then enabled back, that part of the archive will remain unencrypted.

Adding an Encrypted Disk

If you wish to use a storage, which contains encrypted archive, as a new storage unit and add it to the server
configuration, you will be prompted for the password. You need to provide the password that was used to encrypt
that disk. If you have provided a password hint earlier, it will appear as a tooltip when hovering your mouse over
the password field.

/. Do not modify the contents of encrypted disks manually, this may result in the corruption of the whole
archive.

Archive Backups

The archive backup tool also provides an option to specify a password to encrypt the backup.

w4 Archive backup wizard - x

Step 3 of 4. Select tracks and backup destination

Select tracks selection and specify target location

Tracks Q

v TITLE SERVER SIZE INFORMATIOM

4 VI Store 2691 GB

Estimated size: 26.91 GB

N éEncrypt backup archiveé

Include portable player (209.02 MB)

Location [x] Browse...

Previous Cancel

Password protection for the archive backup

There is no difference if the backup is made from an encrypted or an unencrypted storage; the password provided at
this step will be used in future for archive access, whether you read the disk contents using the Portable Player tool
or add the disk as a new storage to some Ganz CORTROL server.

Encrypted Archive Access

When accessing an encrypted storage via Ganz CORTROL Client and Ganz CORTROL Mobile, the archive is
decrypted automatically and provided for browsing according to the user permissions.

Should you want to access a directory that contains proprietary Ganz CORTROL archive or its part (backup) using
Ganz CORTROL Portable Player tool, you will be prompted for the password.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.
155



Ganz CORTROL Global Administration Guide

Archive Files

You are trying to access an encrypted archive. Pleas
provide a password to continue.

Password hint: default

Encrypted archive access in the Portable Player tool.

If you have specified a hint at the point of setting the password, it will be displayed as text or as a hint when hovering
your mouse over the password field.
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6.5 Two-Factor Authentication

Ganz CORTROL servers support two-factor authentication (2FA) for the Ganz CORTROL Console and Ganz
CORTROL Client logins. It is disabled by default, and you can turn it ON via server policies. When 2FA is enabled,
all users who want to connect to your Ganz CORTROL server and who are not an exception, will have to enter both
their password and a code they receive. Thus, the users prove their identity not just by entering what they know (the
password) but also what they have (the email or phone). By default, this policy affects all users; you can disable 2FA
for individual users in their permissions.

) At this point, Ganz CORTROL 2FA supports code sending via email and SMS, and works for Ganz CORTROL
Console and Ganz CORTROL Client login.

Terminology:

e session: an established connection between client and server once the user logs in
e code: a numeric code sent to the user's email
¢ notification provider: an SMTP server or a GSM modem that will relay the notification

The recommended course of action is: first, create a notification provider, then fill in all the settings, save, and
then enable and test 2FA.

2FA Settings

2FA is configured via server settings: in the Configuration section, choose Servers on the left, then double-click your
server to open its properties. In case of a Ganz CORTROL Global system, make sure to open the central management
server properties.

The following settings are available here:

Setting Description Default Value
Enable two- If selected, additional authentication will be required for server login Disabled
factor

authentication

Set up Set up desired providers (using email servers or other means) that will be used | [button]
notification for sending out authentication codes

providers

Session During this time period, 2FA will not be requested again if a client was 1 day
expiration disconnected by server; after this time or after user-initiated disconnect, the

time user will have to use additional authentication again

Code The time period during which the sent code will be valid, starting from the code | 00:05:00 (5
expiration sendout moment; after this time, the user will have to request another code minutes)
time

Code The minimum time interval between two consequent code requests; the user 00:00:10 (10
generation will be unable to request a code more frequently seconds)
interval

Skip for If enabled, 2FA will not be applied to localhost connection Enabled
localhost

connection

Subject Message subject line, can consist of text and macros (via right-click) {SESSION_1ID}
Body Main message part, can consist of text and macros (via right-click) {CODE}

) Name your notification providers according to the used verification source (e.g., Email) so that the users
understand where to look for the code.

i} In the verification message, write some text in addition to the session ID and the code so that:

e The user understands which one is which
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e The email does not go to Spam

When you try enabling 2FA, you will get a warning that you need to test 2FA before saving the configuration. This
is necessary to ensure that all the settings are correct and 2FA actually works; otherwise, you or other user(s) may be
unable to log into the system at some point. The 2FA verification will start once you click OK to save the settings and
close the window.

Settings to be verified before enabling 2FA:

¢ make sure you have added a valid 2FA notification provider (SMTP server or modem)
¢ add a contact email/phone number for each user

e we recommend that you allow at least one administrative user account to log in without 2FA, or that you
disable 2FA for localhost connections: this is to ensure that you do not lose access to the system if your
2FA notification provider fails or becomes unavailable

You can configure 2FA without enabling it, verify these settings, and then finally enable 2FA.

= Server My Server* - o B
server Two-factor authentication
Watchdo -
. g Code generation interval
B storage 00:00:10 E

The minimal amount of time between two consequent code requests, 10 seconds by default
0 Security policy
v| Skip for localhost connection

ﬂ Two-factor authentication* If enabled, 2FA will never be used for connections to local server that are using loopback address
Subject
2FA code for session #{SESSION_ID}

F=1 - .
[-)l External audit Subject text template for the notification messages

AN Audit policy

& External databases Body Insert field  ~
- {USER_FULLNAME}, your 2FA code for server [SERVER_NAME} login is {CODE}.

T W S P

oK Cancel

Two-factor authentication settings
The best approach for 2FA configuration:

1. In 2FA settings, add a notification provider and adjust everything but do not enable 2FA yet, click OK to save.

2. Make sure your email server or GSM modem used as a notification provider is valid, and that all users have
correct emails/phone numbers in their account properties.

3. Go to 2FA settings again and enable it, then go through the verification.

When you turn off 2FA, you will have to go through the setting verification again next time you enable it. If you
make changes to the 2FA settings and enable it at once, this test verification will use the previous settings for
formatting and intervals (because it happens before saving the settings, and these will not be saved until you pass
2FA successfully).

Two-factor authentication is a recommended setting when you choose the highest cybersecurity level - the system
will check if 2FA is enabled and remind you with a warning mark if it is not.

Set Up Notification Providers

You can set up one of multiple notification providers of each kind to give your users an alternative in case one of the
providers does not work or is unacceptable for some reason.

To add a new notification provider, click the corresponding button in the 2FA settings. In the dialog box, you will see
the list of existing providers (none exist by default). Click the + New.. button in the bottom or use the drop-down
arrow to see all options.

For each provider, specify:

¢ Title: name that will be shown to the user (so make sure to include the communication means, e.g., Email
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via Office 365)
¢ Mail server: for e-mail notification providers, choose one of the pre-configured SMTP servers
¢ GSM modem: for messages, choose one of the pre-configured modems

-
=

server

B e Tate g 10108 2 atile]  Authentication noftification providers

& Security policy

Enable two-factor auth ‘
& Two-factor authentication Enable or disable two-factor auth! Nofifications P T
Ml Audit policy Set up notification providg o o
b External audit Session expiration time & Email via gmail server Authentication notification provider
01d 00:00:00

£ External databases

w | The maximum amount of time dur|

‘-I- MNew e-mail authentication provider OK Cancel

— MNew SMS authentication provider '[

Add new or edit existing notification provider
If you have no pre-configured means of notification delivery, add them, and then return to this screen.

Click OK to save the provider, then click OK to go back to 2FA settings. All created providers will be shown to the
user when they try logging in.

i} Tip: if some of your notification providers do not work temporarily, add a corresponding note to the provider

name. Thus, you will not have to remove it from the configuration but the users will know that they cannot use
it for 2FA.

To edit an existing provider, use the pencil button on the top panel; to remove any of the items, select it and then

click the Recycle bin button. Removed providers will be erased from the list, but the related email servers & modems
will be preserved.
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6.6 Third Party Authentication Providers

Ganz CORTROL servers can use external authorization frameworks, such as OAuth, to facilitate user login, allowing
your engineers and operators to use their existing accounts to log into Ganz CORTROL servers.

Currently supported authentication means:

e Google account
e AppleID

e Microsoft account
e Okta

e custom (generic)

You can use public OAuth providers or, if your organization requires so, set up a local custom OAuth service.

=

i For public OAuth services to work: please reconfigure your system firewall (s)
to allow browsers to connect to connect.vmsregistrationportal.com:5001 (allow
HTTPS traffic to that port).

To set up user login with external authorization, follow these steps:

. Add authentication provider(s) of your choice
Add user account

. Activate the user account

. Log in routinely

5. Repeat steps 2-4 for other users

AOO[\JH

Below, you will find a detailed description of each step.
Add a New Authentication Provider

In Ganz CORTROL Console, go to Configuration > Servers > double-click your server (Ganz CORTROL Global
server if you are using Ganz CORTROL Global system) > choose the Authentication providers tab. Click the Set up
authentication providers button to open the existing provider list.

Choose your desired authentication service from the drop-down list in the bottom part of the window: for
example, New OAuth provider (Google) if you wish to use Google accounts.

@ Configuration > Servers adin & C _

Configuration

4 Newserver |~ Edit Assign group X 1 selected i
= Servers = corver G
& Networks Server Authentication provid Authentication providers
[ External services B storage -
Set up authentication pro|
F
B Failover clusters & Security policy Authentication providers
X Users & Two-factor authentication Title Type
84 Devices & Authentication providers New OAuth 2.0 provider (Apple)
Mew OAuth 2.0 provider (Microsoft)
B Channels ) Audit policy - New OAuth 2.0 provider (Okta)
@ Recording ‘§+ New OAuth 2.0 provider (generic) 188 Cancel
@ Maps

External authentication provider setup in the server settings

For each authentication provider, different settings are available. For Google, Microsoft, and Apple accounts, the
settings are as follows:

Setting Description Default
Value
Title User-defined provider name that will be shown Google
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Enable Enable or disable current authentication provider (use this option to temporarily Enabled
disable the provider if you do not to remove it)

Provider type | [Automatic field] [Automatic

field]
Token Time interval, during which the user will not have to enter their password again 7 days (7d
expiration (session length) 00:00:00)
time

The token expiration time defines how frequently the users will have to log in again. You may want to set the session
expiration time equal to the operators' shift.

i} For Okta and other (generic) authentication types you must provide additional settings and fill in all the
suggested fields. You can retrieve these from the administrator who configured the authentication server.

Click OK to Save the newly created provider, then OK again to close the server settings dialog box.

& OAuth 2.0 authentication provider GOOGLE ACCOUNT* - o

OAuth 2.0 authentication provider

& Details*

Title

GOOGLE ACCOUNT

Authentication provider title

v|Enable

Enable or disable the authentication provider
Provider type

Google

Provider type

Token expiration time

05d 0000 2

v
The amount of time during which the authentication token will be valid

Apply OK Cancel

Enter settings for the Google authentication provider
Add Users

In Ganz CORTROL Console, go to the Configuration section and choose Users on the left. Click the drop-down
arrow next to the New user button and choose New OAuth 2.0 user. It is a special user type for external
authorization, which is first created in Ganz CORTROL Console and then activated after the user logs in for the first
time, thus binding the internal user to the external authentication means.
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@ Configuration > Users

Configuration A User wes===**@gmai.com* -
= Servers User
& Networks &' Details™ -
User login name
[ External services . Membership wef‘ *** @gmail.com
I Falover dusters & Resources Account name to log into the system. Case-sensitive
v| Active
A Users O Administration profile® Remove to disable account for any connection type
&4 Devices User type
OAuth 2.0
= Channels User type
v
@ Recording
Apply oK Cancel
@ Maps

Create a new user of the special type
Checklist:
1. In the login field, enter the target user's full login, which they would normally enter into Google to log in. If
the domain name is different from gmail, make sure to specify the full email address.

2. Grant the user the necessary permissions.

3. Save the settings, then copy the security token and send it to the user - they will need it when they log in for
the first time.

After the user logs in, the account entry in Ganz CORTROL will become bound to the external authentication
provider, and the security token here will be replaced with security ID. The user's name and full email address will
be filled in automatically.

The rest of the settings are similar to the regular user settings.
Login

Users can now log into Ganz CORTROL servers using OAuth via both Ganz CORTROL Console and Ganz CORTROL
Client. In either case, it is necessary to choose OAuth as login method.

When logging in for the very first time, they will have to enter the user token from Ganz CORTROL Console to bind
the accounts. Provide them with the token to ensure they can use the OAuth login method.
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6.7 Networ

ks

Networks (connections) is an auxiliary feature for surveillance systems with multiple different networks in use. It
gives you the opportunity to define a sort of a proper connection table for the central server, allowing the system to
combine remote and adjacent LANs and making the client<->server and recording <->central server connectivity
transparent for the users. In simple words, it is a way to teach the Ganz CORTROL Global server about the used
networks, so that it knows from where to expect the incoming connections. Network connections allow you to
combine servers from different network environments into a single Ganz CORTROL Global system.

L Client
4 Client

L Client—

——— Device
MM Device

[ ]
a
)
i
s
=)
m

Be Video Wall

S F

( )
Pﬂ} Network }—

-

- .
———== Server = Failover Server
) = Server - r
¢ Device = ? Failover Serve
—@M Device g g
H = Server 2= Failover Server
.84 Device [IMobile & Web Clients

m'\-‘oa le & Web Clients

—@4 Device Lgd Client—
@4 Device kgd Client

— @4 Device byd Cﬁenf—l

)

[

= Server =2 Archive Replication Server
——= Server [—== Archive Replication Server
== Server [ == Archive Replication Server
-
= Server
= Server
A ) :
"~ @ Network ") :
| -
' -
- ‘ = Server
— -"_'-:.'__ T
e T
Internet . —————— [ JMobile & Web Ciients
|—-"f

as Video Wall —

— Device
@4 Device

— @4 Device

A )
& Network )

= Central Server

| 3 Client
™ kg Client

¢ Client

[ Mobile & Web Clients

- - -
———== Server == Failover Server
- - .
——== Server &= Failover Server
i r
= Server = Failover Serve

Example of a system with multiple networks
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For instance: a system contains several LANs, physically detached from each other and connected to the central
server via the Internet; remote and mobile clients are connected both directly via the Internet and also from
different LANs with Internet access. Thanks to the connections' table, Ganz CORTROL Client administrators do not
have to worry about remembering and entering the correct network configuration every time, as the interconnection
routines will be carried out by the central server. From the Ganz CORTROL Client point of view, the administrator
simply enters the Ganz CORTROL Global server address, and the rest servers are automatically connected in
background (including failover servers).

It is important to understand that Ganz CORTROL network connections require a proper underlying infrastructure.
All LANS, firewalls, port forwarding rules, VPNs and/or any other involved configurations must be set up
beforehand.

/. Proper TCP/IP configuration, firewall and port forwarding must be set up in each LAN segment to ensure
unobstructed access from the central management server and remote clients' locations.

/. When you change the central server's IP address (move to different hardware or environment), do not forget
to change it in the server configuration via Ganz CORTROL Console.

=

' Networks for the recording servers are assigned from Ganz CORTROL Console management interface as well.
In order to discover recording servers from networks, which are different from the central server's network,
corresponding connections must be pre-defined in order to 'teach' the central server about possible locations.

To access the network configuration dialog box, select Configuration in the sections' panel and choose Networks
from the menu on the left.

VMS Management Console 2015 - localhost - o IEH
@ Configuration > Networks
Configuration
9 sk Create network Edit E[ X 1 selected
Organizations
& Networks & Camera LAN (106) 10.10.10.1,/24 168.212.226.204
= Servers @ Central Server network (102) 145.94.218.158/22
@ first floor (140) 192.168.4.1/26
B Failover dusters
& offices (113) 192.1689.2/24 98.54.34.2
* Users
B4 Devices
3% Channels M
[ configuration
% Events & Actions
© Monitoring
Recently added, 1 Recently updated, 1 O ASUS WebStora
1 file(s) have baen syr

Networks configuration component

Click the + New network button on the upper panel to bring up the dialog box.
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& Network - oI ER
Network Details
# Details
Title
L]
Local mask
2

Public IP address

Cancel
Create a new connection
The table below describes the configuration parameters.
Setting | Description Default
value
Title User-defined connection name, e.g. Remote Client HQ Office [empty]
Local LAN subnet defined in the IP/MASK format, e.g. 192.168.1.1/24 [empty]

mask

Public | Internet IP address as a gateway to/from the subnet; this field is optional, and if the network | [empty]
IP is only locally accessible, it should be left empty. If the target network is routed in relation to
address | the central server, enter the gateway address here.

Local mask: lets you define the subnet size. This field accepts the network mask in the CIDR notation, i.e., in the
[TP/MASK BITS] format. The IP address can be any IP from that subnet. It may be the first one in the subnet, or
correspond to the Ganz CORTROL Global server address. The mask (subnet size) is defined as /x (slash X) format
(see the cheat sheet below). Thus, entries 192.168.1.1/24 and 192.168.1.83/24 designate the same LAN. Entries
192.168.1.1/26 and 192.168.1.83/26 designate different, non-overlapping subnets. If not sure about the subnet sizes,
use any IP subnet calculator widely available online.

' If you have multiple LANs in the same physical environment, it may be a good idea to make them adjacent. In
that case, you can simply create a single network of a larger size in Ganz CORTROL Console.

Example:

e real server LANS: 192.168.0.1/24, 192.168.1.1/24, 192.168.2.1/24
e Ganz CORTROL Console network configuration: 192.168.0.1/22
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CIDR MASK IP RANGE EXAMPLE

\30 255.255.255.252 192.168.0.1 - 192.168.0.2
429 255.255.255.248 192.168.0.1 - 192.168.0.6
\28 2553.255.255.240 152.168.0.1 - 192,168.0.14
\27 255.255.255.224 192.168.0.1 - 192.168.0.30
\26 255.255.255.192 192.168.0.1 - 192.168.0.62
\25 255.255.255.128 192.168.0.1 - 192.168.0.126
\24 255.255.255.0 192.168.0.1 - 192.168.0.254
\23 255.255.254.0 191.168.0.1 - 191.168.1.254
Y22 255.255.252.0 191.168.0.1 - 191.168.3.254

Public IP address: this is not necessarily an Internet address. Enter your LAN gateway here if your central
server is in a different network. If the target network is remote, enter the remote gateway here.

Example: a network configuration includes subnets 192.168.1.1/24 and 192.168.45.1/24, with corresponding
gateways set up as 192.168.1.254 and 192.168.45.254, routed via a router. Ganz CORTROL Global server is in the
first subnet and Ganz CORTROL Recorder machines are in the second subnet. In order for this to work:

1) Make sure your router configuration is correct, and then
2) Set Ganz CORTROL network settings as follows:

a. Central server address - 192.168.1.x

b. Central server network mask 192.168.1.1/24, public IP address 192.168.1.254

c¢. Add another network with network mask 192.168.45.1/24 and public address 192.168.45.254
Having done that, you should be able to run Ganz CORTROL Recorder autodiscovery.

/. Ganz CORTROL settings do not alter your network configuration. We understand that every network in every
system has a different configuration, therefore, the software provides you with a possibility to "teach" the Ganz
CORTROL about the network configuration. If your network does not provide correct routing, please contact
your network administrator.

After you have entered all settings, click OK to close the dialog box. The newly created connection will appear in the
item list.

Use the buttons on the upper panel to edit and remove existing connections; double-clicking an item will also bring
up the dialog box for editing. If you make changes to your server network environment, make sure to go back here
and update the network settings.

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the
available items again.

G filtered ¥
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6.8 Server Groups

For even more convenient management, servers can be separated in a logical way based on their type, location,
importance or a number of other characteristics; also, grouping is helpful when it comes to dividing administrators'
responsibilities. Groups can be hierarchically nested, i.e. contain other groups, and one server can belong to multiple
groups at once.

Select Configuration in the sections' panel and then click Servers in the menu on the left. To add a new group, click
the little arrow next to the + New server button and select New server group. The corresponding dialog box will
appear, allowing you to enter group configuration.

VMS Management Console 2015 - localhost - o IE8

@ Configuration > Servers

Configuration E T
&= Create server il Edit Assign group X 1 selected

Find servers Mt
& Networks ?cemrwrwr—l (101)

= Servers

B Failover dusters
&L Users

&4 Devices

92 Channels v

[H configuration

4 Events & Actions

@ Monitoring
Servers, 1
Select Create server group from the drop-down menu
On the Details tab, enter a name for the target group of servers.
B2 server group HQ Servers* - oI E8
# Details
Title
.l'?'.. Members HQ Servers

M Membership

of§ Permissions

OK Cancel

Enter a name for the server group

On the Members tab, select which servers and/or server groups you want to be a part of the target server group. You
can also leave the group empty at this stage and create them later.
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B3 Server group HQ Servers* - oI E8

Server group Members - -

# Details

Selected members Available memebers
I Members
_-,1'-, Membership = Recording Server | (136) Server = Central Server (101) Server
o - coedi ror (137) Server
ot Permissions = Recording Server I (137) Server
Remove Add

0K Cancel

Select the existing servers and/or server groups you want to become a part of the target group
Use double-click or Add and Remouve buttons below to move servers or server groups between the columns.

Switch to Membership in order to assign this server group to a different, higher level group. Items are handled in
exactly the same way: by using buttons below or simply double-clicking.

B Server group HQ Servers - o IEN
# Details
Selected groups Available groups

LY
= Members
A'; Membership B MY Servers (138) Server group

of§ Permissions

Cancel

Select which existing group you want the server to become a member of

In the Permissions section, you can grant user privileges for the target server group. Permissions will be applied to
all servers in the target group. If no user is selected, only the global administrator will be able to administer the
servers in this group.

Select a user and grant at least one permission by checking the corresponding row in the Permissions column; the
user will then automatically appear in the Selected users column on the left. To remove a user, clear all his
permissions either by manually unchecking them or by using the Clear button below; alternatively, just double-click
the user name in the list to remove him/her from the list of privileged users.
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B Server group HQ Servers - o IER

# Details
Selected users Available users
".T." Members
_-,1'-, Membership 1 John Doe (107) User | Administer & Jane Doe (139) User
AcressArchiv
i Permissions ACCessAnCnve
Clear

Cancel

Grant user privileges in the Permissions tab

Once you have finished, click OK to close the dialog box. The newly created server group will appear in the item list.
Notice how the group icon in the item list differs from the single server icon.

VMS Management Console 2015 - localhost - o IEB
@ Configuration > Servers
Configuration
9 e Create server |~ Edit Assign group ﬁjl X 1 selected

Organizations

& Networks = Central Server (101)

B servers B HQ Servers (134)

B Failover dusters

* Users

&4 Devices

33 Channels -

[ configuration

¥ Events & Actions

© Monitoring

Recently added, 1 Groups, 1 Servers, 1

Newly added group will appear in the item list
The buttons on the upper panel will offer the following possibilities:

e [Edit: go back to the dialog box to change selected group settings

e Assign group: select server group from the list and make target group a member of it
e Delete: remove selected group(s)

e X: deselect all

Double-clicking any group in the item list will open the group in the same window (notice the path on the navigation
panel), allowing you to create servers directly from inside the group.
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VMS Management Console 2015 - localhost - o IE8

@ Configuration > Servers > HQ Servers
Configuration --+ Create server '. Edit Assign group ]EI Remove from group X 1 selected
Organizations [ Create server grcu‘p - T

& Networks ?RE'WWV’VJ (136)

= Servers

B Failover dusters

L Users

&4 Devices

23 Channels -

[[{ configuration

4 Events & Actions

© Monitoring

Recently added, 1 Servers, 1

Create or find new servers directly inside the group
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6.9 Central Server Mirroring

Central Server Mirroring (CSM) feature is designed to allow to carry on major system operations while the central
server (CS) is out of order. CSM is based on the Ganz CORTROL Recorder installation, has limited functionality and
does not require additional licensing. Therefore, CSM does not require same level hardware as Ganz CORTROL
Recorder and even can run in a virtual environment.

In each system, there can be one CSM server, just as there is only one Ganz CORTROL Global server for the central
management. CSM duplicates the contents of the central management server onto another server hardware,
allowing clients' access to the contents of recording servers and Ganz CORTROL Global features. CSM operates
constantly and is standing by, ready to provide immediate communication with client applications as an emergency
host while CS is undergoing maintenance. Client applications keep record of CS and its CSM automatically to
provide continuous and fully transparent system operation for CS out of order situations. This means continuous
system operation is maintained for system operators while CS is inaccessible and client applications are forwarded
back to CS automatically after it is brought back online.

The system administrator must restore CS server operation as soon as possible since CSM is designed as
a temporary solution for CS out of order situation and limits some of the features as listed below.

/. Mirroring server provides the following functionality:
e all connected Ganz CORTROL Client applications are automatically forwarded to and back from the
mirror server, provided that they are not deliberately disconnected
e all channels from all recording servers can be viewed

e it is possible to log into the CSM via Ganz CORTROL Console to view monitoring and audit
information

e video wall state is constantly pushed to CMS
CSM has major operation limitations by design:
e CSM does not cover neither device configuration assigned to the Ganz CORTROL Global, nor central
server's E&A configuration

e it is impossible to make any changes to the CS configuration via CSM (apart from video wall, see
details below)

o failover clusters do not operate under CSM
e bookmarks are not available under CSM (as they are only stored on the CS)

This topic describes CSM setup and configuration.
Mirror Installation

First, install a Ganz CORTROL Recorder (as you would normally do for a recording server) on the machine you plan
to use as a backup server for the central management server. After installation, initialize it but do not run server
autodiscovery from the central server.

Lt . . . . . .
' If you want to use an existing recording server as a mirroring server, do the following;:

e make sure you have transferred all device configuration from this recording server to a different one
e remove event and action configuration from this server

e remove the target recording server from the server list (if it still has any items attached to it, you will
get a warning and an option to remove all related items)

e go to the Ganz CORTROL Recorder machine, run the Server Setup Wizard tool, select Reset
configuration and finish the wizard

e proceed with the steps described further in this topic

To turn a mirroring server back to a normal recording server, simply do the steps 3-4 described above and add
the recording server as usual using either manual or autodiscovery procedure.

Add a Mirror
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Next, it is necessary to add the newly installed Ganz CORTROL Recorder manually into the central server
configuration. Log into your Ganz CORTROL Global server via Ganz CORTROL Console, choose the Configuration
section and go to the Servers category in the menu on the left. On the top panel, click the little arrow next to the +
New server button and select New mirroring server. The corresponding dialog box will appear, allowing you to
enter server configuration manually.

= server MirrorMirroronThewall* - O
Server
& Details
Title
£ Connections MirrorfMirrorOnTheWall

Server name

M. Membership
Roles
of§ Permissions

‘ Watchdog The server takes mirrering rele. Only one server can have mirrering role assigned.

B Storage

QK Cancel

Create a mirroring server

All settings for this type of server are the same as for a regular recording server, except for:

e server role is defined as Mirroring server and it cannot be changed
e server cannot accept any active configuration (like a failover node)

Enter and save your settings, then go to the Monitoring section and make sure your mirroring server has been
successfully discovered and synchronized.

(€©)©) Monitoring > servers -2 c Y =

TITLE STATUS CONNECTION SYNCHRONIZATION CONFIGURATION STATUS UPDATE TIME VERSION  FAILOVER CLUSTER FAILOVER STATUS

Monitoring
= Global Server Mormal Connected  Synchronized Applied 1/10/2017 12:58:47 PM  1.3.0.15947 Not in cluster
= Servers
= MirrorMirrorOnTheWall Normal Connected  Synchronized Applied 1/10/2017 12:58:35 PM  1.3.0.15947 Not in cluster
W4 Devices
23 Channels
Configuration
< >

4 Events & Actions

mw
Monitor the status of the newly added server

Now, if your Ganz CORTROL Global central server fails, the mirroring server will be available for you to log into and
view live statistics and aggregated audit information from all recording servers.

Mirror Functionality

CSM operation mode is best described by the word "mirror" itself. It does not offer configuration modifications;
rather, it reflects the last good known CS state and provides enterprise features for all connected Ganz CORTROL
Recorder computers and clients:

e all connected Ganz CORTROL Client applications re-connect to/from CSM automatically (but not Ganz
CORTROL Mobile)

e you see all live channels from Ganz CORTROL Recorder machines and will be able to play them back, as
usually

e you have your maps and geo maps, shared layouts, mail servers (with E&A and reports), data sources on
Ganz CORTROL Recorder

e live podcasts from Ganz CORTROL Recorder machines will not be interrupted
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e organizations and user permissions work as usual
e replication from/to Ganz CORTROL Recorder computers works, too

e user buttons, global events and other events (E&A) still work on all Ganz CORTROL Recorder machines
(and not on CS)

e itis possible to log into the CSM via Ganz CORTROL Console to view monitoring and audit information -
directly and anytime

e CSM always has the latest video wall configuration received from CS

e you will be able to change CSM's video wall configuration via Ganz CORTROL Client application (video
wall management tab)

It is possible to change the video wall state via CSM. If, during these changes, CS is down, it will retrieve the CSM's
video wall configuration after CS comes back online (sync back). However, if any changes are made to the CSM's
video wall configuration while CS is up, these changes will not be pushed back. Instead, any new changes to the
video wall on CS will be immediately pushed to CSM. In other words, CS video wall configuration is primary, and it
only accepts video wall updates from CSM upon startup.

Exceptions - what will not operate under CSM:

e 1o alterations can be made to the configuration via Ganz CORTROL Console
¢ any channels assigned to CS
e any events and action (E&A) rules assigned to CS

o all external services, Web clients, and Ganz CORTROL Mobile clients (you can connect directly to CSM
from Web clients and Ganz CORTROL Mobile)

e failover clustering
Remember that CSM is designed to serve as a temporary solution for periods when CS is not available due to
hardware or network failures. CSM does not take over CS recording configuration and E&A, so we recommend that

you keep your channels and their associated rules on the dedicated Ganz CORTROL Recorder machines: these are
not limited in number by your Ganz CORTROL Global license.
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6.10 Purpose and Operation Description of Failover Clusters

The failover feature enables automated recovery of your system in the event of a sudden recording server failure.
Ganz CORTROL carefully tracks all server operations, and, if it detects that any of the recording servers have failed,
it quickly activates a spare server to perform the actions that the malfunctioning server had been performing prior to
failing. CBC AMERICA LLC offers native failover clustering mechanism for Ganz CORTROL Global recording
servers: you do not need to maintain the backup server manually or use Microsoft failover clustering. Easy setup and
centralized tracking is available via Ganz CORTROL Console for administrator's convenience.

Failover clusters are groups of servers (failover nodes) working together to provide a higher service availability
rate, thus increasing system fault tolerance and overall stability. When one recording server (node) fails, another
one takes its place, guaranteeing service availability to the end user and minimizing service downtime.

' Note that failover clusters have been designed specifically for recording servers; the central server is not
subject to failover using this mechanism.

Each failover cluster consists of at least one failover node and at least one actual recording server - there is no limit
on the number of either. Depending on the scenario, server importance and estimated system stability, cluster
contents may be different: 1 failover node for N servers, M failover nodes for N servers, M failover nodes for 1
server. Each server (whether recording or failover) can only belong to a single failover cluster at a time; there is no
limit imposed on the number of failover clusters.

e Ifarecording server is down for more that the specified amount of time, the failover node automatically
assumes its responsibilities

e When the recording server is back online, system administrator should manually turn off acting failover
node to enable the main recording server

e There is an option to enable automatic recovery of the recording servers

¢ Failover node status is available in the monitoring section of Ganz CORTROL Console and in the View
servers mode via the Failover section

) Starting from Ganz CORTROL version 1.7.0, there exists an option of automatic recording server
recovery. Up to 1.7.0, the returning a recording server back to operation should be done manually. Default
failover mode is manual recovery.

The central server controls the failover start conditions. Recording servers communicate with the central server by
sending 'heartbeat’ signals: if no heartbeat is received for longer than the period of time specified, then a timeout is
reached and the central server triggers failover operation. Each recording server can have individual settings for
timeouts. Once a Ganz CORTROL Recorder reaches the failover timeout, the central management server assigns its
configuration to the first available failover node.

The following functionality is supported and guaranteed during failover operation:

e live channels

e video (main and secondary stream), audio and motion recording, archive access
o server-side VCA (additional VCA license must be applied to the failover server)
e Event & Action rules

e Ganz CORTROL License Plate Recognition, when it is set up to use one of the channels from the failed
Ganz CORTROL Recorder (LPR must be connected to Ganz CORTROL Global and NOT to Ganz
CORTROL Recorder for this to work!)

Recorded archive and counters will stay on the failover server after the main recording server comes back online:
they will not be transferred or copied anywhere. While the Ganz CORTROL Recorder is offline, it will not be possible
to retrieve its video archive and counters' database. However, once both servers are reachable, all data will become
available for investigation in the Ganz CORTROL Client application, and the hardware layer will be transparent for
the user.

L . . . . . .
‘' Failover server must be located in the same environment as main recording server(s) in order to be able to
access all cameras from the failing server configuration.

It is best that the failover server hardware is as powerful as the most powerful Ganz CORTROL Recorder in the
cluster: otherwise, if the most powerful Ganz CORTROL Recorder goes down, the failover node might not have
enough resources and will have issues carrying out operation with the assigned configuration.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.

174



Ganz CORTROL Global Administration Guide

Failover servers themselves cannot accept any device configuration: as a single failover server may take over
operation of one of N different servers, its device configuration remains empty until the precise moment of a
recording server failure. Storage configuration is not transmitted to the failover node, the failover server records the
data to whichever storage is configured on it so there is no need to match the failover node storage configuration to
any of the recording servers.

=

4 Streams recorded on a failover server during its operation are kept on the failover server storage and are not
transferred to the recording server storage.

If recording servers in a failover cluster have different storages, it is not necessary to set up the same storage
labels on the failover nodes: instead, it is sufficient to have a Default storage and all recordings will be
saved there.

When a server belonging to a cluster fails, its operation is carried on automatically by the first idle failover node. The
central server transmits the failing server configuration to the failover node and the failover server then begins
operation in place of the failing server. Recording server recovery can be performed by the administrator or
automatically, if the corresponding setting is enabled; until then, failover node will continue performing its primary
function. The administrator can also manually assign a specific failover node to operate instead of any recording
server.
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6.11 Configure Failover Clusters

In order to create a functioning failover cluster, you need to:

e have a set of pre-created servers to act as main recording servers and failover nodes for those
e create a cluster itself as described below
e add recording and failover servers to the cluster (at least one of each type)

Create a Cluster

You can access the configuration dialog box by first selecting the Configuration section and then choosing Failover
clusters in the menu on the left.

VMS Management Console 2015 - localhost - o I E8

@ Configuration > Failover clusters

Configuration
§ = Create failover cluster Edit View servers im| %X 1 selected
Organizations

& Networks & Important Servers (127)

= Servers

B Failover clusters

L Users

Confiquration
4 Events & Actions

@ Monitoring
Recently added, 1

Locate Failover clusters in Ganz CORTROL Console

Click the + Create failover cluster button on the upper panel to open the cluster editing dialog box. Enter a name for
the target cluster and click OK to save and close the dialog box. The failover cluster thus created will appear in the
item list.

B8 Falover cluster Important Servers* - oI E8
Failover cluster Details
& Details
Title

Important Servers

OK Cancel

Create new failover cluster

Click the Edit button on the upper panel or double-click an item in the list to change the cluster title; use the Delete
button with the recycle bin icon to remove items from the list. To select multiple items, use CTRL or Shift buttons on
the keyboard.
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Manage the Cluster

Click the View servers button on the upper panel to switch to the Servers view. The path in the navigation bar will

indicate that you are now inside a cluster; as a result, all the changes made to the servers here will concern the target

cluster only.

For a newly created cluster, the server list will be empty. Use the Add server button on the upper panel to add

existing servers to this failover group.

Select server

Available resources

Recording Server IV
Recording Server V
Failover Server Ill

HQ Server |

@ @ o « «

HQ Server Il

(128) Server
(129) Server
(130) Server
(132) Server

(133) Server

OK

- o EN

Cancel

Choose from the existing servers and add them to the failover cluster

In the item list, servers currently running on their own will have empty field in the Failover Server column;

servers currently being down and replaced by acting failover nodes will have failover server name in the same

column.
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VMS Management Console 2015 - localhost

@ Configuration > Failover clusters > Important Servers  C

Configuration
Add server Remowve server
Organizations
& Networks = Failover Server |
= Servers = Failover Server |1

= Recording Server |
B Failover dusters

L Users

W4 Devices

= Recording Server Il

= Recording Server Il

9% Channels -

[[{ configuration
¥ Events & Actions

© Monitoring
Recently added, 5

Change failover server X 1 selected

(125)
(126)
(122) Failover Server Il
(123) Failover Server |

(124)

Recording Server I is currently backed up by Failover Server IT

The failover node is picked automatically; click the Change failover server button on the upper panel to engage
another failover node in place of the one currently operating. To attempt to resume the operation of the main

recording server, select none.

Select server

Available resources

none
= Failover Server |
]
=

Faillover Server Il

- o ER

(125) Server

(126) Server

OK Cancel

Select a different failover server manually or select none to disable failover operation for current server

Upper panel controls offers the following management options:

e Add Server: open the list of all available servers and select some to become part of the target cluster
e Remove Server: remove server from the cluster; this button will NOT delete the server itself from system

configuration
e X: deselect items
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Server Settings for Failover Clusters

Each server belonging to a cluster has a number of settings related to failover. These are: server role
(recording/failover), assigned failover cluster, connection timeouts.

Double-click any server to bring up the server configuration dialog box. First, enable or disable failover node
mode for any server via the Details tab and then the Roles section: servers marked as failover nodes will not accept
any device configuration.

/. You cannot make a server act as a failover node if it has an active device configuration currently assigned to it.
Remove all device configurations from the server to make the server available for failover role.

) Inthe same section, you have an option to apply a VCA license to the target server, either recording or
failover. You need to apply a separate VCA license to each failover node in a cluster in case you want these
servers to take over VCA configuration of a failed recording server as well. (Detailed information about VCA
licensing and settings can be found in the VCA documentation).

= server Recording Server I*

Server

& Details
Title
&4 Membership Recording Server I

of§ Permissions

Roles
= Connections —
Failover node
& Failover The server takes failo
Show Open VCA video analytics license
& Watchdog P y
E Storage

QK Cancel

Choose the server to act as main recording station or a failover node
Switch to the Failover tab to change failover cluster attachment and timeout values for the target server:

¢ Failover cluster: a failover cluster for the target server to belong to

¢ Current failover server*: (automatic value) shows, which failover node is currently acting instead of
the target recording server

¢ Failover timeout*: the time for the target recording server to be unavailable (offline or down) for it to be
automatically replaced by a failover node

¢ Central server connection timeout: the time for the target server to wait for the central server
connection upon startup; after the timeout, the server will start with the last received configuration and
will continue attempting to reach the central server

e Auto recovery*: if enabled, the failed recording server will automatically resume operation after coming
back online, thus replacing the failover node

e Recovery timeout*: if auto recovery is enabled, this value defines the time in seconds to wait before the
recording server automatically resumes its normal operation

*Settings marked with an * (asterisk) above only refer to regular recording servers without the failover node role.

=

'/ Starting from Ganz CORTROL version 1.7.0, there exists an option of automatic recording server
recovery but it is disabled by default. Up to version 1.7.0, the returning a recording server back to
operation can be only done manually, via failover cluster management as described above.
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= server Recording Server I* - O

Server

& Details

Failover cluster
& Membership =al

The server is a member of the specified failover cluster,

off§ Permissions

Current failover server
2 Connections

none
E Eailover Nhen specified, the server's tasks are running on the sp
Failover timeout
& Watchdog
600
E Storage Time interval in seconds before the server will be cons d as non operational and its tasks will be picked up by a failc

Central server connection timeout

s to wait for central server connection on the server startup, When the interval expires the server will be started up even when the central

v| Auto recovery

Auto re

Recovery timeout

600

Time interval in sec

ds to wait before taking tasks back from failover server on the server startup. 0 - no timeout.

oK Cancel

Failover settings of a specific server

Once you have put at least one recording server and one failover node into the same failover cluster, the Ganz
CORTROL failover mechanism will ensure that, if the recording server fails to respond for the specified time, its
configuration will be assigned to the failover server. If there is more than one failover node in a cluster, a faulty
failover server will be consequently replaced by the next idle failover node.
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7 Devices and Channels

The traditional idea of cameras as surveillance software entities has been developed, resulting in the concept of
devices and channels. Essentially, it represents the separation of physical and data layers for reasons of
security and easier management.

"Device" refers to any piece of physical equipment that serves as a data provider; a hardware piece delivering
video, audio and event streams to the server. IP cameras, video encoders, capture boards, USB web cameras - these
are all examples of devices that can be added to CBC AMERICA LLC software. Devices do not include any data
streams.

"Channel" refers to any actual video stream (with corresponding audio/event stream, if applicable) delivered to the
server from any of the configured devices. Software licensing mechanism counts channels and not devices.

In Ganz CORTROL Console, devices hold camera TCP/IP and user settings, as well as actual hardware model. By
contrast, channels do not possess these properties: this allows them to be handled as virtual entities, detaching and
re-attaching them from/to devices. Channels feature video stream configuration settings - resolution, frame rate, bit
rate and others - as well as all supplementary data streams, such as audio, motion and digital input/output events,
PTZ control and camera-side analytics information. Thus, the underlying device may be removed or replaced
without losing its channel's configuration, which also includes user permissions.

As there are also some multichannel devices, e.g., capture boards and video encoders, each device can have one or
more channels attached to it - these can either be assigned or detected automatically; maximum number of channels
for each specific device is stipulated by the device model.

Devices only appear within Ganz CORTROL Console, allowing the administrator to apply all necessary
configurations. Ganz CORTROL Client only displays the channels and does not provide any access to the devices'
properties to the end users.

Both devices and channels can be grouped independently. For internal Ganz CORTROL Console management,
device groups and channel groups are available; for Ganz CORTROL Client channel grouping, visual groups are to be
used.
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7.1 Add Devices Using Autodiscovery

Use automatic device discovery feature to find all available devices. This method is of great help when dealing with
large amounts of cameras, and also when exact addresses of devices are not available.

To access the configuration dialog box from Ganz CORTROL Console, open Configuration section and select
Devices in the menu on the left; in the upper panel, click down arrow near New device button and then select Find
devices.

@ Configuration > Devices

Configuration _
= MNew device |~
= Servers Mew device group
Create multiple devices
* Users Find devices
B4 Devices

Add new device
Scan Parameters

First, select scan mode; the following options are available:

e scan IP address range: specify a continuous LAN segment to be scanned

e scan network adapter address range: select one or more network interfaces to be fully scanned

e scan attached devices: the local hardware system will be scanned for capture boards and Direct Show
video sources

If you have chosen to search for IP video sources, you should review additional connection settings and change or
update them, if required:

e ports: HTTP ports, comma separated
o user credentials: pairs of comma-separated user names and passwords, one pair per line

Use the Reset button below to discard all changes and start entering scan parameters again. When you are ready,
press OK button below to begin scanning.

SCan parameters

Scan nelwivk adapler sdoreds rangs

Sean 1P sddvess range

W Seam s sched devices

o

Reset Cancel

Scan attached devices
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SEan parameters

® Sean nelwodk atapler sddness o

SE i twsec adlaplars and sttachsd de
o ADAPTEF y Ao

L Realtek PCle GBE Famity Contro., 193.168,1.83  235255.352.0

#  VirualBox Most-Only Ethernes . 192168561 2 25525852550

Scan P sddress range

Scan attached devices

Ports

20,8080

OIS SERATSD bat OF @O MU

Pagswords

acdman sdmin
admin, 1234

LT
e rnames and pessaords [one comibinetion pe Bnel, Usenemes and peseweords sepereted by
P —

Reset oK Cancel

Scan address range
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15 A 0 teste arlaptirs and sttached e

® Scan 1P sddredd range

Frams |192.168.10.2 ta:

Scan attached gavices
2o ML ChS S ddual
Ports
2080080
Coarima separsted ot of gort nimbers
Pakswonds

S s
admin,1 234

reabpas

Reset

192,168, 10,187

o Cancel
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Device Autodiscovery

After scanning has been completed, you will be taken to the Device Autodiscovery dialog box, which will allow you to
review the found devices and their channels, and enter/modify related settings. Use the Search field in the upper-
right-hand corner to find a specific device by name, model, IP, port or hardware ID (for IP devices, ID includes MAC
address).

' There are two types of selection in the item list: checkboxes and color highlight. Checkboxes are used to
choose the items to be added to server configuration after you close the dialog box; highlighted items are
subject to immediate properties changes. Use CTRL+click or Shift+click to select all or several items at once to
change their settings.

Click a device in the item list to load its settings into the Device Properties window. Note that some settings may be
missing for some of the automatically found devices; this depends mostly on device and whether user data was
correctly provided. In such cases, simply fill in the missing data manually and click the Apply button below to save
the configuration changes.

Device autodscovery - o IEEH
Device autodicovery Found devices
B Found devices
3 Found channels
Device properties Found devices Q,
Device name
o WM Az (Legacy Autodetect) on 192.168.3.4 Axis [Legacy Autodetect) 192.168.3.4 B0
Grundig GCI-HO522V on 192.168.3.14
. v | @M Grundig GCI-HO522V en 192,168,314 Grundig GCI-HO522Y 192.168.3.14 80 .
Mode | B KTRC KNC-5PDMiIlZ0HD on 192.168.3.2 KT&C KNC-SPDNiLZ0HD 192.168.3.2 £0
] 92.168.3.36 0
Grundig GCI-HO522V Change.. L LT 2 Select model 192.168.3.36 &0
| B Vivotek [P7131 on 192.168.3.12 Wivotek IF7131 192.168.3.12 £0
Hast v | @ Vivotek IP71531 on 192.168.3.3 Vivotek [P7131 19216833 a0
192.168.3.14 d W Vivotek IP7131 on 192.168.3.19 Wivotek IP7131 192.168.3.19 &0
Port
80
Username
admin
Password
1234
L w
Reset
< >
Cancel

Set up discovered devices
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If device is not integrated with the software (native support), it may be detected as generic type (e.g., ONVIF). If you
think some devices have not been discovered, check if they have different HTTP ports; also, try adding

them manually.

Device properties Found devices
Al DEVICE NAME
Device name

B4 Unknown on 192.168.3.220
Unknown on 192.168.3.220
v| @4 UScreenCapture on 192.168.1.83

Device

7 B Mi o P ) ice) on..
Model Microphone (High Definition Audio Device) on

none Change...

If an unknown device is discovered, change its model manually

Unknown @ 192.168.3.220
(Generic) DirectShow Device

(Generic) Audio Input Device ...

If the device cannot be matched with a model in the list and it also does not respond as generic ONVIF, it may be
discovered as Unknown; in that case, try settings its model manually to the closest one (from the Suggested
models), or try Generic RTSP and specify an RTSP URL in the channel settings. This may happen to devices that are
not listed as an exact model and are also old enough not to support ONVIF Profile S.

Setting Description Default value
Device name | User-defined video source name Autodetected model + IP,
empty if not detected
Model Device manufacturer and model, or generic type Autodetected vendor and
model, empty if not
detected
Host Device IP address Autodetected
Port Device HTTP port Autodetected
Username Device user credentials; note that you have to provide administrative | Appropriate username
profile credentials in order to be able to change device settings via from provided list or
software interface autodetected
Password Device user password Appropriate password
from provided list or
autodetected

Make sure you select all the devices you wish to add by putting a checkmark next to them. Devices with missing
configuration (model and/or IP) are unchecked by default and will not be added to active server configuration.

/v, If the autodiscovery does not find any cameras or all of them are Generic ONVIF instead of proper

models:

e check models
e check IPs and passwords and ports

¢ make sure that the UPnP Device Host service is functioning properly on your system.

" Services (Local)

UPnP Device Host Allows UPnP ...

UPnP Device Host Name Description Status Startup Type Log On As
£k Udk User Service_77174 Shell compo.. Running  Manual Local System
Start the service . . . .
date Orchestrator Service ~ Manages Wi.. Running  Automatic (De.. Local System

Manual Local Service |

Switch to Channels tab to review the detected video channels of the discovered devices: this is particularly important

if you are using multichannel devices, e.g., capture boards and encoders. Use the Search field in the upper-right-

hand corner to find specific channels by name or device name.
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Device autodscovery - ol El

Device autodiscovery

Found channels

@4 Found devices
Start device search Seanning has be
3% Found channels

Channel properties Found channels Q,

Channel name

72 Axis (Legacy Autodetect] on 1. none Axis (Legacy Autodetect) on L.
Vivotek IP7131 on 192168312
- u Vivotek IP7131 on 192.168.3.... none Vivotek IPY131 on 192.168.5....

23 Vivotek IP7131 on 192.168.3... none Vivotek IP7131 on 192.168.3..
Recording settings o3 eVidence Apix - 18ZBox / M2 .. none eVidence Apix - 18ZBox / M2 ..
none Change... 3G Samsung SMP-3120V on 192... none Samsung SMP-3120V on 152...

Resst
Add selected devices and channels Cancel

Set up discovered channels

Here you can edit the channel name and assign recording configuration. By default, recording is enabled for all
channels: click the Change button near Recording settings to manage recording profiles and assign them to your
channels. To add a new recording profile, click the + New recording configuration button below; you can find more
details about recording profiles in the corresponding section. Click OK to save and return back to devices and
channels; click Apply to save configuration changes.

/& After changing the channel recording configuration, do not forget to click Apply, otherwise the changes will
not take effect.

' Recording configuration here is assigned to the main streams of the target channels. In order to set up
substream recording, please go to channel configuration.

Select recording configuration - o IES

Available recording configurations

TITLE ID TYPE
P o recording (31} Recording configuration
@ Continuous recording (32) Recording configuration
o= Mew recording configuration Ok Cancel

Select the recording configuration or create a new recording profile

Click the Start device search button above at any time to restart device discovery.

/. All previously discovered devices and all configuration changes will be discarded if you restart camera
autodiscovery.
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When you are ready, click the Add selected devices and channels button below; all checked devices will be added
with selected corresponding channels. Newly added devices and channels will be added to the item list.

Configuration
guret e New deviee |- Edit Assign group Wiew channels ] X 1 selected
= Servers
} DEVICES/MODEL FORT HARD

L Users B (Genenc) ONVIF Compatible on 192168, (104) (Generic) ONVIF Compatible 192.168.3.33 80 MAC:D0:00:00:95 1 BEC:S2:08
B4 Devices B Asoni CAMGE13 on 192,168,347 (102) Asoni CAMEL3 192.168.3.47 80 MAC:00:00:00:0F0D:20:D5:AA

W4 Basler BIP2-1600c-dn on 192,168,3.148 (107) Basler BIPZ-1600c-dn 192.168.3.148 80 MAC:00:00:00:30: 52 10:C0CA
33 Channels

W 2Vidence Apix - 18ZBox / M2 on 192.16.. (103) eVidence Apix - 18ZBox /M2 192.168.3.5 80 MAC:00:00:00:D0:89:08:06:26
@ FRecording W4 Mobotix M25M-Secure on 192.168.3.137 (106) Mobotix M25M-Secure 182.168.3.137 80 MAC:00:00:00:03:C5:10:2B:70
& Layout templates B4 Mobotix Q25M-Secure on 192,168.3.138 (105) Mobotix Q25M-5ecure 192.168.3.138 80 MAC:00:00:00:03:C5:10:21:F0
Configuration
BB Monitoring

Devices. &

Added devices will appear in the item list

Use the buttons on the upper panel to manage your devices. You can now add new devices and/or device groups,
launch autodiscovery again, assign devices to groups, as well as removing both devices and groups.

/. When deleting devices, remember that corresponding channels will not be removed at the same time and
therefore your newly discovered devices may not be added due to license limitation. Go to the Channels tab to
manage them separately.
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7.2 Add Devices Manually

You can add devices manually instead of using autodiscovery in the following cases:

e actual devices have not been connected yet

e devices are not connected at the current deployment stage but it is planned that they will be connected
later

o the server needs to be configured while being away from its future position

e some devices in use cannot be automatically discovered (not listed as models and do not support ONVIF
Profile S at the same time)

0 Only IP devices can be added manually. Attached devices (e.g., capture boards) require autodiscovery.

Add single device

To access the configuration dialog box from Ganz CORTROL Console, open the Configuration section and select
Devices in the menu on the left; in the upper panel, then click the + New device button.

Cancel

W4 Device =
e
& Details
Title
. Membership | @
o} Permissions -
Maodel
@ | Change..
Hardware Id

Add new device

Enter a user-defined name for your new device and pick a model. If your camera model is not listed, select the
closest similar model or choose a generic type.
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Select device model - o IEl

1

Available models

(Emulation) JPEG File
(Emulation) \idea File
(Generic) Custom Config
(Generic) DirectShow Device
[Generic) JPEG/M-JPES Compatible
(Generic) OMNVIF Compatible
[Generic) RT5P Compatible
360 Vision Fredator HD
3sVision M1011

3sWision M1012

3sWision M1031

oK Cancel

Select device model

After you have chosen manufacturer and model, additional tabs will become available in the main
configuration dialog box: Network and Channels. These tabs are described in details later in this section.

W4 Device Park South® —
-
& Details
Title
& Membership Park South
'* Permissions s
Model
& Network
B (Generic) OMNVIF Compatible
22 Channels M

Hardware Id

OK Cancel

Network and Channels become available after device model has been chosen
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Details
Setting Description Default
value
Title User-defined device name [empty]
Model IP device manufacturer and model, or generic type [empty]

Hardware ID | Unique hardware identifier containing a device hardware identifier; this filed should be | [empty]
left empty, as it will be filled automatically later, when the device has been connected
and identified

Membership

Choose groups for the current device to become a member of. Use Add and Remove buttons below or double-click to
manipulate groups. One device may belong to several groups at once.

&4 Device Park South® - oI E8
f Details
Selected groups Available groups
group. group

2. Membership :
TITLE o PE ITLE

o Permissions [n Cutdoors {117) Device group
& Network
24 Channels

Remowve

OK Cancel

Define groups for the device being added
Permissions

Add users and/or user groups simply by checking at least one permission for the target server; remove by clearing
permissions - either by deselecting them or by clicking the Clear button below. You can also double-click users to
remove them from the list of privileged users. Devices with an empty permission list will not be available to anyone
except for the root (global) administrator.
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W4 Device Park South®

Device

f Details

2% Membership
off Permissions
& Network

73 Channels

1
I ;
H

Permissions
Selected users Available users
ITLE ID TYPE PERMISSIONS
L John Doe (120) User v Administer
Clear
OK

Cancel

Add user permissions for this device

Network

Enter TCP/IP settings for device access here.

B4 Device Park South®

Device

& Details

;!x. Membership
of§ Permissions
& Network

3% Channels

- - KX

Host
192.168.10.155
Host name or IP address
Port

80

Port number

Username

admin

Username to access the device

v New password
sssssssssssnee

Password to access the device

Open device in browser Ping device

Cancel

Enter TCP/IP settings for device access

Before filling in the details, make sure the settings match those on the camera. If device has not been connected yet,
ensure that the same settings are applied during the camera installation. You can use the Ping Device button to
check camera availability and/or verify your settings; the Open Device in Browser button will try to reach your
camera Web interface using you default browser.
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Setting Description Default
value
Host Device IP address [empty]
Port Device HTTP/HTTPS port. Use port 80 for HTTP and 443 for HTTPS connection (or 80
change to corresponding forwarded ports).
Secure Use HTTPS instead of HTTP (change port above to 443). Warning: if you have HTTPS Not
connection | enabled on the camera side, make sure to enable HTTPS here, too. Otherwise, some enabled

camera features may be unavailable.

Username | Device user credentials; note that you need to provide a valid administrative user profile to | [empty]
be able to change device settings via software

Password | Password for camera access Enabled

In order to enable HTTPS connection:

¢ change port to 443 (or whatever port is used/forwarded for secure HTTP)
¢ enable Secure connection option

Note that HTTPS must be enabled on the device side for this feature to work properly. On the other hand, if you are
not planning to enable HTTPS in the software, disable HTTPS on the device side. DIfferent settings on the device
and software side may cause malfunctions (e.g., device metadata will not be available).

Channels

Here you can detach automatically detected channels from the device and replace them with one of the existing 'free'
channels (not attached to any device). Use the Reset button to undo any changes made to the channels (this only
works for current editing session, reset will not be available after you save the changes and reopen this dialog box).

If you wish the original camera channel(s) to stay attached to the device, just leave the channel list as it is.

B4 Device Park South*® - oI E8
Device Channels
& Details
Channels | Detach i Reset

;T-, Membership T

off Permissions 1 322 Park South
& Network
22 Channels
oK Cancel
Channels
Add multiple devices*

*Feature is subject to license limitations and may be unavailable in some software editions.

If you have a number of devices of the same type in your system, you can add them all at once to save time. This
method is also suitable is you have multiple groups of devices of the same type.

Open the Configuration section and select Devices in the menu on the left; in the upper panel, click the little arrow
next to the + New device button and select Create multiple devices.
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Add devices
Multiple devices creation - o I EER
Create multiple devices .
reate muipe dev Mew devices
B Add Devices
Available mudnlil Q New devices Q
VENDOR BAODEL {ANRE DENVTCE MAME
{Generic) Custom Config 7
(Genenc) JPEG/M-JPEG Compatible 1
(Genenc) OMVIF Compatible 1
(Generic) RTSF Compatible 1
3=\Mision N1073 1w
Device name Amount
Custom Config 1 o Add
« »
Cancel

Create multiple devices dialog box

You can add any number of different devices here (assuming this is permitted by license limitations). First, select the
device model from the list, and then enter your desired number of existing devices of the same model.

Multiple devices creation - o I E&
B Add Devices
Available models Q, New devices Q,
VENDOR MODEL CHAMMELS DEVICE NAME MODEL
CBC (Ganz) ZN-S1000AE 1
CBC (Ganz) ZN-S1000VE 1
CBC (Ganz) ZN-5100V 1
CBC (Ganz) ZN-S4000AE 4
CBC (Ganz) ZN-Y11 1
CBC (Ganz) ZN-YH305 1
CBC (Ganz) ZMN1-D4FNS 1
CBC (Ganz) ZN1-M4FN3 1
CBC (Ganz) ZN1-N4NFMNE 1
CBC (Ganz) ZV-5306 1w
Device name Amount
ZN-54000AE 10 &= Add
g £ >
Cancel

Select the desired model and number of devices

When you are ready, click the + Add button below to attach the camera set to the new devices list. As soon as there is
at least one device, additional tabs will become available: Device Parameters and Channel settings. Device list on
the right will be available in all tabs.
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To remove any of the listed items, select them with your left mouse button (use CTRL+click or Shift+click to select
multiple devices at once) and hit the Delete button on the upper panel or on your keyboard. Select any device and

use the "I* Add button on the upper panel to add a copy of that device.

Multiple devices creation

Create multiple devices

B4 Add Devices

New devices

- - EX

Available models Q New devices = [l Q
, Device parameters VENDOR MODEL CHAMMELS DEVICE NAME MODEL
33 Channel settings (Generic) RTSP Compatible 1 " ma ONVIF Compatible 1 (Generic) ONVIF Compa
(Generic) JPEG/M-JPEG Compatible 1 B4 ONVIF Compatible 2 (Generic) ONVIF Compa
(Generic) OMNVIF Compatible 1 B4 ONVIF Compatible 3 (Generic) ONVIF Compa
(Generic) Custom Config 1 . B4 ONVIF Compatible 4 (Generic) ONVIF Compa
Device name Amount
ONVIF Compatible 4 : < Add
< >
Ok Cancel

Add several new devices
Device parameters

For each added device, enter corresponding settings. Note that you can skip IP and port on this step if you wish to
use automatic incremental IP assigning (see IPs and Ports tab description below).

Multiple devices creation - o I E3
Create multiple devices New devices
B4 Add Devices
Device parameters New devices == [l Q
Device parameters
I P al DEVICE NAME MODEL

) Device name
743 Channel settings

1st Floor Lounge

Device name

Model

@4 1st Floor Lounge
B4 ONVIF Compatible 2
B4 ONVIF Compatible 3

4 ONVIF Compatible 4

(Generic) ONVIF Compa
(Generic) ONVIF Compa
(Generic) ONVIF Compa

(Generic) ONVIF Compa

(Generic) ONVIF Compatible

Device model

Change...

Reset

Ok Cancel

Modify device parameters

Select a device by clicking on it in the item list: it will become highlighted green and related available settings will be
displayed in the Device parameters window. You can select multiple devices by holding CTRL or Shift when
clicking.
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Setting Description Default value

Device name | User-defined device name Device model

Model Device manufacturer and model, or generic type; click Change to alter Loaded
automatically

Host Device hostname or IP address [empty]

Port Device HTTP port 80

Username Device user credentials; note that you need to provide a valid administrative user | [empty]

profile to be able to change device settings via software

Password Password for camera access [empty]

Server Target server, to which the device will be attached Central
Server

When you have finished, click the Apply button below for the changes to take effect.

/. If you do not apply the modifications, they will be discarded when you select a different device from the item
list. Remember to always click the Apply button.

You will be asked to review the list of modified fields and confirm the changes.

i Confirm mulipk edi - E3

Confirm changes for 3 devica(s)

Updated properiies

QK . Cancel
Confirm changes
Click OK to accept the changes and go back to the configuration dialog box.

You can select multiple devices and assign IP addresses incrementally with the defined increment. Similarly, it is
possible to change the HTTP port for all devices at once, if required (port value stays the same for all selected
devices, with no increment). In order to do this, select desired devices by using CTRL+click or Shift+click, then start
entering the IP address: the field will expand, giving you the option to enter the increment.
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Multiple devices creation

Create multiple devices

B4 Add Devices
Device parameters

& Device parameters

Host
34 Channel settings
192.168.7}11

Host name or IP address

v Auto increment

1
Last selected IP will be192
Apply Reset

New devices == [l
DEVICE NAME

@4 1st Floor Lounge

B4 ?nd Floor Lobby

B4 ONVIF Compatible 3

4 ONVIF Compatible 4

New devices

Ok

- - EX

Q
MODEL
(Generic) ONVIF Compa
(Generic) ONVIF Compa
(Generic) ONVIF Compa

(Generic) ONVIF Compa

Cancel

Assign IP addresses with increment

Click the Apply button below to save the changes, similarly to the previous step.

Channel Settings

Here you can modify channel names and recording configuration. Note that channel name is not copied from the

device name.

Unlike with automatic device discovery, default recording configuration here is [none], meaning that recording is
not conducted. Select one or multiple devices and then click the Change button in order to choose an

existing recording configuration for the target devices or create a new one.

Depending on the selected device model, the number of channels may coincide with or exceed the number of

devices, e.g., when device is a 4-channel encoder.

Multiple devices creation

Create multiple devices

B4 Add Devices
Channel settings

& Device parameters

Channel name

ONVIF Compatible 1|

Channel name

4 Channel settings

Recording settings

none

Recording settings

Reset

Change...

Mew channels

CHAMNEL MNARN

25 ONVIF Compatible 1
33 ONVIF Compatible 2
25 ONVIF Compatible 3

22 ONVIF Compatible 4

New channels

VIE

Ok

- - EX

RECORDING SET
none
none
none
none
>
Cancel

Channel properties

Select one or multiple devices and click Change, then select appropriate recording profile or create a new one.

When you have finished, click OK to add all the new devices and their channels to your server configuration.
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7.3 Manage Devices and Device Groups

This topic describes general device handling as well as common use cases in device management.

Device Drivers (Models)

There are several device types available in the Ganz CORTROL model list:
e emulation
e generic
e models by vendor

Each group of models is further explained in more details. The selected model affects device-specific functionality;
server-side functions (e.g., motion detection, Open VCA) will be available regardless of the device model.

Select device model - 0O P

Available models
VEMDOR MODEL CHAMMELS
(Emulation) JPEG File 1 -
(Emulation) Video File 1
(Generic) Custom Config 1
(Generic) External Source 1
(Generic) JPEG/M-JPEG Compatible 1
(Generic) OMNVIF Compatible 1
(Generic) RTSP Compatible 1
(Generic) Web Page 1 .
OK Cancel

Generic device drivers
Emulation From File

Emulation devices allow using a video/image file as the video source. This is an auxiliary driver often used for
demo purposes, or when configuring/troubleshooting license plate or facial recognition. Still images must be in
JPG/JPEG format. Video files must be in AVI format, encoded as MPEG4 AVC h.264; video files exported from
Ganz CORTROL Client or Portable Player will work, too, provided that they were exported as AVI with JPEG
compression.

After creating an emulation device, go to its channel's properties and specify the full local path to the target
video/image file (Channels > open channel for editing > Channel configuration tab > Channel properties > Settings
> Location). If you move such a device to another server, make sure to copy the file to the new server, or adjust the
path in the channel settings.

Generic Streaming Drivers
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Generic drivers are based on common video transfer protocols, so these can be used for legacy hardware, non-
integrated cameras/video servers, or non-traditional video sources (e.g., screen capturing software).

RTSP uses generic RTSP streaming over TCP/UDP, and includes two video streams and also audio (G.711). After
adding this kind of device, go to its channel properties and specify the RTSP tag for both main and secondary video
streams (Channels > open channel for editing > Channel configuration tab > Channel properties > RTSP > Path to
Session Description Protocol File). The RTSP tag is the URL part after the IP address, so it should look something
like /mpeg4/media.amp or /videostream.cgi. You can find this information in the device HTTP/CGI
documentation provided by the manufacturer. You can also specify a castom RTSP port here, in case the device
configuration uses a non-standard port, or if port forwarding is set up.

=

Channel Channel configuration

& Details

Channel properties Generic RT5P Properties

31 Members
- R Video Input  RTSP  Extemal PTZ Control  Video Analytics  Trace

Manage channel properties
& Membership

RTSP Transport Settings
[Juse default port i{j:‘

Open device in browser Port: lZI

% Motion detector RTP over TCP (Default setting is recommended)
[CIRTP over Multicast

Open channel properties

of§ Permissions

) Audio
_El Inputs Path to Session Description Protocol File
(e.q. jmpeg4/1/media.amp):
E’ Outputs High: | fcam/realmonitor 7channel = 1&subtype=0 |
Channel configuration Low: | Jfeam/realmonitor7channel=28subtype =0 |
Should be used only for Generic RTSP camera access.
Video overlays (See RFC 2326 for more information)
Cancel Apply

Related items ~ OK Cancel

Example of channel properties for the generic RTSP driver

Custom configuration driver is similar to the generic RTSP driver, but it allows adding RTSP flags and PTZ
commands via .INI file (text file with configuration, formatted in a special way). The file should contain the desired
HTTP/CGI commands and URLs, according to the device documentation. The path to the configuration file is also
specified in the channel properties, in the Configuration tab. Browse for the file, then hit Apply: you should see the
configuration details appear above. If there are no details and the date is incorrect, the file has incorrect extension,
or is not formatted properly.
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=
Channel Channel configuration
& Details
Channe|
11
w Members Extemnal PTZ Control Video Analytics Trace
Manage Video Input Configuration
2. Membership
.ﬁ Open|  Usecontrg .. axis_test.ini - Motepad
Permissi ]
ermissions = | File Edit Format View Help
) 1 name | [general]
7% Motion detector U description=test
ploa
o) Audi File Mam|
udio | [MIPEG]
Modifica X .
Descriol url=/videostream.cgi
=] Inputs e
[PTZ]
> Outputs Up=/decoder_control. cgi?command=8
Down=/decoder_control.cgi?command=2
. Left=/decoder_control.cgi?command=4
Ch, | confi ti . - .
EINE GEmTEEa Flease self Right=/decoder_control.cgi?command=6
Video overlays I: PresetRange=1-5
PresetActivate=/decoder_control.cgi?command=31?camera=1&gotoserverpresetno={PRESET}
B8 Dewarp ————— PresetSave=/decoder_control.cgi?command=302camera=1&setserverpresetno={PRESET}
Related items -

Custom config channel with a sample configuration file

JPEG/MJPEG driver is also similar to the generic RTSP driver, the only difference being that the transport here will
use HTTP instead of RTSP. This model is rarely used, mostly for legacy devices not supporting RTSP/ONVIF.

ONVIF Driver

This driver can be used for all devices that are ONVIF Profile S conformant. By default, the ONVIF Compatible
model is recommended (and it is also used when auto-detecting devices). It it does not work with older cameras, try
the ONVIF Compatible (legacy) driver.

/. Due to extensive changes in ONVIF standards, older ONVIF driver marked as legacy - named (Generic)
ONVIF Compatible (legacy) - has reached its end of life. It will still be available if you have cameras configured
to use this driver, but no new devices can be created with this driver starting from the software version 1.23.1.

Starting from the software version 1.24, channel settings are disabled for devices that use the legacy ONVIF
driver. This means, you can change the settings on the camera side, but the software will only be able to read
them.

Please switch to the newest, ONVIF Compatible device driver wherever possible. If your ONVIF cameras do
not operate correctly with this latest driver (e.g., some features are unavailable), kindly contact
cortrol@cbcamerica.com with details.

In device autodiscovery, this model will be used alongside with the native integrations: for not-yet-integrated
brands/models, ONVIF model will be assigned wherever possible (i.e., if device responds properly to the ONVIF
communication).

External Source

This device type is reserved for receiving streams from the Ganz CORTROL Mobile applications. Channels belonging
to such devices are only counted by the license when the app streaming is active.

After adding this device, copy the Code from its properties to your Ganz CORTROL Mobile app to enable streaming
from the app to the Ganz CORTROL server. You will find more details in the mobile app section of this document.

HTML Source

Choose this model to add streaming emulation from a website UI. The contents rendered from the specified URL
will be displayed as a single, static (non-interactive) live video stream, with an option to record it. You can use
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this device driver for streaming from public services, monitoring web services, sites with dynamic contents etc.

Unlike for the generic RTSP driver (where you set the device IP and then add the RTSP URL in the channel
properties), here you need to specify the full URL in the device settings at once. Channel properties for webpages
will have a separate tab, Web page configuration (Channels > open channel for editing > Web page configuration).

B4 Device Youtube test - o
Device
& Details
Address
& Membership https://www.youtube.com/embed/27)4HUj6Ko0?autoplay=1
& Uri nedres
Username

B Channels

New password

Related items - QK Cancel

HTML Source device example

The device settings include full resource URL (mandatory) and username/password (optional, you only need to
specify the user account is the target web service requires it).

As the webpage contents will be static in the Ganz CORTROL Client application, you need to take care of the
contents transition. To force refresh contents from the Ganz CORTROL side, use the auto refresh parameter in
the channel properties. In the example here with YouTube streaming, the video is looped by adding URL
parameters; the final link will look as follows:

https://www.youtube.com/embed/VIDEOID?autoplay=1&mute=1&loop=1&playlist=VIDEOID - video added in
such a way will be played on repeat indefinitely.

Please note that this type of device uses Ganz CORTROL channel license as any other regular IP camera.
CrossLink Devices

Two types of devices are available here: interactive Web pages and interactive remote desktop applications.
Both are fully functional server-side devices that provide live and recorded contents. All interactive items require a
special license type called CrossLink.

Models by Brand

Native device integrations are available for over 140 manufacturers and their 5000+ device models. This list
includes cameras, NVRs, video encoders, and I/O modules. Models from this list are used when running device
autodiscovery, and you can also use them when manually adding devices.

If you cannot find your exact device model in the list, try the closest available model: quite often, cameras within a
series are intercompatible. Also, if you know the device's OEM brand, you can try models from that manufacturer.

Manage Devices

Device management is accessible via Ganz CORTROL Console Configuration section, by choosing the Devices
category in the menu on the left.
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@ Conﬂguration > Devices Built-in Administrator account g, C' _ =

Configuration - - - - -
= New device |~ Edit Assign group Assign server View channels | ® 1 selected
X Users “
TITLE I SERVER DEVICES/MODEL HOST/IP PORT HARDWAREID

B4 Devices B4 (Generic) ONVIF Com... (.. Primary (101) (Generic) ONVIF Com... 192.168.3.33 80 MAC:00:00:00:9A:16:EC:92:0B
%2 Channels B4 Axis 215 PTZ on 192.... (.. Primary (101) Axis 215 PTZ 192.168.3.4 80 MAC:00:00:00:40:8C:8B:09:99

B4 Grundig GCI-H0522V... (.. Primary (101) Grundig GCI-H0522V  192.168.3.14 80 MAC:00:00:B8:41:5F:01:B0:5F
@ Recording

4 Samsung SNP-3120V.. (.. Primary (101) Samsung SNP-3120V  192.168.3.11 80 MAC:00:00:00:09:18:70:D1:F6
@ Maps - | @Vivotek IP816A on 19.. (.. Primary (101) Vivotek IPE16A 192.168.3.12 80 MAC:00:00:00:02:D1:31:B4:8F
Configuration B4 Vivotek PZ7131 on 1.. (.. Primary (101) Vivotek PZ7131 192.168.3.19 80 MAC:00:00:00:02:D1:0A:35:F8
4 Events & Actions

Recently updated, 1 Devices, 6

T8 Monitoring

Configuration -> Devices

Upper panel items allow you to add devices automatically or manually, edit, view and @ remove them, as well as
quickly assign groups and servers. Double-click any device to open it for editing; click View channels on the upper
panel to open channel-specific controls in the same window. If device has multiple channels, all of them will be
listed.

' If you have opened a device for editing but there is a need to open the associated channel's properties at
the same time, use the Related items buttons in the bottom left corner of the Edit device dialog box.

Please refer to the Add Devices Manually section of this document for detailed description of all available tabs and
settings.

Use bottom panel buttons to quickly filter recently added/updated devices, choose groups only or solely devices not
assigned to any of the servers.

Remove Devices

To remove a device, select it in the item list and use the | Recycle bin button on the upper panel to delete the
target device. Use Shift+click or CTRL+click to select multiple devices, or CTRL+A to select all.

@ Delete request -

Delete all channels that belong to the selected devices?

Please don't show this again Yes No

...............................................

You can choose to remove all associated channels together with the device(s)

You will be offered to remove all the attached channels together with the device(s). Press Yes to delete the channels
or choose No to leave the channels: they will appear as detached in the channel list then and you will be able to re-
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attach them to other devices, keeping the channel recording configuration. If you choose Yes, all existing shared
channels based on the channels of the target device will be removed automatically as well.

/v, If you try deleting a device that has associated rules in the Event & Action Configurator, you will get a
warning dialog box with those rules listed. You can either proceed with removing the target device, its
channel(s) and its rule(s), or cancel the deletion.

Add Device Groups

As with other resources, devices can be grouped together for easier management. Click the little arrow near + New
device button and select New device group.

£ Device group - o I E8
Device group Details
& Details
Title
1 Members | o
Gl'C'.lP name

& Membership

-ﬁ Permissions

Cancel

Device group details

Enter a name for the device group in the Details tab, then switch to the Members tab and choose devices to join this
group. Double-click items or use the Add/Remove buttons below to select and deselect devices.

BT Device group PTZ* - o IE3
& Details
Selected members Available memebers
1 Members
TITLE ID TYPE TITLE ID TYPE
."!". Membership B4 Axis 215 PTZ on 192.1... (103) Device B4 Vivotek IPB16A on 19.. (105) Device
'i Permissions B4 Vivotek PZ7131 on 19... (104) Device B4 (Generic) ONVIF Com... (106) Device
B4 Grundig GCI-HO522V... (107) Device
B4 Samsung SNP-3120V .. (108) Device
Remoaove Add
OK Cancel

Device group members

In the Membership tab, you can select 'higher' level groups to contain this device group (nested architecture).
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B Device group PTZ* - o I E8

Selected users

Device group

& Details

Available users

4 Members

TITLE ID TYPE PERMISSIOMNS TITLE ID TYPE
. Membership & Johnny English ~ (119) User v| Administer & James Bond (120) User
off Permissions & Supervisors (122) User group x Jimmy Meutron  (121) User
Clear
OK Cancel

Device group permissions

Finally, open the Permissions tab to assign user privileges for this device groups: check at least one permission to
select the user or user group, uncheck all or use the Clear button below to deselect. When you have finished, click
OK; the newly created group will then appear in the item list.

Double-click any group to open its contents in the same window; use the buttons on the upper panel to edit/remove
it. Click Edit to adjust group settings: procedure is similar to that of creating a new device group.

Copy Device*

*Feature is subject to license limitations and may be unavailable in some software editions.

Starting from the Ganz CORTROL version 1.11.0, it is possible to copy an existing device and its channel(s). To
copy a device, click the little arrow next to the + New device button on the upper panel and choose Create copy from
the drop-down list. The related channel(s) will be copied automatically.

Multiple devices creation

Create multiple devices

B4 Add Devices

Canon VB-H41 on 192.168.3.142

Grandeye EVO-05NID on 192.168.3.7

84 eVidence Discontinued — Apix - Bullet / E3 36 on 192.168.3.231 +

Device name Amount

Canon VB-H41 on 192,168.3.142 2 : + Add

Existing devices Q New devices [ij Q
, Device parameters TITLE DEVICE MAME MODEL
B Channel settings W4 Arecont AV5125DN on 192.168.3.75 ~ B4 (Generic) ONVIF Compatible ... (Generic) ONVIF Compatible
W4 Arecont AV1325IR on 192.168.3.84 B4 (Generic) ONVIF Compatible ... (Generic) ONVIF Compatible
W4 Arecont AV5115 on 192.168.2.89 B4 (Generic) ONVIF Compatible ...  (Generic) ONVIF Compatible
B4 Arecont AVZE25IR on 192.168.3.85 B4 UDPIPN1202HD on 192.168.. UDP IPN1202HD
B4 (Generic) ONVIF Compatible on 192.168.3.204 @4 Canon VB-H41 on 192.168.3... Canon VB-H41
@4 UDPIPN1202HD on 192.168.3.36 @4 Canon VB-H41 on 192.168.3... Canon VB-H41
@4 Arecont AV40185DNHB on 192.168.3.141

Ok Cancel

Copy one or multiple devices

In the dialog box that appears, you can create one or multiple copies of any device(s) currently present in the Ganz
CORTROL server configuration. In the list on the left, all existing devices will be listed; in the list on the right, your

copies will appear.

First, choose the source for the copy in the Add devices tab:
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o select one of the existing devices in the list on the left (a single device can be selected at a time),
e set the number of target copies below,

e when ready, click the + Add button to create the selected copies,

e repeat previous steps with other devices, if required.

To add a single device copy, you can simply double-click it in the list.

Use the search fields on top of the lists to find the necessary item in a long list. If you no longer wish to add any of
the created copies, you can select multiple items using CTRL+left click or Shift+click and remove them using the
Recycle bin icon above.

Multiple devices creation - O

Create multiple devices

@4 Add Devices
Device parameters New devices [ Q
& Device parameters ~ — —
B Channel settings B4 (Generic) ONVIF Compatible ... (Generic) ONVIF Compatible
e — B4 (Generic) ONVIF Compatible ... (Generic) ONVIF Compatible
. - ble . - .
Model (Generic) ONVIF Compatible (Generic) ONVIF Compatible
Canon VB-H41 @4 UDPIPN1202HD on 192.168.. UDP IPN1202HD
Device mode 84 Canon VB-H41 on 192.168.3... Canon VB-H41
Host 84 Canon VB-H41 on 192.168.3... Canon VB-H41
192.168.3.142
+ Auto increment
1
P 5.3.14 .
Apply Reset
< >
Ok Cancel

Change parameters of the target copies
In the Device parameters tab, you can adjust:

e the name(s) of the target copy (copies),

o their IP addresses, with an option to select multiple with CTRL+left click and then assign a range of IP
addresses using auto increment with the specified step,

e HTTP port and user credentials.

After you have altered any settings here, do not forget to hit the Apply button to save them, otherwise the changes
will be discarded when you deselect the device(s) or switch to a different tab. Use the Reset button to roll back to
the original settings (this works if you have not applied the settings yet).

Note that, at this step, the new device model remains the same as the source device model and it cannot be changed
at this point. This is necessary for the Ganz CORTROL engine to successfully create a duplicate. You will be able to
change the model later via editing the desired device.

The same applies to the server where the device is attached: at the moment of cloning, the new devices are created
on the same server. If you are using Ganz CORTROL Global, you will be able to move the devices to a different server
after you have added the copies by editing the target device(s).

In the Channel settings tab, the only available parameter at this point is the channel name. You will be able to edit
other settings after creating the copy (copies) by editing the target channel(s).

When finished with the settings, click the OK button to save your newly created device+channel copies. They will be
automatically added into the server configuration database.

/v, After you have added new devices using this method, please allow some minutes for the configuration to be
saved. After that, you will be able to change the newly created device and channel settings.
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The associated channel(s) will be added automatically with all the existing settings, including the assigned
recording configuration.

Replace Camera

In the Ganz CORTROL versions up to 1.11.0, it was impossible to alter the device model, so a special procedure was
foreseen if the camera needed a replacement.

Now, if you replace the hardware, you can simply change the device model by opening the target device for
editing - either by double-clicking it in the device list, or by using the Edit button on the upper panel. Note that,
when you change the model of an existing device, you will only see model suggestions with the same number of
channels, and not the whole list of available devices.

Device
& Details
Title
& Membership Cznon VB-H41 on 192.168.3.142
& Network P name
Model
T Channels
@4 Canon VB-H41 Select Model
- 0
Server
= My Favorite Server
Available models
. ~
(Generic) Custom Config 1
(Generic) JPEG/M-JPEG Compatible 1
(Generic) OMVIF Compatible 1
(Generic) RTSP Compatible 1
(Generics) External Source 1
v
Related items - OK Cancel
Change the device model

To quickly open the associated channel settings without closing this dialog box, use the Related items button in the
bottom left corner.

/. When you change the device model, all the channel settings that are configured via Channel properties
dialog box are discarded. These settings include video stream properties, audio, DI/DO etc.

Channel settings that are preserved are: motion detection, dewarp, data source, user permissions and
recording configuration.
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7.4 Configure Channels

Channels are data streams received from physical devices attached to the system. Several channels can originate
from a single device - in the case of multichannel devices, i.e., capture boards, but single channel can only be
attached to one device at a time, as it makes no sense for a video stream to come from two cameras at once.
Channels are created automatically at the same time as the source device but can later be detached and attached
to different devices.

Channels feature the video stream configuration settings - resolution, frame rate, bit rate and others - as well as all
supplementary data streams, such as audio, motion and digital input/output events, PTZ control and camera-side
analytics information. Recording configurations are assigned to channels and they are also displayed in Ganz
CORTROL Client.

To access the channel configuration dialog box in the Ganz CORTROL Console, open the Configuration section and
select Channels from the menu on the left side. Use the filters on the bottom panel to quickly access specific channel
sets.

The upper panel buttons enable you to create new items in this category, as described below, and perform channel-
specific actions, such as editing, assigning groups, assigning recording configuration and deleting selected channels.
To select multiple items, hold CTRL or Shift and click items in the list.

2% Channels currently bound to devices cannot be deleted: the recycle bin @ button will only appear when
detached channels are selected. To remove a channel, go to Devices, open properties of the target device
and disengage the channel on the Channels tab by clicking the Detach button; also, you will be offered to
delete all associated channels when you remove a device - this will also remove any existing shared channels.

/= Channels that have any associated rules in the Event and Action Configurator cannot be removed. If you
try deleting such a channel, you will get an error saying The channel cannot be removed because it is in use.

In order to remove such a channel. you need to delete the rules related to it first. To do so, just go to the Events
& Actions section, choose Rules in the menu on the left, select the target server and open the configurator,
then remove the necessary rules from the central column by using the < and > buttons.

Configuration - - - - -
&= Create channel group Edit Assign recording configuration |~ Assign group Disable Create replication ¥ 1 selected
B Failover dusters - — — e — . — -
‘ Users 23 Floor 1 Grundig GCI-H0522V on 192... Global Server (101) 192.168.3.14 80 enabled
W4 Devices 73 Floor 2 Samsung SNP-3120V on 192... Global Server (101) 192.168.3.11 80 enabled
23 Hall Fisheye none enabled
34 Channels
23 Main Gate Asoni CAMG13 on 192.168.3.... Global Server (101) 192.168.3.47 80 enabled
R d
® Recording % Main Gate I Asoni CAMB13 on 192,168.3... Global Server (101) 192168347 80 enabled
Q@ Maps 23 Main Hall Vivotek PZ7131 on 192.168.3... Global Server (101) 192.168.3.19 80 enabled
[ Layout templates I3 Parking PTZ Axis 215 PTZ on 192.168.34 (... Global Server (101) 192.168.3.4 80 enabled
T | I3 WestRd UDP IPX3302HD on 192.168.... Global Server (101) 192.168.3.53 80 enabled
Configuration 23 West Rd ANPR Vivotek IP816A on 192.168.3.... Global Server (101) 192.168.3.12 80 enabled
% Events & Actions
Recently added, 9 Channels, 9 Detached, 1 Enabled, 9

T Monitoring

Configuration -> Channels

All the available channels and channel groups will be listed here. The upper panel offers a range of configuration
possibilities.

Create Channel Group
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For easier management, channel groups can be added in Ganz CORTROL Console; by default, there are no built-in
channel groups. Click the + Create channel group button to bring up the corresponding dialog box.

Enter the group title here, choose which channels will be group members and, if desired, select which higher-level
group(s) will contain the target group as a member. Set user permissions for channels in this group.

EA Channel group PTZ Channels* - oI E8
Channel —
# Details
Title
W Members PTZ Channels

Lroup name

& Membership

of§ Permissions

OK Cancel

Edit Channel group properties

Click OK when you are ready: the newly created group will appear in the item list.

Edit Channel Group

Double-click any existing channel group in the list or use the Edit button on the upper panel to bring up the

configuration dialog box. The available options are analogous to the ones displayed while the group was being
created.

Edit Channel

Channels are automatically created with each newly created device; it is not possible to create a channel separately.
Click any channel in the list twice or use the Edit button in the upper panel to manage the channel properties.

Q Channels with the same device driver (e.g., ONVIF), can be edited together. You can select multiple channels
by holding CTRL and then open the settings dialog box.

Some of the settings (e.g., recording properties) can be edited for multiple channels simultaneously. Use the CTRL
or Shift buttons to select multiple channels.

34 Channel Parking Entrance on 192.168.3.215% - oI E8
& Details
Title

7 Motion detector Parking Entrance on 192.168.3.215

Channel title

& Membership
Recording configuration

of§ Permissions
@ Weekends (121) Change...

Channel configuration Recording configuration

oK Cancel

Edit channel properties
The configuration dialog box has the following options:

¢ Details tab: change channel title and assign recording configuration
e Members tab: bind user buttons to channels so that they appear together in the Ganz CORTROL Client
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e Membership: make the channel a part of a channel group or a visual group
¢ Permissions tab: grant channel access permissions to users and user groups

¢ Video file configuration: settings for the generic video emulation driver: main and substream file path
and delay between frames

¢ Motion detector* tab: choose between a camera-side or software-side motion detector, default state is
disabled

¢ Video analytics: server-side video analysis configuration
¢ Audio tab: combine current channel with audio from another source
¢ Inputs/Outputs: DI/DO settings

¢ Channel configuration: open an additional channel configuration dialog box to manage video stream
settings, frame adjustments and DI/DO

¢ Video overlay: configure different overlay elements, e.g., textual contents received from data sources or
use channel shortcuts aka "Portal" with different resources

e Dewarp tab: select dewarp profile for fisheye and Panomorph lenses

¢ Video configuration: main and secondary stream adjustment (for newer device drivers)

e RTSP configuration: RTSP port and transport selection (for newer device drivers)

¢ Edge configuration: configuration of edge (device-side) synchronization (for newer device drivers)

Please refer to the Channel Settings topic for detailed description for each of the tabs.
*The motion detector on the software side has two options: high performance and high accuracy:

High Performance mode: this type of analysis is performed for only key frames whose frequency can vary
from several frames per second to one frame every few seconds - this is less sensitive for picture quality, but
greatly affects detector operation. CPU consumption is significantly lower due to this, and it can be
additionally reduced by increasing time interval between two analyzed frames.

High Accuracy mode: this mode performs motion analysis for the whole video stream, so we recommend
selecting this option when you want to achieve best detection results. The lower time interval means higher
precision. Keep in mind that CPU and virtual memory usage is much greater if this mode is selected.

If you have opened a channel for editing but there is a need to open the associated device's properties at the
same time, use the Related items buttons in the bottom left corner.

Live Channel Preview

After a device and its associated channel has been added to the configuration, it is vital to check if the actual video is
received. There are several methods to do this in Ganz CORTROL Console:

e click the Show video button on the upper panel in the Configuration > Channels: you can switch from
main to the secondary stream and back

e go to the Monitoring section > Channels and check the channel status

e open the target channel for editing and go to Dewarp or Data source settings

Quick Assign Group
Channel membership can be managed via the channel properties dialog box. To quickly assign a group to any of

existing channels, select the desired channel(s) (using CTRL+click or Shift+click to select multiple items at once)
and then click the Assign group button on the upper panel.
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Assign group - o IEl

Available groups
TITL

PTZ Channels (130) Channel group

oK Cancel

Assign channel group

Pick a group from the existing channel groups list and then click OK to save. It is not a problem if any of the
channels already belong to another group: membership in multiple channel groups is allowed.

Quick Assign Recording Configuration

Select one or multiple channels and click the Assign Recording Configuration button on the upper panel, then
either select an existing recording configuration from the list or create a new one from the dialog box currently in
use (the newly created configuration will be automatically chosen after creation). The recording scheme will be
applied to the main streams of the selected channels; in order to assign configuration to the secondary
streams, click the | 7 | arrow near the Assign recording configuration button and choose Assign substream
recording configuration.

Other

Select one or multiple channels/channel groups and click the Disable button on the upper panel to deactivate target
items. Disabled channels will not be requested from actual physical devices, and, as a consequence, will not be
recorded; neither will they be displayed in Ganz CORTROL Client application(s).

For each channel, you can create one replication channel: see archive replication section for details and setup
instructions.

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the
available items again.

G filtered *

Replace Camera

In the Ganz CORTROL versions up to 1.11.0, it was impossible to alter the device model, so a special procedure was
foreseen if the camera needed a replacement.

Now, if you replace the hardware, you can simply change the device model by opening the target device for
editing - either by double-clicking it in the device list, or by using the Edit button on the upper panel. Note that,
when you change the model of an existing device, you will only see model suggestions with the same number of
channels, and not the whole list of available devices.
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Device

& Details

2 Membership
& Network

B Channels

Related items =

Change the device model

- o
Title
Canon VB-H41 on 192.168.3.142
Device name
Model
@4 Canon VB-H41 Select Model
Model
- o
Server
= My Favorite Server
Server
Available models
VEMDOR MODEL CHAMMNELS
(Generic) Custom Config 1 .
(Generic) JPEG/M-JPEG Compatible 1
(Generic) ONVIF Compatible 1
(Generic) RT5P Compatible 1
(Generics) External Source 1
v
oK Cancel

To quickly open the associated channel settings without closing this dialog box, use the Related items button in the

bottom left corner.

/. When you change the device model, all the channel settings that are configured via Channel properties
dialog box are discarded. These settings include video stream properties, audio, DI/DO etc.

Channel settings that are preserved are: motion detection, dewarp, data source, user permissions and
recording configuration.
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7.5 Channel Settings

The channel configuration dialog box offers several setting categories. As you move across the tabs and alter the
configuration, the tabs containing unsaved changes will be marked with an asterisk (*).

Some of the tabs are present for all channels. Other tabs only appear for special driver types (e.g., Web page, Video
emulation etc.).

Detalils

Here you can change the channel title and assign a recording configuration to both main and secondary streams, as
well as change organization membership for the target channel.

o Title: user-defined cannel name, as it will appear in Ganz CORTROL Console and Ganz CORTROL Client
applications

¢ Organization: assign this channel to an organization, if applicable

¢ Main stream recording configuration: choose how the first video stream (usually, higher resolution)
will be recorded

e Main stream storage: destination storage for this stream (may differ from other streams)

¢ Substream recording configuration: choose how the second video stream (usually, lower resolution)
will be recorded

e Substream storage: destination storage for this stream (may differ from other streams)

¢ Edge stream recording configuration: choose how the edge stream will be recorded, if used
(available for ONVIF Profile G conformant devices and also for offline recordings made by Ganz
CORTROL Mobile)

¢ Edge stream storage: destination storage for this stream (may differ from other streams)

¢ Record supplementary streams with substream®: if enabled, the selected auxiliary data streams
will be stored with the substream

e Audio: incoming sound track

VCA: video analytics metadata

e Motion: motion detector data

e Data: data from data sources (serial text like POS etc.)

¢ Video lost time: the amount of time in seconds for Ganz CORTROL to wait after all channel's video
steams disappear and before triggering a Video loss event

¢ Recording identifier (only displayed if Show object IDs option is enabled in the application settings):
unique channel identifier that is used as its folder name in the archive

If you enter a custom title for a channel, a special button on the right side will allow you to revert to the device title
with a single click.

*By default, all supplementary data streams are stored with the main stream, and the secondary stream is
recorded is video only. However, if you wish to keep the secondary stream for a longer period (e.g., 7 days for the
main stream and 30 days for the substream), you may wish to keep the data streams with the substream so that
these tracks are available when you play back the archive. Otherwise, the supplementary data will be erased with the
main stream based on the quotas. This setting is also useful when you use different storages for both streams and
wish to use replication. For replication channels, you can choose these settings differently from the source channel
settings and get combined replicas.

/i Each of the supplementary data streams - audio, MD, metadata, and serial data - can only be recorded once:
either with the main or with the secondary video stream. None of these streams are copied. Thus, for example,
if you keep the substream longer than the main video stream, you may want to record the audio together with
the secondary stream.
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B Channel Axis_RTSP* - o

Channel

# Details* ) i ) . ~
Main stream recording configuration

."nlu“- Members @ Continuous recording Change...

Recording configurtion assigned to the main video stream (includes supplementary streams by default)
2. Membership
Main stream storage

ofj Permissions 8 pefault Change...

Target storage for the main stream recording

% Motion detector*
Substream recording configuration

= Video analytics - -
@ Recording by motion Change...
‘,]) Audio Recording configurtion assigned to the secondary video stream
Substream storage
3] Inputs
B Default Change...
= Qutputs Target storage for the substream recording
P
Channel configuration Record supplementary streams with substream
v| Audio stream VCA stream Motion stream v| Data stream
Video Overlays If enabled, the s data stream will be recorded with the substream instead of the main stream
B Dewarp Video lost time
20|
Video timeout interval in seconds, after which the video loss
Recording identifier ]
Related items ~ Apply oK Cancel

Channel details

You can either use the Default storage category for all target streams, or use different storages for different streams.
The latter can be used for manually distributing streams between different directories:

e storage directories are marked with the relevant storage profiles (e.g., Main, Substreams, Edge),
e each channel and even channel's streams are then assigned different storages.

To choose a storage profile that is not Default, select a storage from the Directories list and click the Change button.

Select one of the built-in storage profiles or create and edit a new one.

Storages - o IES

Available storages f [E]
Title Type
Disabled

B Default Storage

B ImportantCams Storage

#= MNew storage oK Cancel

Choose storage profile
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The built-in storage types are:

¢ Disabled: storage location will not be used

e Default: default storage tag

¢ Fallback: storage destination to be used if all the storage units with specified tags have failed

e Readonly: existing data will be available for reading and will not be erased; no new recordings will be
appended to this location

These profiles cannot be edited or removed. Fallback storage settings are available in the corresponding tab of the
Storage properties.

=

'/ Readonly storage type can be used, for example, in the following cases:
e itis necessary to view the old data from a different Ganz CORTROL server when you need to insert
the disks originating from another computer and you do not wish that these data are erased

e some storage unit contains important footage that has been requested to be kept for a longer time so
that the recordings are not erased over time while still allowing access to the footage

Click + New storage button to create a new storage profile, or select an existing one and click the Edit button in the
upper-right-hand corner to change its name.

K4 storage SecondaryStreams* - o I E8

Storage

EENE

# Details
Title

Secondary5Streams

Storage name

CK Cancel

New storage profile

Enter the storage profile title and click OK to save and exit.
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Click the Change button to choose the recording configuration: you can pick an existing configuration or create a
new one, or a schedule on the spot from the same dialog box.

/. Please choose Continuous Recording configuration for edge streams to ensure proper recording.

) When you assign a motion-based recording configuration to a channel with a disabled motion detector,
the software will automatically suggest enabling motion detection for the target channel. The camera-side
detector is given priority; if it is not available, the software-side detector will be enabled and set to the high-
performance mode. We recommend that you review the motion detector settings to make sure it operates as
desired, especially if the camera-side detector is in use.

Note that if you leave motion detection OFF and assign motion-based recording configuration to the target channel,
no data will be recorded.

@ Question - IES

The channel has no motion detector enabled!

The recording configuration applied uses motion detection events,
but one or more selected channels have motion detector disabled.
Click "Yes' to enable the motion detector. The devices' motion
detectors will be used if this kind of integration is available,
otherwise software high performance mode will be enabled).
Please check on the devices' side to make sure you have motion
detection enabled with required sensitivity settings.

Click ‘Mo’ to leave the motion detector disabled and ensure motion
events will not trigger recordings while the motion detector is
disabled.

Yes Mo Cancel

Automatically enable motion detection
Members

This section allows you to attach user buttons to channels, so that they appear together in the Ganz CORTROL Client
application. User buttons bound to channels in this way will appear as video overlay controls when the target
channel is placed into a viewport.

If you are editing a channel group, this tab will allow you to put other channels and channel groups into the target
group.
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B Channel Street View PTZ* - o B
Channel Members
& Details
Selected members Available memebers
U Members*
TITLE TYPE TITLE TYPE
& Membership ®} PushMeAndThenJustTouchMe User button w4 User button -
ol Permissions* ®% Export all snapshots User button m s User button
|6 User button
% Motion detector
m 7 User button
0 Audio m 8 User button
=] Inputs* w9 User button .
[> Outputs* Remove Add
Related items = Apply OK Cancel

User buttons can be bound to channels via Members tab
Membership

Choose the group(s) you want to contain the target channel as a member: double-click the relevant items or use the
Add/Remove buttons below to select/deselect. You will have both channel groups (internal in Ganz CORTROL
Console) and visual groups here.

33 Channel Secret Gate on 192.168.3.4% - o I E8
& Details
Selected groups Available groups

% Motion detector

TITLE ID TYPE TITLE ID TYPE
2 Membership PTZ (118) Channel group
of§ Permissions
Channel canfiguration

Remove

oK Cancel

Choose channel membership
Permissions

Allow users and user groups to access and administer the target channel. To add a user or user group, simply select
at least one permission, and the user (user group) will be automatically moved to the Selected users list. To clear all
permissions, double-click the user in the left-hand column. You can also use the checkbox next to Permissions in
the central column to toggle between all/none (if not all permissions are selected, the checkbox will be filled with a
black rectangle).
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B Channel Street View PTZ* - o B
Channel Permissions
& Details
Selected users Permissions Available users
I Members
TITLE TYPE [] PERMISSION TITLE TYPE
S Membership X eva User 4 || View live video . X anonymous User
. ; . |
off Permissions* v| Listen live audio L ve User
v| View live VCA metadata L mob User
% Motion detector
View live external data
0 Audio v View live external service da...
3] Inputs* v| Send live audio
B Outputs* v| Export snapshots from live
T v| Contral PTZ v
Related items = Apply OK Cancel

Change user privileges
Webpage Configuration

This kind of tab will only appear for Crosslink channels and channels bound to devices with the HTML Source model
(generic model specifically dedicated to static streaming from web), and will affect both live and recording.

& Membership
off§ Permissions

™1 Web page configuration

Video resolution

v| lgnore certificate errors

gnore certificate errors

Auto refresh interval

B Channel Rain radar - o %
Channel Web page configuration
& Details
Resolution
5 Members 1280%720 .

0
% Motion detector
Auto refresh interval (0 - disabled)
W) Audio Frame rate
=] Inputs 20
Frame rate
[® Outputs -
Related items — QK Cancel
Web page properties

The following settings may be available here are:

e Ignore certificate errors: if the target webpage has a self-signed certificate, the built-in browser may
be unable to open it; choose this option to prevent certificate-related issues (unsafe but more likely to
operate)

e Auto refresh interval: if the page contents is not dynamic (i.e., does not refresh itself), define a refresh
period in seconds here (0=disabled, for dynamic contents)

Resolution and frame rate settings have been moved to the Video configuration tab.
Video File Configuration

This tab only appears if the underlying device is of the (Emulation) Video File type. Here, you can specify the paths
to the video streams that will act as main and secondary stream.

Click the Browse button to choose the file using Windows Explorer.
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Bt Channel Imported Video - o S

Channel

Video file configuration

& Details

Mainstream file path

l’l M
‘&« Members \ . . 4
- C\Users\weraf\Downloads\test1.avi Browse...

Mainstream file path.

2. Membership

Mainstream delay

of§ Permissions
40

Mainstream delay (ms}.

B Video file configuration

Related items ~ D oK Cancel

Video file properties

For both streams, you can adjust the frame delay: this will affect the speed of the video.

Motion Detector (MD)

Choose between camera-side or software-side motion detectors (MD). The default detector state is disabled,
meaning that no motion information is received or passed for recording for the target channel. If you are using
motion-driven recording profiles, make sure to enable motion detection for the selected channel(s).

/i When selecting camera-side motion detection, make sure to go to device Web interface to enable
and configure motion detector. Settings may vary depending on device manufacturer; also, check with CBC
AMERICA LLC to make sure hardware motion detection is supported for the target device.

Camera-side motion detection is recommended for most cases for two basic reasons:

e computational load is transferred from servers to devices, decreasing server load, and

e on most devices, hardware-side motion detection is performed on raw video stream, which means superior
accuracy compared to software-side detector, as software only gets access to compressed stream.

Software-side motion detector is a preferable choice if:

e legacy devices without MD support are used, or
o there is a necessity to use build heatmaps - in this case, grid-like MD on the software side is helpful.
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33 Channel Secret Gate on 192.168.3.4% - o I E8
Channel Motion detector
f Details
Mode

7 Motion detector Software (High Accuracy) v

& Membership

-ﬁ Permissions Motion detection is based on decoc 3 equency define a einterva
ote that ode e computatio
Channel configuration
Time interval
20
Time interval in milliseconds
Sensitivity
n
i}
Software motion detection sensitivit

v Use low-resolution stream if available

Low-resolution stream will be used for motion analysis

OK Cancel

Software-side motion detection settings
The motion detector on the software side has two options: high performance and high accuracy:

High Performance mode: this type of analysis is performed for only key frames whose frequency can vary
from several frames per second to one frame every few seconds - this is less sensitive for picture quality, but
greatly affects detector operation. CPU consumption is significantly lower due to this, and it can be
additionally reduced by increasing time interval between two analyzed frames.

High Accuracy mode: this mode performs motion analysis for the whole video stream, so we recommend
selecting this option when you want to achieve best detection results. The lower time interval means higher
precision. Keep in mind that CPU and virtual memory usage is much greater if this mode is selected.

In both modes, the level of sensitivity can be adjusted, as can the time interval setting which defines the
frequency of frame analysis.

Regardless of which mode you select, you can further decrease the amount of server-side calculations by using a
lower-resolution stream (if available). For example, if your main stream is 3MP and your substream is D1, the
motion detection engine will spend much less system resources on D1 analysis than it would spend on a 3MP image.
Note that some cameras deliver lower-resolution streams as cropped high-resolution images (not resized, as it would
be expected) - in such cases, using a substream for MD analysis will produce wrong results and therefore doing

so is not advisable.

=

‘' Most cameras provide second stream as first stream image scaled to fit low resolution; however, some devices
crop the centre of a high-resolution image to fit the small frame, and thus the substream picture appears as if
it were zoomed in. Keep this in mind when you are using substream for live view and especially for software-
side motion detector analysis.

Click the Motion detection exclusions button in order to set up exclusion zones. Note that these settings only
cover the software-side motion detector; in order to configure the exclusions for the camera-side motion detector, go
to the Web interface of the target device.
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2% Motion detection exclusions - o IE8

Maotion detection exclusions

Grid size

w*| Maintain aspect ratio v*| Show motion

Apply OK Cancel

Set up exclusion zones for the motion detector

First, choose the grid size for the detector: this will define the size of the smallest detection region. Minimum grid
size is 2x2 cells (resulting in four detection areas), and maximum size is 64x64 cells. Then, mark your desired
exclusion area simply by clicking and dragging on the viewport; you can draw several rectangles to form a
complex polygonal area. Exclusion area(s) will be highlighted light green. In order to cancel the selection, simply
draw a rectangle over it.

Settings in the bottom are here to ease the configuration process:

e Maintain aspect ratio: displays original picture proportions, if selected, or stretches the picture to fill the
viewport
e Show motion: shows currently present motion, if selected

In order to test the behavior of the selected grid size, enable the Show motion option, the click Apply and see how
the detector works with your defined grid.

When you have finished, click OK to return to the main channel configuration dialog box.

Video Analytics

Ganz CORTROL servers have a built-in CNN-based engine for the video analysis (VA) with object classification,
zones, lines, counters, and rules. In this tab, you can enable and configure the detection parameters for the target
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channel.
There are several supported neural network engines that do the analytics processing:

e Object detector: generic object detector (people, vehicles, animals) with multiple performance options.
e PPE Detector: personal protective equipment detector (vests, head covers).

Choose one of the engines to be used for object detection on the target channels. (It is not possible to enable multiple
detector engines to run in parallel).

Generic object detector engines use the same neural network. The numbers next to the name designate the size
of the downscaled image that will be fed to the VA engine. The bigger the image, the higher the CPU/GPU load will
be; larger images also mean that smaller objects will be detected better. Model aspect ratio also may affect detection
quality. Overall, it is recommended to test different models and settings for each individual scene.

Please see the dedicated documentation on VA and separately for PPE Detector for more details and
recommendations.

' You can configure VA without enabling it for the target channel. This may be convenient when you have a
limited VA license but still want to pre-configure the detection.

Before enabling VA for the channel, make sure your VA license allows it. Each Ganz CORTROL installation includes
1 (one) generic VA channel free of charge. Specific engines like PPE Detector require a separate license. You can
check what channels are using VA license by adding the corresponding column in the Channels section. To do this,

click the Bt grid icon in the upper right corner of Ganz CORTROL Console and move the Video Analytics column
to the list on the left, then click OK.

T Channel vca test* - o ¢

Channel

Video analytics

& Details

External metadata sources

1 Members i
Camera-side metadata

_.‘?,._ Membership

External metadata
-ﬁ Permissions

# Motion detector External service metadata

(= -
=, Video analytics®

Software video analytics

i Audi .

€ Audio v| Enable server-side VA

—:):| Inputs Turn OM to enable software VA, Video analysis will take place on the server side, require a license, and use CPU resources
Detector

[Z Outputs
Generic Object Detector v|| Options...

Channel configuration Detector

) v| Use low-resolution stream if available
Video overlays o

B Dewarp Configure zones and rules

Related items ~ Apply OK Cancel

Video analytics tab allows you to enable and set up VA for the target channel
The following sections with settings are available here:

External metadata sources: metadata coming from any source other than Ganz CORTROL embedded video
analytics. This also includes old generation Open VCA (embedded into older Ganz CORTROL versions).

e Camera-side metadata: if enabled, metadata received from the device (edge VA) will be displayed in
Ganz CORTROL Client overlaying the video stream, and will also be used for event triggering.
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¢ External metadata: if enabled, server will accept metadata sent by external sources in JSON format for
video overlay, event triggering, and search

¢ External service metadata: if enabled, server will accept metadata from integrated services that are
configured as external services, for the purposes of live/playback overlay, search, and event triggering

Software video analytics: here, you can enable and configure server-side VA.

e Enable: if selected, the server will perform video analysis for the target video channel, and metadata
overlay will be turned ON on the Ganz CORTROL Client side (affects all connected Ganz CORTROL Client
applications)

¢ Use low-resolution stream if available: similarly to motion detector, VA can be performed on the
secondary video stream in order to save server resources. We recommend that you keep this setting ON.

e Detector: choose one of the available detection engines.
e Options: click to set the engine-specific parameters
¢ Configure zones and rules: click the button to enter overlay setup

¢ Classes: click Change and choose the object classes that you want to be detected in the target video
(deselected classes will be unavailable for rules)

¢ Detection interval®*: time (delay) in milliseconds between two successive detections (similar to MD),
default: 200ms

e Object loss timeout: time interval in seconds, after which the object out of sight will be considered lost
(and will be detected as new object if appears again), default: 6 seconds

e Scene dynamics**: relative speed of the objects in the scene

e Confidence threshold: minimum level of confidence to decide if the object belongs to a class
(detections with lower confidence will be disregarded), default: 70%

¢ Object similarity threshold***: the minimal level of object similarity between two detections to decide
that it is the same object (objects with lower similarity will be detected as new), default: 85%, optimal
range: 50-90%

¢ Maximum object size: percentage of the image height and width that can be occupied by a single object
at max. Enable this option to eliminate false detections of large non-existent objects.

*This is the minimum time between two detections. If the video stream FPS is low, the actual interval may be longer.

**This setting teaches the VA engine where to look for the same object in the next frame. Slower option means the
object is present in more frames. Faster means the object is present in less frames during its appearance. Choose
slower options for calm scenes with low-speed objects (e.g., people walking), and faster for dynamic scenes (highway
ete.).

***Highly affects the engine ability to track the objects. If the value is too low for the target scene, different objects
may be considered one. Too high (close to 100) causes each detection to produce a new object each time. We
recommend that you start with the default value, and change it slowly when testing. Scenes with many similar
objects (e.g., items on the conveyor belt) require slightly higher similarity and correct object speed (see above).

Engine Options

Click the Options button next to the VA engine drop-down list to open the engine-specific settings. These mostly
refer to GPU usage.

For the generic object detector engine, the following settings are available:

e GPU device*: choose one of the supported graphics cards, or choose Disable to leave VA running on CPU

e Advanced (only change this if you know what you are doing!): per process GPU memory fraction:
amount of video memory in % to be allocated for CUDA; default value 50%

¢ Advanced (only change this if you know what you are doing!): allow GPU memory growth: set this to
Yes this if you prefer the entire video memory chunk to be pre-allocated instead of gradual growth

*Supported GPUs are NVIDIA video cards with capability parameter 6.0 or higher (Pascal, Turing, or Ampere
architecture).

/. In order to enable GPU usage for video analytics, please install NVIDIA CUDA toolkit redistributable
package, which is NOT a part of the Ganz CORTROL installation. You can download the toolkit from the CBC
AMERICA LLC website (usually available with the latest Ganz CORTROL version), or request it from CBC
AMERICA LLC representative or via cortrol@cbcamerica.com.
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=, Options

Options

Tensorflow Options

& Tensorflow Options
GPU device

GPU #1: NVIDIA GeForce GT 1030, capability 6.1 v

Advanced: per process GPU memory fraction

Il -~
- 50

Advanced: allow GPU memory growth

no v

OK Cancel

GPU settings for generic Tensorflow VA engine

If you have multiple video cards, you can assign different cards to different channels. Leave the advanced
settings the same for all channels that use the same graphics card. You can also leave some channels to run on CPU
(for example, the generic 300x300 model is optimized for mobile CPUs and will therefore better perform on CPU,
not GPU).

Create VA Zones and Rules

Click the Configure zones and rules button to bring up the video overlay dialog box. By default, only VA overlays are
displayed, but you can use the Show all checkbox to see if there are other overlays (e.g., data sources) configured for
this channel.

In the top right corner, there are VA markers: counter, counting line, and polygonal zone. Drag and drop the
marker onto the picture to place it, then adjust its size and position.

Zone and Line Properties

Click a zone or a line to see its properties in the rightmost column:

e Type: corresponding element type (line, polygon)

¢ Title: user-defined item name, e.g., Lobby

e Color: choose the element color using the standard palette
¢ Opacity: color opacity (o=transparent, 100=solid)

Additionally, each zone has some properties that affect event triggering and are individual for each zone:

¢ Object presence time: time in seconds for the object to stay inside the zone before the "object entered or
appeared” event is triggered (default: 1 second)

e Object absence time: time in seconds for the object to stay outside the zone for the "object left or
disappeared" event is triggered (default: 1 second)

e Object intersection threshold: percentage of the object area to cross the zone border for it to be
considered a crossing (default: 50%, half of the object)

For example, with default settings: if more than half of the object stays inside the zone for longer than one second,
the "object appeared” event is triggered.

/. Please note that markers are just visual elements: you need to add rules and then create E&A rules to
trigger some event chains.
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! Zones are rectangular by default but you can add new nodes by right-clicking on the zone border and
selecting Add.

Rules and Counters

For each zone or line, you can create rules, which can be later used to trigger events in E&A. For example, such
rules can increment counters:
o for reflecting the current number of objects in the zone, use the special Zone counter type,
o for other rules, create new counters and then go to the E&A configurator to add rules that will increment
those counters.
For each counter marker in VA, you will need to map it to a real counter to make it work.
¢ to track the number of people in any zone: create Zone counter under the zone, then drag and drop
a counter marker, and bind it to the zone counter
¢ to count objects appearances for lines or zones: create a new counter (or choose an existing E&A
counter from the list), then drag and drop the counter marker and bind it to the counter

In such a way, you can use the same counters from E&A for multiple channels' VA, for example, to count the total
number of customers coming via different doors.

= Video analytics - n
Video analytics
| w.n [ Show all Elements T Properties
e | 41, Lined Type OR Counter
4 Line 4 Crossed by person
Color Moo 2ss
[A Pecple
Opaci {F
4l Zone3 pacity
4 Zone 3 Appeared person Resource [ Peoplel
4 7Zone 3 Entered person
4 7one 3 Entered bike
ﬂﬂpeople
v Maintain aspect ratio Remove counter
oK Cancel

Add zones, lines, counters, and rules

For each zone/line rule, you can choose one or multiple object classes to be tracked. You can only choose among
classes that have been enabled for the current channel in the previous dialog box.

Available line rules:

e Crossed AB or Crossed BA: object has crossed the line in the specified direction
e Crossed: object has crossed the line in any direction

Available zone events:

e Entered or appeared: the object appeared in the zone either by crossing its border from outside to inside,
or appeared directly inside (e.g., if the zone order is equal to the frame border, or there is a door inside the
zone)

e Leaved or disappeared: the object departed from the zone either by crossing its border from inside out, or
simply disappeared inside the zone (e.g., there is a door inside the zone)

Available counter types:
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¢ zone counter: reflects the current number of certain objects in the zone
e counter: E&A software counter

Use the buttons below the objects and their properties to create and remove rules. Note that these rules only exist in
VA configuration; in order to set up reactions, go to the Events&Actions section of Ganz CORTROL Console.

VA Configuration Examples

Workflow example: count the number of people who entered the zone.

Drag and drop a zone marker onto the picture. Stretch the zone and add new nodes to cover the desired area.
Click the New rule button, then select the Entered or leaved event type, and set class to Person on the right.
Drag and drop a counter marker onto the picture.

Click the counter, then click the ... (three dots) button in the properties column on the right and choose a

counter. If there are none, create a new one using the New counter button below the list.

. Save the video analytics settings.

. Go to Events&Actions, create a new event of the VCA event type, choose your VA camera as source, and your
VA zone event from step 2 as VCA rule. (Note that the rules will not be listed if VA is disabled for the target
channel).

7. Create a E&A rule using the event from step 6 and a built-in action Increment counter for the target counter.

S S

[N ]

Zone counters can only reflect the current number of typed objects in the zone, therefore, these cannot be
incremented or decremented.

Example 2: pop up camera if there are 3 people in the zone.

Drag and drop a zone marker onto the picture. Stretch the zone and add new nodes to cover the desired area.
Click the New zone counter button below the zone list. The counter will appear in the same list.

Save the video analytics settings.

Go to Events&Actions, create a new event of the Counter value type. Select the counter you created on step 2
as event source. Set the operator to Equal and value to 3.

5. Create a E&A rule using the event from step 4 and a built-in action Pop up camera on screen. Set the desired
channel as rule target to define, which camera pops up.

Sl

Audio

Here, select the audio source for the target channel. The available options are:

¢ None: the channel will have no audio track

¢ Internal: built-in or line-in camera microphone will be used as the audio source (G.711 only!)

e Attached: a microphone that is physically connected to the server will serve as the audio source (server
must be the one having this channel in its configuration)

e Audio source: select one of the devices from the drop-down list. If the list is empty, make sure
that the server has a microphone connected and that it is visible/working in the Windows
Control Panel.
¢ External: use audio from another channel. Audio will be combined with the target channel video in both
live and playback.

When fetching audio from the device side (internal source), make sure to choose the G.711 codec. Other codecs are
not supported at this point, and selecting them may result in unavailable video stream, too, when both video and
audio are packed into the RTSP stream.

For audio sources that are attached to the server: you can use both line-in microphones, as well as ones connected
via audio board, which supports multiple microphones at once. There are three important requirements here:

o the target channel and the target audio device must belong to the same server

o the attached audio device(s) must be recognized by the operating system

o the list of audio devices is retrieved live, so the target server must be online for you to apply the
configuration

Digital Inputs
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If digital inputs (DI) are supported for the underlying device, the available inputs will be listed here. Mark them in
the list in order to allow event generation from those inputs: events can be later set up in the E&A Configurator
using the Digital input event type. After changing the DI name, click Apply below for the changes to take effect: the
setting will not be saved if you simply switch to another tab.

Note that the tab contents is retrieved in real time from the target device, therefore, it may take several seconds for
the contents to become available. In case the target device is offline/unavailable, or if there is no support for DI for
the selected device model, the list will be empty and a corresponding warning will appear.

B Channel Street View PTZ* - o

Channel

& Details

Edit input details Inputs

3 Members

Title
;?’-. Membership v Front gate
Front gate

off§ Permissions Input 2

v| Enabled

% Motion detector
4} Audio
3] Inputs*

[ Outputs Cancel

Related items = Apply OK Cancel

Enable event generation from the camera digital inputs (DI)

Digital Outputs

You can change the state of digital outputs (DO) from the E&A Configurator (target action type: Control digital
output). For the DO to be available in actions, select them here by putting a mark in the corresponding checkboxes.
Optionally, you can also change the DO names. Click the Apply button below the output details to save the changes
before moving to other settings.

For each relay output, you can also specify the desired mode: switch, inverted switch or pulse. This defines the
command that will be sent to the device when DO action is triggered in E&A.

Note that the tab contents is retrieved in real time from the target device, therefore, it may take several seconds for
the contents to become available.If the target device is offline/unavailable, has no DO, or if there is no support for
DO for the selected device model, the list will be empty and a corresponding warning will appear. In case your device
does have DO but they are not supported by software, you can still change their state from Ganz CORTROL E&A by
using CGI/HTTP commands (action type: Send HTTP request or Run program). The exact command text depends
on the device and can be found in the device documentation.
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B Channel Street View PTZ* - o
Channel
% Motion detector *
Edit output details Qutputs
W) Audio -
Title )
3] Inputs v| Front door Switch Unknown
Front door
B Outputs* Front gate Switch Unknown
v| Enabled
Channel configuration
Mode
Video overlays Switch .
B8 Dewarp
Apply Cancel
Related items = Apply QK Cancel

Mark relay outputs for further usage in E&A

Video Overlays

Here, you can create channels shortcuts and also choose a data provider to embed some textual data with the
video. The section below explains channel shortcuts; for setup guidelines on the data overlay, please refer to
the Data Sources section of this document. Video analytics visual elements are explained above.

! By default, only channel shortcuts and data source overlays are displayed here. Enable the Show all option
above the video preview to see all visual elements (e.g., video analytics).

Channel shortcuts are interactive video overlay elements intended for instant switching between video channels
in the Ganz CORTROL Client application's live view mode. In other words, these are visual controls that appear on
top of the video and clicking them will open other (pre-defined) video channels in the same viewport. These
"portals" are configured in Ganz CORTROL Console and then used in the Ganz CORTROL Client application.

Video Overlay Shortcuts a.k.a Portals

Starting with version 1.25 it is possible to mark video overlay shortcuts not only as a rectangle but as a free-form
polygon too. Also, it is possible to create video overlay shortcuts for:

¢ Data and video channels

e Maps

e Buttons

e Webpages

e Shared layouts

By clicking the dedicated area inside the channel, in the Ganz CORTROL Client, you can switch data and video
channels, trigger events assigned to buttons, and switch between saved shared layouts.

Adding portals to channels

To add a new "portal” to the channel, in the Ganz CORTROL Console go to:
1. Configuration ->channels-> Select a preferred channel and then click the Edit button on top or double-click
the preferred channel

2. Select video overlay and klick Configure video overlays button

. -, .
3. Drag the "portal” icon to the channel layout view and mark the zone you want to use as a shortcut.

To assign existing resources to a shortcut, select your shortcut in the Elements panel, then in the Properties panel,
click on Resources and assign from the available list.

/. N.B. User buttons assigned as video overlay shortcuts do not have any indication and work with a single click.
To check if the button was actually triggered, go to the Alert tab inGanz CORTROL Client
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/. Make sure the video from the target channel is available before setting up the channel shortcuts in order to

ensure correct shortcut placement.

The video Overlay window contains three tabs. The first tab is for the channel camera view and all the overlay
markings. The Elements tab allows you to switch between added overlays, and the Properties tab contains options

specific to the chosen overlay.
Shortcut Overlay Properties

Type: type of video overlay
Shape: can be rectangle or polygon

Label: optional text to display with Overlay in Ganz CORTROL Client viewport

Background color/opacity: shortcut color and its transparency
Foreground color/opacity: shortcut font color

Font/Font Size: face and size of displayed shortcut font
Resource: resource linked to Video Overlay shortcut

Data Overlay Properties

Type: type of video overlay

Line count: how many lines are allowed per video port
Timeout: how long data will be displayed since the last data input
Text color: data Overlay viewport font color

Data Source: data source connected to the selected channel
Data ID: data ID

Counter Overlay Properties

Type: Type of video overlay

Text: Optional text to display with Overlay in Ganz CORTROL Client viewport
Color: Displayed text color

Opacity: Displayed text opacity

Font/Font Size: Face and size of displayed shortcut font

Resource: resource linked to Video Overlay shortcut

To remove any unneeded Shortcut, Counter or Data Overlay - select it in the video viewport or in Elements

tab and click the Recycle bin button in the panel above the video.
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To save the video overlay settings, click OK to close the dialog box and then click Apply or OK in the Edit channel
dialog box. If you click Cancel to discard changes in the Edit channel dialog box, adjustments in the video overlays
will not be saved.

Channel Configuration

The Channel Configuration tab allows you to adjust advanced channel settings. Some of these can be changed via
Ganz CORTROL Console but sometimes software does not cover some of the device settings, so you are also given
the option to go straight to the device Web interface - simply click the Open device in browser button to do this.

For ONVIF channels (if device model is set to (Generic) ONVIF Compatible), there is an option to set up imaging
settings: the corresponding button will appear next to the Channel properties button. Please see below for more
details.

22 Channel samsung ptz - o IES

Channel

Channel configuration

& Details

Channel properties
% Motion detector

Manage channel properties
2. Membership
Open channel properties

of§ Permissions
Open device in browser

Channel configuration

Cancel

You can open the target device in browser or go to the software provided settings dialog box

Click Open channel properties to access the additional channel configuration dialog box. The available tabs depend
on the device model and capabilities: for some cameras, only basic configuration options are present, while for
others, advanced settings are accessible. If you see that a camera has certain capabilities that are not configurable
via Ganz CORTROL Console configuration interface, go to the device's Web interface in order to change that specific
setting.

¢ Video Input tab: set video transport (the available list of options depends on the device type and model;
common types include HTTP, RTSP* and native transport)

¢ Video Adjustment tab: fine-tune picture settings such as brightness and contrast level

¢ Substream tab: enable second (lower resolution) stream; some integrations also support stream settings

¢ Video Configuration tab: choose streaming settings**

e Motion Detection tab: with some devices, the camera-side motion detector must be explicitly enabled
here

e External PTZ tab: adjust external PTZ controller settings; communication port must match the
communication port that the RS232/485 controller is connected to, and baud rate has to match the baud
rate of your PTZ controller/analog PTZ camera

e RTSP tab: appears if RTSP transport type has been chosen; set RTSP port and mode
(TCP/UDP/multicast***) here
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*You may have to specify the RTSP port on the corresponding tab if it differs from default (port 554 is default for
most devices). To do this, select the RTSP transport type and then click Apply: as a result, the RTSP tab will become
available. For ONVIF devices, the RTSP port is set automatically.

**Remember, the higher the resolution/bitrate/quality/frame rate you set, the more storage space and bandwidth it
will use when recording. These settings also affect CPU/virtual memory resource consumption for live video and
software-side motion detection.

***Multicast mode availability depends on device integration.

) Note that a valid administrative account login and password for the camera should be provided in Device
settings in order to access and set the device configuration.

Imaging Settings

For ONVIF device channels, it is possible to adjust the image settings like brightness, saturation etc. To access these
settings, open the channel for editing, choose the Channel configuration tab, then click the Open imaging
properties button.

Adjust the settings, then click Apply. If you like the result, click OK to close the dialog box and exit.

Use the Reset button to revert the latest changes. If you save the changes and close the window, next time you open
it Ganz CORTROL Console will treat the previous settings as default and will reset to them (and not some other set
of values). To reset the imaging settings to the factory defaults, use the camera Web interface.

|E|1 Office_I : Imaging properties - o -

Office_| : Imaging properties

11-02—-2021 Focus mode AUTO v
Focus default speed
Focus near limit

Focus far limit

- .=D=. —
Brightness 59.00

: (S| —
Color saturation 79.00

—_—
Contrast 88.00

—_—{—
Use low resoultion stream Sharpness 81.00

Reset Apply

Use the low resolution stream for image preview to compare the pictures and make sure the applied imaging settings
look good on both streams (e.g., make sure important elements are visible).

Dewarp

Here, you can configure generic dewarp settings or enable dewarp engine for the Panomorph Enables® lens. For
details, please see the subsequent topic on dewarp setup.

Video Configuration

This tab is only available for certain device drivers like ONVIF. For other devices, go to the Channel Configuration
tab (described above).

Here, you can select stream properties for both main and secondary video streams. The options are fetched from
the device so the availability may differ depending on the vendor.
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/. The settings are changed on the device side, too, so make sure the target device is not configured in some other
video management software in order to avoid configuration conflict.
Available settings:

e Profile: choose one of the video stream profiles (built-in or pre-configured on the device side)

¢ Encoding, resolution, quality, GOV length*, frame rate, bitrate, bitrate mode: choose one of the
available settings according to your needs

By default, camera-side settings are used (whatever is currently set on the device side). You can override all settings
or only some of them.

=
(]

/ Note that a valid administrative account login and password for the camera should be provided in Device
settings in order to access and set the device configuration.

*Too long GOV intervals (hence, low i-frame rate) may cause recording and playback issues. Channels
with too low i-frame rate will have a warning (orange color) in the Monitoring section of Ganz CORTROL Console,

under Channels. To view this column, click the grid icon E:E'r in the upper right corner and move the columns Main
stream GOP size and Substream GOP size to the left, then click OK.

RTSP Configuration

This tab is only available for certain device drivers like ONVIF. For other devices, go to the Channel Configuration
tab (described above).

By default, the default port of 554 is used for obtaining video over RTSP. Here, you can override the default
port, and also choose between unicast and multicast.

Edge Configuration

This tab is only available for certain device drivers like ONVIF. For other devices, go to the Channel Configuration
tab (described above).

For some devices, Ganz CORTROL can fetch the recording done on the device side (on camera SD card). This tab
contains some settings related to the edge stream synchronization.
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7.6 Bulk Edit for Devices and Channels

For easier resource management, it has been made possible to edit certain settings of devices and channels, e.g.,
recording settings and motion detection, for multiple items at once. To do so, simply select more than one device or
channel in the item list using CTRL+click or Shift+click (use CTRL+A to mark all) and then click the Bulk Edit
button on the top panel. Note that the button will not be there unless at least two items are selected.

e Some settings will be grayed out, indicating that these either cannot be changed at all or specifically via
bulk edit

o {Multiple values} text in the setting field indicates that selected items have different options, e.g., have
different recording configurations
e leave such a field untouched if you wish to keep these settings different
¢ change the value of such a field to something specific using the Change button to assign the
same setting to all selected items

¢ TFields containing specific values or empty fields indicate that all selected items have the same setting
(often default); change the value to assign the setting to all items at once

Edit Multiple Devices
Select at least two devices in the list and click Bulk Edit on the top panel to bring up the corresponding dialog box.

Some settings will be grayed out, indicating that these settings either cannot be changed at all or specifically via bulk
edit.

#= New device |~ Bulk edit Assign group T X 2 selected

IITLL SLDULD e Y ol W il o, P Y OIS T I
W4 Bulk edit
Bulk edit
& Details
Title
& Network
Model
viode
Server
= My Server Change...
OK Cancel
Recently added, 1 Devices, 11

Edit multiple devices using bulk edit
For devices, you will be able to modify the following settings:
e Details tab:
e Server: the server where the devices belong
e Network tab:

e Port: HTTP port to connect to the device (for IP devices)
e Secure connection: use HTTPS
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e Username and password: user credentials to log in with

When done, click OK to save and close the dialog box: the settings will be applied to all the selected devices.
Edit Multiple Channels

Select at least two channels in the list and click Bulk Edit on the top panel to bring up the corresponding dialog box.
Some settings will be grayed out, indicating that they either cannot be changed at all or specifically via bulk edit: for
instance, it is impossible to change the title field this way, as each channel normally has its own name, which
therefore should be edited for each channel individually.

&= Create channel group Bulk edit Assign main stream recording configuration |~ Assign group Disable Create replication ® 2 selected

B4 Bulk edit - o
=
O | Bulk edit
= i
# Details Main stream recording configuration ~
= # Motion detector {Multiple values} Change...
) o -
Recording configuration
=
Main stream storage
=
u B Default Change...
= Storage
=t Substream recording configuration
= {Multiple values} Change...
bstream recerding configuration
=l e
Substream storage
= g
8 nes
= &4 Default Change...
5 Lrea v
oK Cancel

Edit multiple channels using bulk edit
For channels, the following settings can be changed via bulk edit:

e Details tab:
e Organization*: the organization the channel belongs to
¢ Main stream recording configuration: default recording setting for the main stream
¢ Main stream storage: main stream recording destination

¢ Substream recording configuration: default recording setting for the secondary stream, if
available

¢ Substream storage: secondary stream recording destination
e Edge** recording configuration: set Continuous Recording here for proper operation
o Edge** storage: recording destination for the footage fetched from the device

¢ Video lost time: timeout for streams absence, after which the video stream is considered lost
and the corresponding event is raised in the E&A engine

e Motion detector tab:

e Mode***: choose between camera-side or software-side (high performance or high accuracy
software modes available) motion detection

*Ganz CORTROL Global edition only
**Only for channels coming from ONVIF devices
***You will find more details on the motion detection modes in the Channel Configuration topic

When done, click OK to save and close the dialog box: the settings will be applied to all the selected channels.
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8 Recording Profiles, Schedules, and Configurations

This section describes how to create and configure recording entities: recording profiles, schedules, and
configuration.

To access the recording configuration dialog boxes in Ganz CORTROL Console, select the Configuration section and
then choose Recording in the menu on the left.

There are three types of resources in the Recording tab:

o profile: choose what data streams are recorded and in what mode (continuous/alert triggered)
e schedule: set a recording timetable based on profiles
e configuration: a profile- or schedule-based recording configuration that is assigned to channels

These entities are not related to storages
The buttons on the upper panel allow to create, edit and remove recording resources.
/. Recording resources cannot be deleted if they are is use at the time, i.e., if a recording profile has

been assigned to a recording configuration or a schedule, or if any of the recording resources have been
assigned to a channel.

Create Recording Profiles

Recording profiles allow you to choose which data streams are recorded and how. Profiles are not assigned directly
to channels; instead, they are used as components for recording schedules and recording configurations. You can
think of a recording profile as the currently running server recording job for a channel: one profile is active at a time
and profiles can change based on a schedule/event within the recording configuration assigned to the channel.

) Recording profiles do not include settings like pre-recording interval: this setting is defined separately for each
channel and, consequently, is defined in the recording configuration settings. This approach optimizes server
memory management as the server knows exactly which channels need the pre-recording buffer.

To add a new recording profile, click the down arrow button next to + New recording configuration and select +
New recording profile. The profile creation dialog box will appear.
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K Recording profie VideoAudioContinuous@15FPS* - oI E8
& Details A
Title

VideoAudioContinuous@®15FPS

\ecording profile as seen by others

Continuous recording

+| Video stream

Continuous video stream recording
| Limit frame rate
15
Maxamum frame per second rate to video stream recording (default is 10
| Audio stream
ontinucus audic stream record ng

Maotion stream

ontinuous motion detection information recording

Data stream

Continuous dzta stream recording

VCA stream

nucus VCA stream recording
Alert recording
ntinuous video stream recording

Limit frame rate

oK Cancel

Recording profile properties

This dialog box has two sections: one for continuous and one event-driven recording. Note that you can only select
one mode at any time time for video and audio streams: if continuous recording is selected, alert-based recording
options will be grayed out.

You can use the existing built-in recording profiles as the basis when creating your own recording profiles. Also, the
most popular scenarios (motion-based, continuous, no recording) are covered by the built-in profiles so you only
need to create custom profiles.

To configure motion-based recording, enable Video stream in the Alert recording section and enable the
Detected motion triggers alert setting. If you wish to record still frames at a low rate while there is no motion
taking place, keep the Video stream option in the Continuous recording section enabled and set your desired frame
rate, e.g., 1FPS; then set either a high FPS or unlimited FPS in the Alert recording section. In case you only wish to
record while motion is taking place, deselect Video stream in the Continuous recording section.

) When you assign a motion-based recording configuration to a channel with a disabled motion detector,
the software will automatically suggest enabling motion detection for the target channel. The camera-side
detector is given priority; if it is not available, the software-side detector will be enabled and set to the high-
performance mode. We recommend that you review the motion detector settings to make sure it operates as
desired, especially if the camera-side detector is in use.

Setting Description Default
Value
Title User-defined recording profile name [empty]
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Video stream Select to enable continuous video recording Disabled
(continuous)

Limit frame rate (for Set a frame rate restriction for recorded video; note that for compressed video |10 FPS
continuous video streams (e.g., H.264) actual frame rate may differ due to compression

recording) algorithms

Audio stream Select to enable continuous audio recording Disabled
(continuous)

Data stream Select to enable data recording from the associated the data source Disabled
VCA stream Select to enable continuous video analytics event recording Disabled
Video stream (alert) Select to enable alert-driven video recording; video will only be recorded after | Disabled

alert generation, for the time period defined in the Post-recording interval

Limit frame rate (for Set frame rate restriction for recorded video; note that for compressed video 10 FPS
alert video recording) | streams (e.g., H.264) actual frame rate may differ due to compression
algorithms

Audio stream (alert) Select to enable alert-driven audio recording; the video will only be recorded Disabled
after the alert generation, during the time period defined in the Post-
recording interval

Post-recording interval | The time interval during which alert-driven recording will be conducted after | 10

alert generation seconds
Detected motion Motion will act as a trigger for recording; enable this setting to set up motion- | Disabled
triggers alert based recording

When done, click OK to save the recording profile: it will appear in the item list of the Recording section. The profile
is now ready to be used for further configuration.

Create Recording Schedules

Recording schedules are sets of recording profiles that define what recording profiles are used depending on the
day and time of the week. In other words, a schedule defines how the profiles are switched over time basis. Alike
recording profiles, schedules need a recording configuration on top of them to serve as a proxy in order to be
assigned to channels.

To add a new recording schedule, click the down arrow button next to + New recording configuration and select +
New recording schedule. A schedule creation dialog box will appear, allowing you to enter a name of your choice for
the new schedule and add the profiles to define the recording timetable.

@ Recording schedule Shop_Weekends_and_Nights - O
Recording schedule

& Details
Title

Shop_Weekends_an d_nghts|

Recording profile as seen by others

User-defined title for the recording schedule
To create a new schedule:

1. Enter its title

2. Choose a calendar (optional) or just use a weekly schedule

3. Define the points in time when the profiles will change (using either grid or list view)
4. Save the schedule

Here are detailed explanations of what the schedule elements do and how they are configured.
Schedule Visualization

The schedule configurator has two modes: list view and grid (graphical) view. The graphical mode is used by
default; you can switch between the two views by clicking the toggle button in the upper right corner.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.

235



Ganz CORTROL Global Administration Guide

List Mode

In this view, each line represents a point in time when a specific profile is activated.

® Recording schedule Weskends Only* - O
Recordlng -
# Details
Title
Weekends Only
Recording profile as seen by others
Scheduled profiles
& TIME - PROFILE
Maonday 12:00 AM Mo recording
Saturday 12:00 AM Continuous recording
‘ Add | Edit Remove
oK Cancel

Recording schedule in the list view

Click the Add button below to insert a new profile with a defined start time. To change an existing item in the list,
double-click it or use the Edit button.

Scheduled profie - IE3

Schedule item setup

Day Time
Sunday v| |2:00:00 AM .
Day of the week Time of the day

Recording profile

K Continuous recording (22) Change...

Description

OK Cancel

Add profile to the recording schedule

Note that you only have to define the start time for each profile: the end time is determined by the next profile start
time. For example, if you require continuous recording during weekdays and motion-driven recording during
weekends, your continuous recording profile should be scheduled to start on Monday at 12 a.m. and the motion-
driven one to start on Saturday at 12 a.m.

Click OK to save and add the profile to the schedule. Multiple profiles will be automatically sorted based on their
start time.
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Use the Edit and Remove buttons below to manage added profiles. When done, click OK to save; the newly created
schedule will be added to the item list in the Recording section.

Grid Mode

Graphical schedule view is more convenient for complex timetables, where many different recording profiles or
profile combinations are used.

& Details
Title

Custom recordlng schedule
Recording profile n by othe

Schedule editor

00:00 03:00 09:00 21:00 00:

Recording profiles Q
A
F— |||||||||||||||||||||||||||||||| " {HORRAAA
@ o recorcng FRN 1111117111 Y
@ Contruous reording BN 11111171111
& Recording oy ot ~ DURUROOMoOoC - TRRARRRR
by moton + sl anes i |||||||||||||||||||||||||||||||| AU
@ 5/ VCh evets sn motr A O

OK Cancel

00

® Recording schedule Custom recording schedule - O
Recording schedule

Weekly recording schedule in the grid view

Simply select the desired profile in the list on the left, then mark the target period on the grid view. Repeat with
all desired profiles.

' As you create new profiles, they are automatically assigned different colors and appear in the profile list.

Tt is not necessary to fill the whole timetable. You can leave some of the grid empty (white): empty time
periods will be analogous to the No recording profile and nothing will be recorded during that time.

Schedule Calendars

The core of a regular recording schedule is the week. In the simplest approach, you define how the profiles are
switched on a weekly basis by coloring the week grid, and your Ganz CORTROL server will cycle through the week
accordingly.

A more detailed approach takes into account the whole year. This covers non-standard weeks, when some of the
weekdays should follow the recording pattern of the weekends (e.g., state holidays) or vice versa. For this, you can
build a custom calendar with exceptions.

User defined calendar

B Latvian_holidays Change...
User defined calendar

A schedule using a custom calendar (optional)

How to decide if you need a calendar?
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e If you only need a typical weekly schedule throughout the year, use the weekly schedule.
e If you have a need for custom daily schedules, use a custom calendar.

e If you need to change the day type sometimes and "change Saturday into Thursday", use a custom
calendar.

When you only use the regular 7-day week without a calendar, ignore the "Custom days" section.
Add Custom Calendars

User-defined calendars provide an option to define a yearly basis for the recording. While the weekly basis is
simpler, having a year long calendar allows configuring special dates (e.g., holidays).

Each calendar assumes the same weekly schedule as its base, and then you can add exceptions by explicitly
assigning the recording pattern to specific dates. You can choose that pattern from the weekly schedule (7 different
days) or from the custom days (5 additional daily patterns), which you can pre-define.

You can add as many calendars as you like, use them in various recording configurations, and change them by
adding/removing items at any point. When you change the day type for the current day (e.g., today is Saturday and
you add a calendar entry that forces Thursday on this date), the new recording profiles are enforced immediately
after you save the configuration.

User defined calendars

User defined calendars f @]

IT
5]
M

none
B Latvian_holidays User defined calendar
= MNew user defined calendar 8] 4 Cancel

The list of custom calendars

To add a new calendar, open the recording schedule creation dialog box, and click Change... next to the User-
defined calendar option. You will see the list of existing calendars (empty by default). Click the + New user-defined
calendar button to open the dialog window.

In the list of calendars, you can also edit the list (remove unnecessary items by clicking the Recycle Bin button) and
open existing calendars for editing (by selecting the target calendar and then clicking the Pencil button). To

' If you run multiple installations in locations that use the same calendar, you don't have to create it again for
every installation. Simply create the calendar, save the Ganz CORTROL configuration database file, and
then import the calendar from it.
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B User defined calendar Latvian_holidays* o =
User defined calendar

& Details DATE DAY

B3 Days* 6/22/2023 Day 3
6/23/2023 Sunday
6/24/2023 Sunday

11/18/2023  Sunday

&= Add Edit Remove

Apply oK Cancel

A custom calendar with four exceptions

Enter the calendar name and switch to the Days tab. It is empty by default (which means the calendar solely
operates on the normal week basis). To create exceptions:

1. Click the + Add button.

2. Choose the date.

3. Assign the day for that date.

4. Click OK to add the special day.

Repeat this process until you have entered all the desired custom calendar days. Click OK to save and close the
dialog box: the calendar will appear in the calendar list, allowing you to assign it to your recording schedule.

Schedule exclusion

DATE DAY

G/22/2023 Day 3
Date

62372023 Sunday
6,/24/2023 v O

6/24/2023  Sunday Do

11/18/2023 Sunday Day £ 'Date’ field must be unique l
Sunday v
Source day which schedule will be used on specified date

% Add Edit
QK Cancel

Each date must be only present once in the calendar

In the list of days, click any entry and then click the Pencil icon to open it for editing.
Custom Days
Apart from the weekdays and weekends, you can define up to five additional alternative days and use them in your

custom calendars. This feature is convenient when there are days when no daily recording pattern can be applied,
e.g., early release pre-holiday days or other days with a special schedule.
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CUSTOM DAYS

L e F T O M TFN Vi

DAY 2

DAY

L

DAY

oY

DAY

Ln

Defined custom days with the recording pattern different from both weekdays and weekends

Custom days do not participate in the regular weekly schedule (without a calendar). You can assign any custom day

to a particular date in your user-defined calendars.

Create Recording Configurations

Recording configurations are global recording arrangements that can be assigned to channels in the recording
setup. Each recording configuration can be based on a single recording profile or a pre-defined recording schedule.
Configurations are used as a proxy between profiles and channels, defining individual quotas and pre-recording

buffers; such approach is a saver of the server memory.

To add a new configuration, click the down arrow button next to + New recording configuration.

@ Recording configuration Weekends*

Recording configuration
& Details
Title
Weekends
Recording profile as seen by others
Controlled by
@ Weekends Only (120)
Profile or schedule
Prerecording interval
10
Time interval to keep recording before alert was
Amount guota {GB)
0

Maximum amount of data to be kept in stc

Duration guota (days)
5

MNumber

Recording configuration dialog box
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The corresponding dialog box will appear, allowing you to enter configuration properties.

Setting Description Default
Value

Title User-defined recording configuration name [empty]

Controlled | Choose an existing recording profile or schedule for current configuration or create a [none]

by new one from the sub-dialog

Pre- Set pre-recording interval for alert-driven recording, if applicable; note that a large pre- | 10 seconds

recording | recording interval will increase virtual memory usage. Maximum value is 60 seconds
interval

Amount Storage quota in GB: the maximum amount of space that can be taken up by recordings | o
quota on each storage, if the maximum size is reached, the oldest footage will deleted; set 0 to | (unlimited)
disable any limitations

Duration | Duration quota in days: the maximum number of days that recordings are kept in 0
quota the archive on each storage; after this, recordings will be erased; set o to disable any (unlimited)
limitations

Before setting recording limitations, make sure there is sufficient space in the server storage for all cameras. The
quotas may be ignored if actual storage size is insufficient, and this will result in shorter footage durations.

Note that the maximum pre-recording time is 60 seconds. Larger values will be ignored by server core. Also,
actual pre-recording buffer may be smaller if the server detects that it is not required (see below). The actual
buffer size in seconds will be displayed in the Monitoring section, under Streams. It may differ from your pre-
recording setting in the recording configuration. Ganz CORTROL server applies smart logic here and traces
situations when larger buffer is not necessary, or even preventing the system from normal operation. Thus:

e if the currently used recording profile does not involve any pre-recording (e.g., Continuous recording, or
event-driven with no defined E&A events), the buffer size will be reduced to o - this is absolutely normal,
once you add any recording-triggering events, Ganz CORTROL will automatically increase the buffer size

o if there is not enough memory for all channels (the server is overloaded), the server will reduce pre-
recording buffers; channels with largest frame cache size will have their buffers reduces first pf all

e upon server startup, the buffer size is increased gradually for smoother start

If your pre-recording buffer size requires more memory than there available, you will see channels with top buffer
size (in MB) appear marked red and with an * (asterisk) in the Monitoring section, under Streams. Also, the Audit
section of Ganz CORTROL Console will contain events from the corresponding server stating that there is Not
enough memory to process frames. If this happens regularly, review your server hardware using CBC AMERICA
LLC provided hardware calculator and add more RAM to your server, or decrease the pre-recording interval
duration wherever possible.

' Note that quotas do not give priority to channels that are assigned configuration. For example, if you set
duration quota to 10 days, it merely means that maximum allowed storage duration will be 10 days for a
channel with given configuration; this will not cut down recording for other channels.

When you have finished, click OK to save and exit. The recording configuration will be added to the item list and will
become available in channel recording configuration.
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8.1 Assign Recording Configurations

Recording configurations can be assigned to channels and channel groups to define how data streams are recorded.
There are several ways to assign a recording configuration:

¢ when using device autodiscovery: via Found channels tab (automatically discovered channels are assigned
the Continuous recording configuration by default)

¢ when creating multiple devices: from multiple channel creation dialog box, Channel settings tab
(manually added devices are set not to be recorded by default)

¢ after adding a single device manually: via Channels section, Edit channel dialog box, Details tab (manually
added devices are set not to be recorded by default)

o for existing channels, per channel: via Edit channel dialog box, Details tab

e for existing multiple channels: via Channels section, using Assign recording configuration button on the
upper panel

Topic body below explains how to assign configurations via main Ganz CORTROL Console window (latter option).
All the rest alternatives are similar: you are offered configuration selection list at once from corresponding setup
window.

Enable Recording

Configuration

4= Create channel group Assign group Assign recording configuration X 4 selected

= Servers — — -
* Users 93 (Generic) ONVIF Compatible ... (1086) (Generic) ONVIF Compatible .. 192.168.3.33
B¢ Devices 24 Asoni CAME13 on 192.168.3.... (104) Asoni CAMGE13 on 192.168.3... 192.168.3.47

33 Asoni CAM6E13 on 192.168.3.... (105) Asoni CAM613 on 192.168.3... 192.168.3.47
33 Channels

22 Grundig GCI-G1536F on 192.... (114) Grundig GCI-G1536F on 192... 192.168.3.214
® Recording %2 Grundig GC1-K0622D on 192... (113) Grundig GCI-K0622D on 192... 192.168.3.215
Ed Layout templates 24 Grundig GCI-K1627D on 192.... {116) Grundig GCI-K1627D on 192.... 192.168.3.216

2 Vivotek FD8154 on 192.168.... (115) Vivotek FD8154 on 192.168... 192.168.3.212

G Vivotek IP7131 on 192.168.3.... {(112) Vivotek IP7131 on 192.168.3... 192.168.3.211

First Floor (122)
Configuration < i’

Recently added, 1 Recently updated, 5 Groups, 1 Channels, 8

T8 Monitoring

Select the channels that are subject to recording configuration changes

In Ganz CORTROL Console, choose Configuration section and select Channels from the menu on the left. Select one
or multiple channels and/or channel groups (use CTRL+click or Shift+click to select several items at once) and then
click the Assign recording configuration button on the upper panel. The list of available configurations will appear.
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Select recording configuration

Available recording configurations

TITLE

@ No recording
@ Continuous recording
@ rmotion

@ Weekends

=#= Mew recording configuration

Choose a recording configuration for the channels selected

I TYPE
(31) Recording configuration
(32) Recording configuration
(117) Recording configuration

(121) Recording configuration

OK

Cancel

Note that you can only directly assign configurations, not profiles or schedules. Configurations are based on
profiles or schedules (sets of profiles); please refer to the Configure Recording Profiles section of this document for

details.

Click the + New recording configuration button below to create additional configurations from existing

profiles/schedules at this point.

) When you assign a motion-based recording configuration to a channel with a disabled motion detector,
the software will automatically suggest enabling motion detection for the target channel. The camera-side
detector is given priority; if it is not available, the software-side detector will be enabled and set to the high-
performance mode. We recommend that you review the motion detector settings to make sure it operates as

desired, especially if the camera-side detector is in use.
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@ Recording configuration Weekends* - oI E8
Recordlng conﬁguratmn
& Details
Title
Weekends

Recording profile as seen by others

Controlled by

@ Weekends Only (120) Change...

Profile or schedule

Prerecording interval
10

ime interval to keep recording before alert was signalled in seconds (default is 1

Amount guota (GB)
0

Maximum amount of data to be kept in stored archive

Duration quota (days)

Add new recording configuration

Press OK to save and go back to the channel list: newly created recording configuration will be automatically
assigned to channels previously selected.

Disable Recording

To disable recording for any channel(s), choose the No recording configuration, which is present in the list by
default. If you have deleted it, simply create a new recording profile without any streams selected for recording and
then create a recording configuration for this profile.
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8.2 Archive Replication

In addition to the main recording configuration, each channel has an extra feature for the backup recording, which
is called channel replication. The basic idea is that a channel copy - or replica - is created and can be set for
recording on any server with a different recording profile and/or schedule. These kinds of channels have
configuration constraints - e.g., you cannot change stream resolution - so it is only possible to affect recording
settings by choosing a different recording profile and/or schedule.

The backup channel is not recorded directly from the data source (camera or other); instead, it is being replicated
from the original recording that already exists on the server. This results in two important points:

e replication channel cannot contain more data than the original stream,
¢ replication feature is resistant to low bandwidth and connection failures.

For instance, if primary stream recording profile is set to record video only at 15FPS and based on motion, then,
consequently, replication stream cannot be full-time video+audio at 25FPS due to a lack of data. Keep this in mind
when configuring replication.

) Ifyou create replication channels after the main channels have been recording for some time, the replicas will
copy the last 30 days of the existing archive and the server-specific and individual quotas will be maintained
from then on.

You can configure replication channels to be recorded on the same server as the source channel or on any other
available server; if system architecture is distributed, especially on large-scale multi-site installations, dedicated
replication servers are recommended. These are regular recording servers with only replication channels
assigned to them.

When the failover mechanism is in action:

o If the source server (containing the original device aka replication source) is replaced by a failover node,
and the replica is on another server (which is functioning normally), the replication process will continue
as usual, provided that connection between the failover node and replication server is available.

o If the replication server goes offline and is replaced by a failover node, the replicas will pause and will not
run on the failover server. Hence, you will not have an excessive archive copy. The replication process will
resume once the target replication server is back. Thus:

e It is not necessary to put pure (dedicated) replication servers into failover clusters, and
e If a server has both normal devices and replicas, only regular devices will be covered by failover.

If replication is done from multiple servers (e.g., failover servers kicked in, or the source device was manually
transferred to another server), you will see separate tracks in the playback mode of Ganz CORTROL Client. To view
them all together, enable summary timeline in the application settings, and then drag and drop all tracks onto the
viewing area.

) Any number of replication channels can be created for each channel; both main stream and substream are
available for recording in the replication channel settings.

il

‘' Replicas are not subject to licensing; e.g., if your Ganz CORTROL license allows 100 channels, you can create
any number of channel replications for each of these 100 channels. The feature itself is only available for Ganz
CORTROL Global edition.

Pre-Configure Recording Profiles

Prior to creating a replication device, make sure you have arranged the necessary recording profiles and schedules
and assigned them to recording configurations. A typical replication recording configuration may include low frame
rate and recording during critical hours, and also may have a longer duration quota.

=
(]

. Avalid replication scenario could be as follows: the main stream is recorded continuously at 30FPS with audio

and all available event data streams; primary replication channel has 10FPS, video+audio settings and
secondary replication channel represents video at 15FPS with digital input events data.

Create Replication
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The Create replication button is available on the upper panel in the Channel view, which can be accessed in two
ways:
o choose the Configuration section and then click Channels in the left Ganz CORTROL Console menu - this
view contains all available channels and channels groups;

¢ while in Devices, click View channels button on the upper panel - this view will only display device-specific
channels.

Configuration

4 Create channel group Edit Assign group Assign recording configuration Create replication X 1 selected
XL Users -
TITLE ID DEVICE ORGANISATION SERVER P
B4 Devices I3 Samsung SNP-3120V on 192.168.3.11 (114) Samsung SNP-3120V on 192.... Primary (101) 1 o
32 Channels 33 Secret Gate on 192.168.3.4 (109) Axis 215 PTZ on 192.168.3.4 (... Torchwood (116) Primary (101) 1
7 Vivotek IP816A on 192.168.3.12 (111) Vivotek IP816A on 192.168.3.... Primary (101) 1
Configuration
I3 Vivotek PZ7131 on 192.168.3.19 (110) Vivotek PZ7131 on 192,168.3... Primary (101) 1
# Events & Actions 3 Vivotek PZ7131 on 192.168.3.19 [Replication] (170) Vivotek PZ7121 on 192.168.3... Primary (101) .
< >
2@ Monitoring
Recently added, 1 Groups, 2 Channels, 11 Replication channels, 2

Create replication in Channels view

Select one or multiple channels in the list, then click the Create replication button on the top panel. A small dialog
box will appear, allowing you to set the destination server and recording configuration for the replication at once.
You can change these settings anytime later by going to the device and channel settings as described below.

Replication channel options -

Replication channel options

Server

= My Server Change...

Server

Main stream recording configuration

........................................

@ Continuous recording . Change..

Recording configuration

OK Cancel

Pop-up dialog box with basic replication settings

The created replication channel will appear right next to the original channel in the full channel list (note that it may
not be visible in a single-channel view or when specific filters are active). All channel settings will be duplicated, the
channel name will receive a [Replication] tag and the device model will be set to Generic [Replication] type (which
is unchangeable).

You can change the settings of any replica similarly to regular devices and channels.
Device Settings
To change the settings of a replication device, go to Configuration section and then click on Devices in the menu on

the left. On the bottom panel, select Replication filter to display replication devices only (the active filter is
highlighted blue; to deactivate it, click highlighted filter once again).
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@ Configuration > Devices

Configuration
&= New device |~ Edit Assign group Assign server View channels ﬁj] X 1 selected
& Networks - — S . - - .
= Servers B4 Axis 215 PTZ on 192.168.3.4 [Replication] Global Server (101) (Generics) Replication

B Failover clusters

x Users

B4 Canon VB-S800D on 192.168.3.40 [Replication]

B4 Vivotek IP816A on 192,168.3.12 [Replication]

none

none

(Generics) Replication

(Generics) Replication

Configuration
4 Events & Actions

@ Monitoring

Recently added, 3 Devices, 3 Replication devices, 3 Unassigned, 2 3 filtered X

Use filter to show replication devices only

Select one or multiple devices (hold down CTRL or Shift to select several items at once) and click the Assign server
button on the upper panel, then select the target server from the pop-up dialog box and click OK to save.

Double-click on any device or click the Edit button on the bottom panel to open device editing dialog box and change
permissions and membership settings.

Channel Settings

To edit the replication channel settings, switch to Channels section; on the bottom panel, select Replication filter to
display replication channels only. Click each individual channel to open its configuration dialog box and assign
recording configuration, and set organization attachments, if desired. Membership and user privileges can be set on
the corresponding tabs, just as for usual channels.

! You can delete replication channels and devices just as any usual channels/devices. Note that source channels
cannot be deleted until there exists at least one channel exists to replicates them.

If all the steps above have been completed successfully, your devices will now have backup recording configured.
Archive recorded from replication channels can be played back in the same way as regular archive via Ganz
CORTROL Client. Live previews are not available as replication only provides recording.
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9 Add Users and User Groups

User management is accessible via the Users component of the Configuration section. By default, the system already
features a built-in global Administrator account and built-in Administrators group.

' The built-in Administrator user account and built-in Administrators group are root users with access to
absolutely all the available resources. As a result, resources choice is unavailable for the Administrators group,
and it is also impossible to add Administrator user to any other group.

Any users added as members to the built-in Administrators group will have the same full authority as root
users.

@ Configuration > Users

Configuration

Edit Assign group ® 1 zelected

= Servers
TITLE ID LOGIN NAME ENAB.. EMAIL

AL Users &, Built-in Administrator account (1) admin yes

W4 Devices &% Built-in Administrators group (3)
32 Channels
@ Recording

B Layout templates

Configuration

A Monitoring

----- Groups, 1 Users, 1
Configuration -> Users
Add Users
Click the + New user button on the upper panel to bring up the configuration dialog box.
Details

Enter user login information here.
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XL User jtkirk®

User
& Details
& Membership

== Resources

User login name
jtkirk

| Active

User's full name

James T. Kirk

Email address

jtkirk@domain.com

v| Set password

OK

Enter user details

The table below describes in detail the available settings.

Cancel

Setting Description Default Value
User login Alphanumeric user name for login, no spaces allowed empty
name
Active Allow the user to log in via Ganz CORTROL Console and Ganz CORTROL Client: Enabled

any users who have been disabled will not be able to use software
User full User full name empty,
name automatically

filled from
login name

Email User email address used for notifications empty
address
Phone Phone number in international format (with country code) for 2FA empty
number
Set/new Check to enter a password - this is obligatory when creating a new user empty
password
Password User will not be prompted to change his password once in a while; enable this to Disabled (not
never expires | ensure a permanent password for this user account (this setting can be overridden | selected)

by the User must change password.. setting in the same dialog box); otherwise,

password will expire after the number of days specified in the server security policy
User must User will be prompted to change his password upon his next logon attempt; enable | Disabled (not
change this if you want to force user change the password even if his password is set to selected)
password at | never expire
next logon
User cannot | Enable this to prevent the user from changing his password; this option is not Disabled (not
change available if user password is not permanent or if you have selected to force user selected)
password change their password at next logon using the settings above
Organization | Choose an organization to which this user belongs none
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PTZ priority | Used for PTZ cameras and interactive CrossLink devices. 0 = lowest, 10 = highest |5

PTZ priority | The amount of time for the PTZ controls to be locked after each user's action 10s

timeout

Override Maximum number of simultaneous connections allowed from this user account; Disabled (not
default limit | the setting has priority over server-defined limitations; o=unlimited selected)

of

simultaneous

connections

Set account | If option is enabled and user is not Active - this will enable account at particular Disabled (not
activation date and time. selected)
time

Set account | If enabled, the user account will be automatically deactivated on the specified date [ Disabled (not
expiration at the specified time selected)
time

*See below to learn more about how PTZ priorities work.

PTZ Priority will be used to for PTZ control of speed domes, and also for the control of interactive video channels
(CrossLinks allowing users to control remote Web and Desktop applications). After each action (click), the
control will be locked onto the user with the higher priority for the amount of time specified as PTZ Priority Timeout
(10 seconds by default).

If two or more users try using PTZ control of a device at the same time, PTZ priority is used to decide who gains
access first: user with a lower priority is blocked for ten seconds to allow a higher-priority user to use PTZ. If two
users with the same PTZ priority have an access conflict, they will be both granted PTZ access simultaneously.

Default PTZ priority for all users, including those built-in and imported, is equal to five (medium priority). You can
assign any user a higher PTZ priority (six to ten) or a lower one (four to zero) by editing individual user properties.

) Some user settings like PTZ priority are not updated immediately: the user will have to log out and then back
in for the changes to take effect.

0 Deleting a user also removes all the settings related to that user; restoring these may be time-consuming. Use
the Active setting to temporarily block access for selected users: users not marked as active will be unable to
perform any actions in Ganz CORTROL and can be restored with a single button click.
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PTZ Priorities

PTZ priority is used to for:

e manual control of PTZ cameras (speed domes),

e automated PTZ control (tours and presets),

e control of interactive video channels (CrossLink devices allowing users to control remote Web and
Desktop applications).

PTZ related user actions include manual PTZ control (mouse clicks) and the calling of PTZ presets and
tours. CrossLink control involves manual interaction (mouse clicks).

) PTZ tours always have zero (the lowest) priority, no matter who initiates it, so that any user can interrupt it.

After each user action, the control is locked onto the user with a higher priority for the amount of time specified as
PTZ priority timeout (10 seconds by default). PTZ priority is used to decide who gains access first: user with a lower
priority is blocked for N seconds to allow a higher-priority user to use PTZ. If two users with the same PTZ priority
have an access conflict, they will be both granted PTZ access simultaneously.

If two or more users try controlling the same device at the same time:
¢ if both users have the same PTZ priority, the timeout will be ignored and each user's action will
immediately take effect

o if user A has a higher priority, his first action will take control from user B with a lower priority and
lock the control for the specified timeout, preventing everyone with a priority lower than A's from
controlling the device; once the time is out, any user can try gaining the control again

Thus, the PTZ priority timeout is only taken into account when taking over control, and does not matter when the
users have equal priorities.

Default PTZ priority for all users, including those built-in and imported, is equal to 5 (five, medium priority). You
can assign any user a higher PTZ priority (six to ten) or a lower one (four to zero) by editing individual user
properties.

For PTZ preset actions in E&A, you will be asked to specify the PTZ priority when creating the action. For PTZ
tour actions, the priority is always 0, allowing any user to interrupt the preset execution.
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Membership

Choose which groups you want the selected user to be a member of. Every user can participate in one or multiple
groups, depending on the system structure.

L User John Doe*

User

f Details

2 Membership

Membership

Selected groups
TITLE

== Resources 2% Local admins

Remove

(127) User group

PE

- o EX

Available groups

2 Operators

2 Admins

A& Built-in Administrators ...

(3) User group
(125) User group

(126) User group

OK Cancel

Add the groups you want the selected user to be a member of

Manipulate the groups by double-clicking a group or using the Add/Remove buttons below. Use the Search field in

the upper-right-hand corner to filter the groups available.

Resources

Each user can be granted permissions for server and channel/channel group administration. Select resources by
adding at least one permission; remove them by clearing permissions using the Clear button below, or simply by
double-clicking them in the Selected resources list.

L User 1ohn Doe*

f Details

% Membership
ITLE

== Resources = Central Server

X3 (Generic) ONVL.

Add resources for selected user

>3 Asoni CAMB13..

¥ Vivotek IP7131...

Selected resources

TVPE
(101} Server

(105) Channel
(106) Channel

{112) Channel

PERMISSIONS
Administer
ReceiveData
AccessArchive

Mavigate

ControlDigitalOutput

Clear

- o IEl

User Resources _

Available resources
ITLE 1D TYPE
B Asoni CAMGB13.. (102) Device
B (Generic) ONVL. (103) Device
22 Asoni CAMG13.. (104) Channel
B Vivotek IP7131.. (107) Device

B Grundig GCI-K... (108) Device

OK Cancel

Click OK when you have finished to return to Users; the newly created account will be added to the item list. Use the
buttons on the upper panel to edit user details at any time, to quickly assign groups and remove specified users (hold
CTRL of Shift to select multiple items at once).

If there are a large number of user accounts, the Search field in the upper-right-hand corner and the content filters

in the bottom panel can help you quickly find the accounts you are looking for.
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' If some resource permissions are defined for some user via user groups, these permissions will be displayed
if you open permission list of the target user: these will appear gray and will not be available for editing.

Add User Groups

If there are a large number of user accounts, it may be more convenient to create multiple user groups and then
distribute the resources between user groups, rather than between individual users. One user can be a member of

several groups.

Click the down arrow near the + Create new user button and select New user group from the drop-down list to
bring up the configuration dialog box.

A& User group Remote Operators® - oI EB
- -
# Details
Title
e
% Members Remote Operators

Group name

2 Membership

== Resources

OK Cancel
New user group
In the Details tab, enter the group name.
A& User group Remote Operators® - o IEB

f Details

Selected members Available memebers
2 Members
TITLE ID TYPE ITLE
& Membership & John Doe (124) User L Built-in Administrator a... (1) User
&= Resources 2\ Operators (125) User group & Built-in Administrators ... (3) User group
2 Admins (126) User group
XL Local admins (127) User group
Remove Add

OK Cancel

Choose group members

In the Members tab, choose which users and/or user groups will become members of the target group: manipulate
items by double-clicking them or using the Add/Remove buttons below.
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& User group Remote Operators® - o IE8
f Details
Selected groups Available groups

2 Members
TITLE 0 PE ITLE

2 Membership AL Built-in Administrators ... (3} User group &8 Operators (125) User group
&= Recources 2 Admins (126) User group
&% Local admins (127) User group
Remove Add
OK Cancel

Choose group membership

In the Membership tab, select the group(s) you want to include the current group as a member: manipulate items by
double-clicking them or use Add/Remove buttons below.

Finally, you can grant resources permissions using the Resources tab in a similar way to adding a single user. Select
resources by adding at least one permission; remove them by clearing the permissions using the Clear button below,
or simply by double-clicking them in the Selected resources list.

Click OK when you have finished to return to Users; the newly created group will be added to the item list. Use the
buttons on the upper panel to edit the group details at any time. If there are a large number of user accounts, the
Search field in the upper-right-hand corner and the contents filters in the bottom panel can help you to quickly find
the accounts you are looking for.

Activate/deactivate User Accounts by Date and Time

It is possible to disable user accounts by setting up a date and time. To set timings, go to:
1. Configuration -> Users -> affected user -> Details
2. Scroll to the bottom of the section and mark the checkbox Set account expiration time.
By default, new users are created as active users, so if you want to set up account activation time, do the following:

1. Go to Configuration -> Users -> affected user -> Details and unmark the checkbox Active next to the User
Login Name field.

2. Scroll down to the bottom, check the checkbox Set account activation Time, and set the date and time for a
particular user account to be enabled.

/. N.B. By default, disabling the user account on the schedule does not disconnect the user automatically, and,
while the session continues, the user will preserve all the provided access options.

To restrict user access instantly, you need to set up Server behavior.

Go to Configuration -> Servers -> your server -> Security policy, scroll down to the bottom, and mark
the Disconnect disabled users checkbox.

That setting will ensure that any disabled user is disconnected from the server instantly no matter if the
current session is still active.

© 2023. CBC AMERICAS, Corp. All Rights Reserved.

254



Ganz CORTROL Global Administration Guide

9.1 Permissions and Membership

You can handle the user and user group access permissions for channels, devices, servers and other resources via
the User and User group configuration dialog box -> Resources tab, or via resource settings -> Permissions tab.
Administrative permissions are handled in the Edit User/User group dialog box, under the Administration
profile tab. Most of the events that are raised as a permission is used are logged in the Audit log and are available in
the Audit section of Ganz CORTROL Console.

=

' Please note that some of the permissions may not be applicable to your software license edition.

/ In Ganz CORTROL version 1.6.0, major changes were made to permission management. As a result,
configuration imported from an XML file (from ZNSNVR) will not contain any user permissions: you will
need to review and set all user permissions after importing the configuration.

Access Permissions

All the available resources are listed in the column on the right; click any item to load the permission list in the
central column. Then, mark all the permissions you wish to grant; resources having at lest one permission enabled
will be automatically moved to the left column.

All permissions also affect all corresponding requests over API connections.

L User eva® - x

User

Resources

& Details

Selected resources Permissions Available resources

_,!,_ Membership

== Resources B UDP IPN1202HD on 192.168.3.36 Channel v| View live video = Global Server Server
. - = -
0O Administration profile v| Listen live audio o' rec3 Channel
View live VCA metadata B rec2 Channel

v| View live external data

View live external service data

T Vivotek FE8174V on 19...

T vea test

Channel

Channel

| Send live audio B Zavio D6330 on 192.16.. Channel

v| Export snapshots from live T remotel Channel
v Control PTZ ™t Vivotek FD8154-F2 on .. Channel

W Use PTZ presets T Dahua IPC-HF3300 on ... Channel

o T ke T Infinity CQD-2000EX 3.. Channel
Clear = s Channel .
OK Cancel

Permission management example

To remove all permissions for some resource, simply double-click it in the Selected resources list on the left.

4" Itis not possible to select multiple resources for the permission management. You are welcome to use
resource grouping (e.g., channel groups) for easier and faster permission management.

When permissions are inherited from some group(s), a corresponding mark will appear in the central column next
to the permission type.

The following types of permissions are available (each one can be defined separately):

e Server

e Playback: allows users to access recorded video, audio, VCA metadata and external data from
the specified server for those recordings that do not have corresponding channels in the server
configuration (i.e., orphan archive tracks)

e Export: allows users to export video clips and snapshots from such recordings
¢ Channel

e Live: access live video, audio, VCA metadata, external service data, external data (from Data
Sources), send audio OUT and export snapshots from the live view mode
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o PTZ: general PTZ control, preset and tour usage, preset and tour management OR
interactive control of CrossLink devices

e Playback: access to recorded video, audio, VCA metadata, external service data, external data
(from Data Sources), snapshot and video clip export from all playback modes, view and manage
bookmarks

¢ Restricted playback: same permission set with a time limitation**

¢ Uncategorized: back up and delete archive, protect archive from deletion, remove protection

. Push external metadata: if this user is used for an external
service connection, make sure to add this permission for the server to

accept the external service metadata (e.g., analytics bounding
boxes)

[ Trigger channel external
event: if this permission is enabled, the

target user account can be used to trigger individual channel's

external events <insert link to Default events chapter>

e External Service Group

e View live data: see the live data coming from the external services in the target group

¢ External service search: browse recorded external service data
e Layout
e View: see and use the layout in Ganz CORTROL Client
e Manage: delete or replace existing layouts via Ganz CORTROL Client
e Layout Group
e View: see and use layouts from the target group in Ganz CORTROL Client

e Manage: add new shared layouts from Ganz CORTROL Client and delete existing layouts

¢ Visual Group
¢ View: see visual group contents in Ganz CORTROL Client*
e Map
e View: see and use the map in Ganz CORTROL Client
e Webpage
e View: see and use the webpage in Ganz CORTROL Client
¢ Software Counter

e Access archived VCA metadata: see the counter in Reports in Ganz CORTROL Client

e Video Wall

e View: see and use the video wall in Ganz CORTROL Client

e Manage: change video wall contents via Ganz CORTROL Client
¢ User Button

e View: see and use the target user button to viewports in Ganz CORTROL Client and in Ganz

CORTROL Mobile applications

Starting from the software version 1.15.0, it is possible to grant individual rights for software counters. However, if
the Access archived VCA metadata permission has been given for the whole server, the target user or user group

will have access to all counters on that server, regardless of the individual counter permissions.

) *A visual group will only be displayed in Ganz CORTROL Client if the user has permissions to see at least one

visual group element.

**The permission sets under time-limited Restricted video playback and full Video playback are essentially
the same. The difference is that restricted access only allows users to access the last N minutes/hours/days of

the archive. Therefore, the two sets are mutually exclusive. The restricted interval is defined individually

for each server in the server storage settings.

When you have finished, click OK to save and exit.

Administrative Permissions
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Administrative permissions for the resources, servers and connections can be managed via Administration profile
tab in the user management dialog box.

) Giving a user at least one permission from the Console section will allow this user to log into the target
server via Ganz CORTROL Console. The corresponding resources will be available for configuration and all the
rest of the contents will be hidden.

The following types of permissions are available for per-user/per-user group configuration:

¢ Client
e Login via Monitor: connect to the target server via Ganz CORTROL Client application
¢ Login via Monitor without entering login reason: if unchecked, the user will be prompted to
enter a justification (comment) before logging in
e Login via HTTP: connect to the target server via Web client and from external services,
including LPR and FR
e Login via Mobile: connect to the target server from Ganz CORTROL Mobile and OS X app

e Console

e Manage organizations, servers, users, permissions, networks, external services:
enables the user to access the configuration of the corresponding server contents

e Manage devices, device channels, visual groups, layouts, layout templates, video
walls, maps, data sources, user buttons, shared channels: enables the user to edit
existing and create new (if applicable) resources of the given type

e Manage recording: create and edit recording profiles, schedules and configurations

e Manage Event & Action rules: create, remove and edit events, actions and all the related
resources in the Events & Actions section, including mail servers, conditions etc., regardless
of permissions for the source items

e Access audit log and monitoring section: view all the information in the server Audit and in
the Monitoring sections

e Manage auto backup: access scheduled backup configuration

e Start wizard: allows users to run the quick setup wizard via Ganz CORTROL Console for step-
by-step configuration

e Remote upgrade: access the remote upgrade section of Ganz CORTROL Console, set up and
do the remote upgrade procedure

e Import configuration: load configuration from XML (from the old product version) and
import existing Ganz CORTROL database

Starting from version 1.13.0, there is an additional user permission under Administration profile: log into Monitor
application without entering login reason. If this permission is granted, users will log into the Ganz CORTROL
Client application as usual; if not, an additional prompt will pop up, asking them to enter a justification for logging
into the server.

Membership

Users can be grouped logically to make permissions management easier. Groups can overlap, meaning that a single
user can belong to multiple groups at once, and some groups can be nested - i.e., one group can contain one or more
other groups. In addition to own permissions, each user inherits permissions from all the groups he is currently in.

To manage user membership from the user configuration dialog box, double-click any user. This will open the
properties window, where you can switch to Membership tab. Here you can pick which group - or groups - this
user will be a member of.
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& User John Doe*

User

& Details

2. Membership

== Resources

Selected groups

TITLE
2 Operators

2 Local admins

Remove

(125) User group

(127) User group

- - EN

Available groups

ID TYPE TITLE ID TYPE

A Built-in Administrators ... (3) User group

AL Admins (126) User group

Add

OK Cancel

User membership

Double-click on groups or use the Add/Remove buttons below to move groups between columns. When you have

finished, click OK to save changes and exit.

Alternatively, you can select one or multiple users from the users list, then click the Assign group button on the
upper panel: a list of available groups will appear, allowing you to select one of the existing groups. After this, click
OK to add selected users to the target group.

@ Configuration > Users

3L“It-|n adn“nmtratﬁr account 1 c E

Configuration

o= Newuser |~ group ﬁj] X 2 selected
= Servers
TITLE ID GIM MAME MAIL

& Users A Built-in Administrator account (1) admin
B4 Devices ‘. John Doe (124) johndoe johndoe@em...

2L Admins (126)
23 Channels

&t Built-in Administrators group (3)

Recordin . 4
g 9 A\ Local admins (127)
Ed Layout templates A& Operators (125)
Configuration
28 Monitoring
Recently updated, 1 Groups, 4 Users, 2

Select multiple users and assign them to a group

We strongly recommend grouping users and resources as it makes the permission management process much
easier. Individual user permissions can be combined with permissions inherited from multiple groups at once.

Permission Sets and Dependencies

Permission management in Ganz CORTROL is flexible and allows each individual user permission to be enabled
separately, thus giving the Ganz CORTROL administrator full control over the system. Sometimes, in order to give
enough user rights for specific use case, several different permissions should be granted. This section covers some
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examples and gives you an idea of what permissions may be related, as well as explains some peculiarities about the
permission management in Ganz CORTROL.

General

Administration profile permissions to manage maps, visual groups, live podcasts etc. include access to all channels
from the Edit dialog of these entities. For example, a user is granted permission to manage maps but does not have
any per-channel permissions: when creating a map, he will be able to put channel markers on it and associate these
markers with any channels on the server. At the same time, he will have no access to the channel management
whatsoever.

Allow a User to Add New Devices

In order to enable a user to add new cameras or devices of other types, it is necessary to grant the following
permissions from the Administration profile:

e Manage devices

e Manage device channels

This is necessary as devices and channels are related entities in Ganz CORTROL and a single Manage devices
permission is not enough as new channels are created automatically alongside with the newly added devices.

The Manage devices permission itself allows the user to change device settings (e.g., IP address, group membership)
and create new device groups.

Access Data from Third Party Services

To see the data from external services (e.g., LPR/FR recognitions, third-party integrations via HTTP API) in the live
view notification panel or search the past records, the following permission sets are required:
e Live:
e View live external service data (per-channel permission under View live video permission
group)
e View live external service data (permission for the external service group)
e Archive:
e External service search (per-channel permission under Video playback permission group)
e External service search (permission for the external service group)

This allows to cover the case when one channel belongs to several different external service groups.
Archive Backup

Archive backup permissions have the following logic:

e Make archive backups permission from the Administration profile allows Archive Backup Wizard login

e Backup archive per-server permission from the Video playback permission group grants access to the
orphaned archive tracks (recordings that exist on the server but do not have any existing channels in the
system configuration associated with them)

e Backup archive per-channel permission under Video playback permission group grants access to the
footage of the target channel via Archive Backup Wizard
Snapshot Export

For a user to be able to save multichannel snapshots from the Archive playback mode, the Export snapshots from
playback permission must be granted for all channels present in the layout.
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9.2 Active Directory and LDAP User Import

Ganz CORTROL allows you to import users and user groups from the existing Active Directory/LDAP service
database. The only thing that is left to do is to specify permissions for the imported users and/or user groups
(referred to as AD users further in this topic).

Please keep in mind that in multi-server systems - using Ganz CORTROL Global - all recording servers must belong
to the domain for the AD/LDAP imported users to be able to access their resources - streams and the recorded video
archive. If some of the servers are out of the domain, external users will be unable to connect to them (this happens
automatically, in background) and there will be errors instead of the video streams.

Active Directory and LDAP user import is available in the following Ganz CORTROL versions:

¢ Ganz CORTROL Global - fully supported for all versions
e Ganz CORTROL Server v.1.4.1 - 10 users
e Ganz CORTROL Server v.1.5.0 and newer - fully supported

) AD/LDAP imported user accounts can be used to log into Ganz CORTROL Console, Ganz CORTROL Client,
and Web client for Ganz CORTROL Streaming Server. These user accounts cannot be used in Ganz
CORTROL Mobile applications at this point.

Note that it is not necessary for you to be logged into Windows under the same AD account; rather, once AD
accounts are imported as external users into Ganz CORTROL, you can use any valid AD account credentials to
log into Ganz CORTROL Console or Ganz CORTROL Client. Also, note that you are always required to enter
the password for the AD account, even if you are logged under the same user account in your current Windows
session.

3

If you are using AD/LDAP user accounts for the Web login, we strongly recommend that you turn on HTTPS
for enhanced safety. Plain HTTP will work, too, but is not recommended for security reasons.

i

/i, For you to be able to log into a Ganz CORTROL server with an AD user account, you must be able to log into
the target server computer with the same AD account. If you are unable to do so, contact your Windows
administrator and let him check the effective policies.

In order to use your imported AD account with Ganz CORTROL, type in your full domain name and user name, and
then specify the password. Please see the description below on how to add your AD users into Ganz CORTROL.
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Login = -

Server

localhost

IP address or host name of the server
Username

ad.mydomain.comihimmelske.danser

LUsername

Password

Pazzword

OK Cancel

AD user login example

Add Active Directory and LDAP Users

In Ganz CORTROL Console, open the Configuration section and choose Users from the menu on the left; then, click
the little arrow next tot the +New user button and choose New external user group from the drop-down list.

Configuration - -
Edit Assign group ® 1 selected

& Failover dusters

Mew user group
_ TLE LOGIN NAME ORGANISATION EMNABLED EMAIL
& Users F S = t admin yes

B4 Devices & Built-in Administrators group

Configuration
4 Events & Actions
T Monitoring

Ml Audit
Groups, 1 Users, 1

Create new external user group from the Users menu section

On the Details tab, click the Change button next to the empty External group field in order to load the available AD
group list in a separate dialog box.
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A External user group * - o IEH
External user group Details
{3
& Details

External group

e
&’ Members | © | Change..

External group
2. Membership sneared

== Resources

Apply CK Cancel

New external user group

Ganz CORTROL will automatically fetch all user groups available via your Windows AD service. Pick a group from
the list of available AD user groups and confirm your choice either with a double-click or using the OK button below.

- - ER

Available external groups

Title

Administrators "
Hyper-V Administrators

Schema Admins

Enterprise Admins

Domain Admins

DnsAdmins

Local WES Admin users

DHCP Administrators

Local WKS Admin PCs

sysadmin

Jira-administrators

Ok Cancel

Available AD groups

The selected user group will appear in External group field in the Details tab. Switch to the Members tab to view the
imported user list.

On the Membership tab, you can choose an internal user group to contain the newly imported external user group
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(nested grouping). All user permissions inherited from the higher level group will be applied to the members of the
imported external user group and will be displayed as grayed out in the Resources tab.

A8 External user group * - o IEH
& Details
Selected groups Available groups

% Members
TITLE TYPE TITLE TYPE
2. Membership &% Built-in Administrators group  User group

== Resources

Apply QK Cancel

You can make the external user group a part of some other internal user group

If you have decided to make no nested groups or wish to add more permissions specifically to the AD user group, go
to the Resources tab to manage the user permissions.

&% External user group *

External user group

1
u]

Resources
& Details
Selected resources Permissions Available resources
2 Members
TITLE TYPE PERMISSION INHERITED FROM TITLE TYPE
_.‘!,._ Membership =2z Hall Video wall v| Administer = Global Server Server .
v| View & Global Server net.. Network

== Resources
W4 Ayxis 215 PTZ on 1. Device

Clear ®¢ Vivotek IP816A .. Device

Apply CK Cancel

Manage user permissions on the Resources tab

Select resources by adding at least one permission; remove them by clearing the permissions using the Clear button
below, or simply by double-clicking them in the Selected resources list.

Click OK when you have finished to return back to Users; the newly created external user group as well as all users
contained in that AD group will be added to the item list. Use the buttons on the upper panel to edit the group
details at any time. If there are a large number of user accounts, the Search field in the upper-right-hand corner and
the contents filters in the bottom panel can help you to quickly find the accounts you are looking for.

Edit External Users Or User Groups

After adding the external user group, you can edit the group properties as well as individual external users. In order
to do this, select the target user/user group in the list and click the Edit button on the upper panel, or, alternatively,
simply double-click the desired item to bring up the configuration dialog box.

Editing an external user group will be pretty much the same as adding a new one; individual external user settings
will have some differences comparing to the regular, built-in user settings.
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X User ad\vera - o

User

& Details
User login name

2. Membership

Account name to log into the systemn, Case-sensitive
== Resources N -

v Active

Remove to disable account for any connection type

User's full name

Insert user's first name and last name

Email address

Email address for notifications

Password will not be changed

Organisation

Organisation to which the user belongs
PTZ priority
5 v

PTZ priority

OK Cancel

Edit imported user

On the Details tab, the only settings available for editing will be user account status (enabled by default) and PTZ
priority (which will be 5, by default). All the other properties will be grayed out as they cannot be changed via Ganz
CORTROL and should be changed via Active Directory instead.

) If two or more users try using PTZ control of a device at the same time, PTZ priority is used to decide who
gains access first: user with a lower priority is blocked for ten seconds to allow a higher-priority user to use
PTZ. If two users with the same PTZ priority have an access conflict, they will be both granted PTZ access
simultaneously.

Default PTZ priority for all users, including those built-in and imported, is equal to five (medium priority).
You can assign any user a higher PTZ priority (six to ten) or a lower one (four to zero) by editing individual
user properties.

On the Membership tab, you can choose an internal user group to contain the AD user as a member. All user
permissions inherited from the group will be applied to the target AD user and will be displayed as grayed out in the
Resources tab. You can assign additional user-specific permissions on the Resources tab.
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9.3 Anonymous User

Anonymous user is a built-in user account, which has been designed for unauthorized access to video streams via
HTTP API - a very basic example of Ganz CORTROL API usage.

Briefly, here is the procedure that enables you to get video via link:

1. Enable Anonymous user

2. Grant them permission(s) to view live channel(s)

3. Enable resource IDs in the Ganz CORTROL Console settings
4. Look up server IP and port, and channel ID to form the link

The procedure is described in more details below.
The anonymous user is disabled by default and does not have any permissions. In order to allow HTTP access:

¢ enable the anonymous user: double-click him in the user list, mark him as active, then save;
¢ add the View live video permission for this user in the properties of the target channel(s).

& Channel 3rd Floor Corridor* - o BN
Channel Permissions

& Details

Selected users Permissions Available users
%* Members
TITLE TYPE PERMISSION TITLE TYPE
- AP A
2. Membership &L anonymous User v View live video L eva User

off Permissians Listen live audio

View live VCA metadata
% Motion detector v

) Audio . Clear

Apply QK Cancel

Add permission for the anonymous user to receive live view data

Now you can use a short link to receive live video feed over HTTP from your configured channels without
authorization.

[ =NNCE X

mainStream » l +

€ 192.168.1.83:8080/ publicLive/184/mainStream c Search wBa ¥ /& 9 =

Live stream received with anonymous URL
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The link can be embedded, for example, into your own webpage to provide 'Live Cam' functionality.

0 HTTP link is built as follows:
IP:PORT/publicLive/<channel_id>/mainStream
where

e JPis server IP address or hostname,

e PORTis server HTTP port (8080 by default),

e <channel id> is internal channel identifier, which can be looked up in Ganz CORTROL Console
when IDs are enabled in the application settings.

Example: 192.168.1.83:8080/publicLive/184/mainStream

/. This functionality requires that Streaming Server is enabled (HTTP port is not set to zero in the target server
settings).

In order to see the channel identifiers in Ganz CORTROL Console, go to the application settings via main menu
button in the upper-right-hand corner and choose Settings. In the dialog box, enable the Show object IDs option and
save.

# Settings - o
Settings
& General A
Language
English v

anguage

v éShow features restricted by Iicenseé

s setting controls visibility of hidden features

¥| Show object IDs

s setting controls visibility of object IDs

QK Cancel

Enable object identifiers in Ganz CORTROL Console

/v, Starting with Ganz CORTROL Console version 1.25, you can also use all the available permissions for the
Anonymous user.
To add custom permissions to Built-in Anonymous user:

1. Go to Configuration -> Users -> Anonymous and double-click on it or click the Edit button.
2. Select Resources from the left menu and use the Permissions tab as with any other user.

Read more on how to manage Permissions.
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10  Streaming Server Configuration

The Ganz CORTROL Streaming Server allows quick and easy access to your cameras via web browser and/or native
mobile applications.

Ganz CORTROL Streaming Server is a part of Ganz CORTROL software integrated into the Ganz CORTROL core. It
is designed for video streaming to multiple web-browsing platforms such as Mozilla Firefox and Google Chrome.
Some major Ganz CORTROL Streaming Server features are: video stream live view, archive playback, Pan-Tilt-
Zoom control. The Ganz CORTROL Streaming Server optimises video streaming for web or mobile clients, to a
degree dependent on connection speed and device viewing capabilities.

A If you are using AD/LDAP user accounts for the Web client login, we strongly recommend that you turn
on HTTPS for enhanced security.

At this point, the recommended browsers (100% supported) for clients are Google Chrome and Mozilla
Firefox (under any operating system).

Ganz CORTROL Streaming Server Configuration

Ganz CORTROL Streaming Server configuration on the Ganz CORTROL Console side is simple and only consists of
setting up the HTTP port for streaming connections. To access the Ganz CORTROL Streaming Server setup in Ganz
CORTROL Console, go to the Configuration section and then click Servers in the menu on the left; double-click the
target server to bring up the configuration dialog box, and switch to the Connections tab.

=2 Server Showroom*® - o
Server

& Details* "
VMS port
2. Membership 60554
of§ Permissions i
HTTP port
2| Connections*
8089
& Watchdog HITR
Enable client-server connection encryption
8 storage et for ol ca N o serers

0 Security policy
«| Enable HTTPS

[ Audit policy Specify ports for HTTPS connections
HTTPS port
9099
Digital certificate

## SelfSignedSelfGenerated Change...

OK Cancel

HTTP and HTTPS port settings under server connections

You only need to define a HTTP port for Ganz CORTROL Streaming Server; the default port is 8080. On top of that,
you can secure your connection and use a HTTPS port for the same purpose. Secure HTTP will require a valid digital
certificate, either a self-generated (generate on the fly, will require trust confirmation everywhere) or issued by
authority (paid, bound to your domain).

/. Please make sure that your chosen HTTP port:

e is opened on the target server firewall;
e is properly configured for port forwarding on all intermediate network equipment, if necessary;
¢ isnot being used by any other application or service on the target server.
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If you are using HTTPS with your own CA certificate (bound to your domain name), remember these
important guidelines for the mobile app setup:
e when connecting via local network, use server IP address
e when connecting over internet (4G etc.), use the hostname instead of IP (main domain must be the same
as in the certificate)
o if port forwarding is used (local HTTPS port is different from external), enter the port number as the
"Internet port" in the server connection configuration

/. If you are using your own CA certificates, create a .pem file with your certificate chain as described here:
https://www.digicert.com/ssl-support/pem-ssl-creation.htm

This is necessary for the certificate to be recognized correctly by all HTTP clients - Web browsers and Ganz
CORTROL mobile applications. If you simply apply your CA certificate in Ganz CORTROL Console, there is a
chance it is not recognized because some applications require the entire certificate chain.

Then, apply the .pem file as the certificate together with your key when the importing certificate into Ganz
CORTROL Console.

Once you are done with the setup, click OK to save and close the dialog box.

Your Ganz CORTROL Streaming Server will now be set up and accessible via local - and, if used, external - IP
address. You can immediately check if the connection is working: just open your browser and type: <local IP>:
<HTTP port>; for example, server configuration for the snapshot above will require 192.168.1.83:8089.

User Permissions for Ganz CORTROL Streaming Server

If you are going to create a non-administrative user account for Ganz CORTROL Streaming Server access
(designated or combined with other permissions sets), the following user permissions should be granted in the user
properties dialog box:

o for Web browser and API login: under Administration profile > Client permissions > Login via HTTP
(includes HTTPS)

e for the Ganz CORTROL Mobile access: Login via Mobile

e to allow editing HTTP connection properties: Console permissions >Manage servers (this will
automatically enable Ganz CORTROL Console login, and also grant access to other server settings)

In the Resources tab, select channels and features you wish to grant access to. There are separate permissions for
live and archive access, PTZ, audio, and bookmarks.

L User eva® - o [

User

Administration profile

& Details*

User permissions
& Membership
(] PERMISSION INHERITED FROM
== Resources 3 Console permissions
U Administration profile* 4 (Bl Client permissions
Login via Monitor
v| Login via HTTP
v| Login via Mobile

Log into Monitor application without entering login reason

QK Cancel

User permissions for Ganz CORTROL Mobile and Web browser login
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10.1 Streaming Server User Interface

Ganz CORTROL Streaming Server provides HTTP connections for Web browsers and native Ganz CORTROL Mobile
applications, OS X Thin Client (similar in functionality to Ganz CORTROL Mobile), as well as services that use Ganz
CORTROL HTTP API, which includes CBC AMERICA LLC own external services (License Plate Recognition, Face
Recognition modules) and third-party integrations. While the Web browser client functionality is very basic, Ganz
CORTROL Mobile applications support many useful features, such as two-way audio, push notifications, mobile
edge recording, streaming from device camera to the Ganz CORTROL server and many more.

tusthertication Required et |
a & usemame and password are beng requested by hitpe/ 1921651 838082, The sibe says:
"CMESystem”
.

User Mama:  BS

Pazownrd: ssssdssddsss

QK : Cencel

Authentication required

When configured, Ganz CORTROL Streaming Server is accessible via browser from the server itself and from
computers on the local network, and, if system is not isolated, from the Internet. This is the simplest way to make
sure your Ganz CORTROL Streaming Server is running and reachable. To access the Ganz CORTROL Streaming
Server, open your browser and type:

<Server IP>:<HTTP port>

then press Enter. Your browser will connect to Ganz CORTROL Streaming Server, and user authentication will be
requested: enter your user name and password to proceed.

i Starting with Ganz CORTROL version 1.14.0, you can also use your AD/LDAP user accounts for the Web
browser login. The user name should be entered in the following format:

domain.name\user.name

The field is case-insensitive, meaning that you can use either user.name or User.Name notation.

After logging in, you will see Ganz CORTROL Streaming Server Web browser user interface:

¢ left menu: channel list and setup tabs
¢ main window: live streaming/playback area
¢ upper-right-hand corner: layout templates and layouts

¢ upper-left-hand corner: the Ganz CORTROL Streaming Server logo; click the logo to extend viewing
area by minimizing the menu on the left

Access Permissions

The channel and feature availability depends on the user permissions; the built-in administrator has access to all
resources. For the Web browser connections, only HTTP connection, live, archive and PTZ access permissions are
applicable, as other functionality (e.g., audio) is not present.

In order to allow a user to connect to Ganz CORTROL Streaming Server, go to Configuration section of Ganz
CORTROL Console, choose Users, then select the user or user group for editing and open the Administration profile
tab:

e add the Login via HTTP permission to allow Web browser and/or HTTP API connections

e add the Login via Mobile permission to allow connections from mobile apps and OS X client

To allow channel access, add per-channel or per-channel group privileges in the Permissions tab:

e View live Video: enables live view

e Listen live audio: enables incoming audio (from the camera)
e Send live audio: send audio to camera (talk back)

e Control PTZ: pan, tilt and zoom controls

e Use PTZ presets: access to existing PTZ presets
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e Use PTZ tours: access to existing PTZ tours
e Video playback: enables access to recorded video data
e Audio playback: access to the recorded audio data

Additional permissions for the Ganz CORTROL Mobile applications:

o for User Buttons: the View permission allows you to see and use the user button

TYPE

Device

Channel

Channel

Channel

Channel

Channel

Channel

Cancel

= IEN

AL User Johnny English*
& Details
Selected resources Available resources

2. Membership
TITLE ID TYPE PERMISSIONS TITLE ID
= Resources 94 Axis 215 PTZ 0... (118) Channel Administer @4 UDP IPX3302.. (117)
v ReceiveData 1 Vivotek IP816.. (119)
Accesshrchive 1 Vivotek PZ71.. (120)
Navigate X3 (Generic) OMV... (121)
ControlDigitalOutput 23 Grundig GCI-... (122)
33 Samsung SNP... (123)
Clear 23 UDPIPX3302.. (124)

OK

Set user permissions in order to see channels in Ganz CORTROL Streaming Server

Channel, channel group and user button permissions can also be changed in the Channels section, by double-
clicking the corresponding channel or channel group in the list and then selecting the Permissions tab.
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Web Interface: Configuration

The menu on the left has two tabs: devices, which shows which channels are available, and setup, which contains
streaming settings. Click on the titles to switch between them.

Devices Setup

B Axis 215 PTZ on 192.168.3.4

e Vivotek IP816A on 192.168.3.12
e Vivotek PZ7131 on 192.168.3.19
il (Generic) ONVIF Compatible on 1¢
B Grundig GCI-H0522V on 192.168.:
¢ Samsung SNP-3120V on 192.168.:
<« UDP IPX3302HD on 192.168.3.53

Devices

The video sources are loaded in a single list. To start streaming from a particular device, select layout template from
the menu in the upper-right-hand corner, then click your desired viewport so that it is highlighted blue, and then
click a device from the list.

Devices

Show PTZ control

Always
When selected
Never

Stream options
Main
Secondary

Auto
Setup

The Setup tab allows you to choose PTZ control behavior and configure stream options:

e PTZ controls:

e Always: if the camera supports Pan-Tilt-Zoom, virtual PTZ sphere will be always shown as
overlay control

¢ When selected: if the camera has PTZ capabilities, the virtual PTZ sphere will be shown when
the corresponding stream is selected

e Never: do not show PTZ controls at all, meaning that PTZ functionality will be disabled
e Stream options:
e Main: only the first (main) stream, [usually] of a larger resolution will be used for all devices

e Secondary: only the secondary stream (substream), [usually] of a smaller resolution will be
used for all devices

e Auto: the most appropriate stream will be selected automatically based on viewport size
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Web Interface: Streams

The Web browser client allows you to view live video and to play back recorded video from the available channels.
For live view mode, PTZ controls are available.

Live

To start live-streaming, select a layout template from the upper-right-hand menu (1x1, 1x2, 2x1 or 2x2), then click
your desired viewport so that a blue frame selection appears around it, and then choose the target stream from the
Devices list on the left. To replace the existing live stream, either select it and choose a device 'on top' of it, or click
the X button in the upper-right-hand corner of the viewport to close it and then assign a new stream to this
viewport.

Notice that some images may appear with horizontal or vertical black stripes at the sides: this happens because
image aspect ratio is maintained instead of it being stretched to fill the viewport. When the picture size is smaller
than the target viewport, there will be a black background on either sides.

192168312 _

PanTilt| 1920x1080 mp4

Live view with overlay PTZ controls
Each live view item contains the following information and controls:

e upper-left-hand corner: stream name (static info)

e upper-right-hand corner: archive playback (if applicable), presets button (click to load preset list), X
button (press to close the live stream and free the viewport)

e bottom-right-hand corner: PTZ mode (if applicable), stream resolution, stream codec
(MP4/JPEG/WEBM) (static info) and zoom mode ON (static info)

e centre: stream picture, virtual PTZ sphere (overlay control) (if applicable)

To pan and tilt the PTZ-capable cameras, use overlay PTZ controls: left-click and hold in the desired direction. By
default, pan/tilt mode is enabled for PTZ cameras: notice the PanTilt 1abel in the bottom-right-hand corner of live
view.

In order to zoom IN and OUT: first, scroll your mouse wheel DOWN to enable zoom mode - in the bottom-right-
hand corner, a Zoom label will appear. In this mode, virtual PTZ sphere works for zoom only: click and drag UP
(upper hemisphere) to zoom IN, and DOWN (lower hemisphere) to zoom OUT. To release zoom mode and go back
to the pan-tilt sphere, simply scroll your mouse wheel UP until the Zoom label disappears.

For some cameras, you may notice that the further you drag the cursor from the sphere centre, the faster the camera
goes: in this way, PTZ speed is controlled; however, for other cameras, only the constant speed is supported either
by software or device itself, and the pan/tilt speed will remain constant no matter what position your mouse cursor
isin.
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Archive Playback

If recording is enabled for the target channel, the stream overlay controls will include an archive playback button in
the upper-right-hand corner. Press the button to begin playback: the target stream will be displayed in single
channel mode. To switch back to live view, press the 'eye' button in the upper-right-hand corner; this will restore
your previous layout.
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Archive playback view
Playback view contains the following information and controls:

e upper-left-hand corner: stream name (static info)

e upper-right-hand corner: 'eye’ icon to go back to live view, X button (press to close the live stream and free
the viewport)

¢ bottom-right-hand corner: timestamp (current time and server time zone shift)
e centre: stream picture
e centre bottom: playback controls

Overlay controls allow you to start/pause playback and jump back/forward by ten seconds, one minute, ten
minutes or an hour.
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Web Interface: Layouts

Layout templates allow you to choose viewport layout: 1x1, 2x1, 1x2 and 2x2 are currently available options.

Default layout templates

Click on any thumbnail at any time to immediately load the corresponding layout template on the screen. If there
are any active streams, they will be discarded. If the target layout template has been already used in the same
browser and cookies have not been cleared, previously used channels will be loaded; if not, an empty template will
be displayed.

If you wish to save the layout currently being displayed, click on the 'portrait’ button.

Layouts menu button

The layouts menu will appear, allowing you to save your layout under a user-defined name: enter the layout name
and click the Save button. Note that, at this point, only Latin characters [A-Za-z] and Arabic digits [0-9] are
supported for layout names; special symbols or characters from non-Latin alphabets are not allowed.

Current: 2_2

Default
StreetView

Layouts menu

From here, you can also load the previously saved layouts simply by clicking them; if your layout list is longer than
the menu window, use the mouse wheel to scroll down.

The layouts are saved in your browser cookies, so:

¢ Ganz CORTROL Streaming Server layouts cannot be transferred to other browsers, user accounts or
computers

¢ layouts are removed when browser cookie data are cleared
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10.2 Mobile Application for Streaming Server

Ganz CORTROL Mobile app for Ganz CORTROL servers provides mobile client functionality for smartphones,
tablets and phablets. Its feature range is much wider than that of the Web browser client.

You can install the Ganz CORTROL Mobile application from Play Store (for Android users) or iTunes (for iOS users).
Supported OS:

e Android 4.4 and higher

e i0S 8.2 and higher
Thin client for macOS has almost identical functionality. It can be downloaded from
http://ganzsecurity.com/cortrol. Just as Ganz CORTROL Client, the mobile and macOS clients are free of charge
and do not require any additional license to run. Using these, you can connect to any of your Ganz CORTROL
servers, provided that Ganz CORTROL Streaming Ser