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ZN-AIBOX-STD/PRO Settings

ZN-AIBOX-STD/PRO is an Al video analysis device that analyzes multi-channel video using various types of Al
algorithms to extract meaningful objects or identify various situations visually detected on the screen.

ZN-AIBOX-STD Manual

v1.0.0

Al algorithms can be used to extract objects and follow the event after judging the situation with Al metadata.

Based on Al analytics information, event condition and alarm types can be set as wanted. You can also
accumulate and visualize your data to create analytical data that enables you to gain insights from continuous,

otherwise meaningless data.

The document below explains the basic connection method of the ZN-AIBOX-STD/PRO, the structure of the

system setting U], and the setting method.

1. Device installation

1.1 Installing the ZN-AIBOX-STD/PRO

Al Device

Router

Eth2

Ethi1

1. Install the ZN-AIBOX-STD/PRO on a network connected to the Internet and run a DHCP server.

N

Connect the network cable to the ETHERNET 1 port of ZN-AIBOX-STD/PRO.

3. The ZN-AIBOX-STD/PRO boots up immediately when the adapter is powered on due to it not having

separate power button.

4. It takes about 1 minute to connect to the PC after the device completes booting.

o0
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2. Search for devices on the network

2.1 Download the Device Management Tool

Download and install the Device Management Tool from the link below. ZN-AIBOX-STD/PRO is possible to

search the device’s [P and set the network via the Device Management Tool program linked below.

MULTIUPGRADE TOOL (MDLOAD V4.60)

When the install file runs, the firewall setting window will appear as below.
For smooth use, it is recommended to allow the entire network.

r Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of IP Camera Upgrade Tool on all public,
private and domain networks.

@ Name: IP Camera Upgrade Tool
Publisher: Unknown
Path: C:\users'bdenmeadeidouddrive \software\ganz software
\pixelpro offerings\pixelpro‘mdloadipcameratool_mdload-

CAZA e
Allow IP Camera Upgrade Tool to communicate on these networks:
I8 Domain networks, such as a werkplace network

18 Private networks, such as my home or work network

18 Public networks, such as these in airports and coffee shops (not recommended
because these networks often have litle or no security)

What are the risks of allowing an app throudh a firewall?

Allow access Cancel

2.2 Running screen

The ‘IPCameraTool_MDload’ allows for the discovery and configuration of the GANZ Al BOX in a ne

The ‘Ganz MDload’ tool is used for discovery and configuration of Ganz PixelPro IP cameras, the Ga
PixelMaster eNVR, the Ganz Digimaster DVR, and the Ganz Al Box.
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STEP [ macaddess [ Type | P Address | HTTP Part | Model [ SW Ver. | DNN Sensitivity | IRLED | Status
SEARCH 00:1C:B&: STATIC 192.168.2.103 80 ZN-DT2MTP-IR
READY STATIC 192,168.2,104 80 ZN-C6DHE 2ZN4CA.1,0206.32 Supported No IR Connected
SEARCH STATIC 192.168.2.105 80 ZIN-MDI243M-IR
READY STATIC 192.168.2.109 80 ZN-DEDTMPSSLHE ZN4CA.1.0296.32 Supported Adaptive IR Connected
Disconnected DHCP 192.168.2.118 8084 DR-16MSS-RA Unreachable
READY DHCP 192.168.2.151 80 ZN-DEDTMPSSLHE ZN4CA.1.0296.32 Supported  Adaptive IR Connected
Disconnected STATIC 192,168.2.167 8443 Unreachable
Disconnected STATIC 192,168.10.106 =0 ZN-M2AF Urreachable
Disconnected STATIC  192.168.10.157 80 ZN-DT2MTP-IR Urreachable
Disconnected STATIC  192,168.10.160 80 ZN-DT2MTP-IR Urreachable
Disconnected STATIC 192,168.10.164 80 ZN-DT2MTP-IR Unreachable
Discornected STATIC 192.168.10.169 a0 ZN-DT2MTP-IR Unreachable
Disconnected STATIC  192.168.10.170 80 ZN-DT2MTP Urreachable
Disconnected STATIC 192,168,10.171 80 ZN-DT2MTP-IR Urreachable
Disconnected STATIC 192,168.10.172 &0 ZN-DT2MTP-IR Urreachable
NIC Select :  [any IPva ~] sortby : [Platform -] Exec |
<IP information> < SEARCH > <UPGRADE > <IMAGE >
1P Address: 192 . 188 . 2 . 167 o ADMIN =
Subnet Mask: | 255 . 255 . 255 . O Password | **** File Open Upgrade Al STOR
Gateway: 192 . 168 . 2 . 112 I Search every 60 seconds
O F/W version: Unknown
DS L: 8 .8 .8 .8 I TP search [ 5|
DS2: 8 . 8 4 . 4 192 .168 . 10 . 1 I~ Prohibit /W Downgrade ¥ Backup Camera Configs
s -d U
Network Typs [STATIC =] HTTP Part [8443 192 . 168 . 10 . 255 ] ety st ‘
o ’W 5) simultaneously —
Change IP address Resolution 640 X 360
— = W : 89100.1.0176.100
0 Done (0 Errors), O Remain, 0 Uploading, Time Elapsed: 0000 seconds

Rea:

e C(Clicking the 'Search' button will initialize a search and discovery inquiry of the local network
e Devices are discovered by way of their Mac address, not by their [P address

e Search results are displayed on the screen

e The current MDload tool does not list the Al Box model, a revision is in works
o The Al Box can be recognized by its default HTTP Port of 8443
o IntheID / Password field, admin / 1234 is entered by default.

e  When the ZN-AIBOX-STD/PRO is in “factory default or factory reset” status, “1234” is set as a
temporary password for network settings in the tool
o Ifthe ZN-AIBOX-STD/PRO is not shown, please check the network cable is connected to ETHERNET 1

properly.

2.3 Setting screen

NIC Select : | Any [Pv4 j
<IP information> < SEARCH >
P Address: 192 . 168 . 2 . 167 D ADMIN

Password | ****

I Search every 60 seconds

Subnet Mask: 255 . 255 . 255 . O

Gateway: 192 . 168 . 2 . 112
r
CiH 8 .8 .8 .8 I~ TcP Search
DNs2: 8 .8 . 4 . 4 12 . 168 . 10 . 1
Network Type | STATIC »| HTTP Part | 8443 192 . 168 . 10 . 255
Port [80,8080
Change IP address
Search

sort by : |Platform - Exec
<UPGRADE>
File Open

Upgrade Al ‘ sTOR ‘

F{W version: Unknown

[ Prohibit 5/w Downgrade ¥ Backup Camera Configs
ml :
S ~| Unit(s) simultaneoushy
61 Searched

0 Done (0 Errors), O Remain, O Uploading, Time Elapsed: 0000 seconds

Model
Resolution
Fw

1 640 X 360
: 89100.1.0176.100

Rea

To set the network type, select the device with port 8443 from the list, highlighting it.

o Network Type: Select either ‘DHCP’ or STATIC’

o Selecting ‘DHCP’ sets the device to query the local DHCP server for IP configuration
o Selecting ‘STATIC’ will allow for manual assignment of the device IP configuration
= Please input the IP Address, Subnet Mask, Gateway, and DNS information

e Change IP address: Click the 'Change IP address' button to commit the changes to the device
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o After a short period, the list will update, and the new network configuration will be listed
o Please confirm that the new network configuration is correct

e Double click the device information in the list above to open the device setting page

2.4 Screen after settings applied

[ @8 MULTI Upgrade Tool V4.64 -
STEP MAC Address ‘ Type 1P Address | HTTP Port Model SW Ver. | DNN Sensitivity | IR LED Status
SEARCH 00:11:5F:2A:D1:30 DHCP 192.168.2.117 8443
SEARCH 00:1C:B8:F2:F8:5A DHCP 192.168.2.180 8443
SEARCH 00:1C:B8:26:03:E5 DHCP 192.168.2.196 8080 DR-16M52
Disconnected 00:1 :D9 STATIC 192.168.0.241 8086 DR-16M55-RA Unreachable
SEARCH DHCP 192.168.2.151 8080 DR-16M85-RA
READY 00:1 :7F STATIC 192.168.2.104 80 ZN-C6DHE ZN4CA.1.0296.32 Supported No IR Connected
SEARCH 00:1C:B8:31:3B:27 STATIC 192.168.10.189 80 ZN-D2MTP
SEARCH 00:1 :3F STATIC 192.168.10.187 80 ZN-D2ZMTP
SEARCH 00:1 43 STATIC 192.168.10.198 80 ZN-DZMTP
SEARCH 00:1 73 STATIC 192.168.10.199 80 ZN-D2MTP
SEARCH 00:1 34 STATIC 192.168.10.200 80 ZN-D2MTP
SEARCH 00:1 2A STATIC 192.168.10.201 80 ZN-D2MTP
SEARCH 00:1 :81 STATIC 192.168.10.202 80 ZN-D2MTP
SEARCH 00:1C:B8:31:3B:55 STATIC 192.168.10.203 80 ZN-D2ZMTP
SEARCH 00:1C:B8:31:3B:56 STATIC 192.168.10.204 80 ZN-DZMTP
NIC Select :  [any 1Pv4 k| sort by : [ptform - Exec
<IP information> < SEARCH > <UPGRADE:> <IMAGE>
P Address: 102 . 168 . 2 . 180

Gateway:
DNS1:

DNS2:

192 . 168 . 2

g8 .8 . 8

g8 .8 . 4

Subnet Mask: | 255 . 255 . 255 . O

. 112

s @
Network Type | DHCP  ~| HTTP Port | 8443

Change IP address

o

ADMIN
Password | **** File Open

[ Search every 60 seconds
-
[~ TCP Search

192 .168 . 10 . 1 I” Prohibit /W Downgrade [ Backup Camera Configs

Upgrade All STOP ‘

F/W version: Unknown

[ 5]

02 168 . 10 . 255 r
5 ~| Unit(s) simultaneousi
Port | 80,8080 ) ud

63 Searched
Search
0 Done (0 Errors), 0 Remain, 0 Uploading, Time Elapsed: 0000 seconds

Model
Resolution
Fw

CAMERA IMAGE

+ UnKnown
: UnKnown
+ UnKnown

Ready

e After a while, by pressing the Apply button, the network setting of the device will be updated in the list.
o Ifthe network settings have not been changed, it is due to ID or Password being incorrect, please check

again

e  After setting the network, double-click the device information in the list to access the ZN-AIBOX-STD/PRO .
o The ZN-AIBOX-STD/PRO webpage will open in the default browser in Windows.

3. Initial access settings

When accessing the Al Bridge for the first time, the initial setting wizard is displayed.

To use the Al Bridge, complete the setup in the order shown in the Ul

3.1 Device language settings
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The appropriate language is set as the default to match your browser’s language settings. If you want a
different language, select the desired language from the drop-down box.

3.2 Device Time-zone settings

Timezone

GMT+09:00 Asia/Seoul

DST

OFF

Apply

The default time zone is set GMT+09:00 Asia/Seoul, with DST (Day light savings time) set to off. Adjust the time
zone to your time zone. Set the DST to the required setting. Select Apply.

3.3 Initial password setting of Device

Apply

When accessing the ZN-AIBOX-STD/PRO for the first time, the initial password setting Ul is displayed. Set the
password you want to use.

The password can use the alphabet, numbers, and special characters, and it should be set to 8 to 16 characters.

3.4 Accessing to Device and setting the remote support settings

Log in using the device’s account information using admin as the ID and the password set in the previous step.
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4. Video source setup

4.1 Camera Video Input Setting

To enable the ZN-AIBOX-STD/PRO to receive and analyze video from a camera, you must first set up the
camera’s connecting information.

= Device 24D130 Am/Disarm [ oVideo Preview
VIDED Home / Video Input | Vido Str=am
e Video Stream
Video Stream
Al Engine Resource 828 / 400
Video Decoding Resource AU AT 548/ 1000
Video Resolution Resource 281/ 1000
SYSTEM SETTINGS @ Stream Info Q, Search Cameras i@ Edit Videos
10T [Connectod R T
2 W . ) om0 28 %
3 Test [omnected IR L
4 TSD Entr (CII=TT) (1920x1080 | 29.81ps
5 it [ Connected QR I JPCT TS e 168.0.241:5586/live, Canfigure Al App.
6 e ) o000 2490
7 heyelc [Connected JRE T RRTT S Combar Al A

Click the ‘Video Stream’ in the sidebar navigation menu displays the settings menu for receiving video
from the camera.

The ‘Al Engine Resource’ displays usage relative to maximum Al processing capability. Each app
requires a different Al processing capacity, so be careful not to set over the maximum processing.

The ‘Video Decoding Resource’ shows current usage based on the maximum amount of video the ZN-
AIBOX-STD/PRO can receive and process from the camera. The ‘Video Resolution Resource’ shows the
usage against the maximum resolution available on the ZN-AIBOX-STD/PRO . No item will exceed the
limit.

The ‘Video Stream’ settings allows you to set the video stream information accessible over the network.

4.2 Video Stream for Each Channel Setting

Click the channel for which you want to set the video in the list of video streams.
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CH5

Attribute

Channel Mame

Video Source

URL

Transport TCP

HTTP(S) Port

Authentication

Usemame

Password

Ete

Use Camn Speaker Connect additional audio session for transmitting sound sources

Video Buffering | ~500ms

Feset Reconnect Cancel

1. Enter the Channel Name

Enter the RTSP URL of the camera.

3. Select a transport protocol. The transport protocol specifies the protocol of the transport layer
used to import the video stream.

4. Setthe credentials needed for receiving the video stream. Usually, the ID and password of the IP

camera are used.

If you want to use a camera speaker, check the ‘Use Camera Speaker’.

6. Setthe maximum video buffering time. If, due to network conditions or camera types, video
information is not transmitted smoothly and is received in a sudden burst, ZN-AIBOX-STD/PRO
can redistribute it into smooth videos according to the buffering setting. As the ‘Video Buffering’
setting is a maximum value, the actual buffering will be less than the set value if there are no
problems with the camera and network.

N

vt

4.3 Check the Video Stream Connection Setting

You can check that the video stream you have set up is being received correctly. To check the receiving

video stream, click the ‘Video Preview’.
| [ Video Praview | admin
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4.4 Multiple channels of video stream at once

Set up multiple channels of video streams at once. You can set up multiple channels of video streams in

bulk using copy and paste, as well as features such as Apply to All.
To use the Bulk Setup feature, click the ‘Edit Video’ button in the Video Stream Settings area.

Q, Search Camera

g Edit Video

The ‘Batch Setting’ allows you to set the name, RTSP URL, transport, and authentication information for

all channels at once.

The settings you enter in the Apply All line at the top can be applied to all channels by clicking the tick

button for each setting.

4.5 Searching for setting ONVIF cameras

ONVIF is a standard for the interoperability of physical security devices. For network cameras that
support the ONVIF standard, you can set up video streams using Discovery. To use the discovery feature,

click ‘Search Cameras’.

Q, Search Cameras

Iig Batch Setting

Search for your camera in the ONVIF search pop-up, then enter your credentials to see a list of video
streams supported by your camera. Assign the streams you wish to analyze to a channel on the ZN-

AIBOX-STD/PRO.

Search Cameras

B Log in, get RTSP URLs, and assign to desired channels.

I Click ‘Search Cameras' to auto-detect compatible cameras.

Q, Search Cameras

o0

CBC GROUP CBC AMERICA LLC © July

ganzsecurity.c



ZN-AIBOX-STD Manual

v1.0.0

Search Cameras

B Click 'Search Cameras' to auto-detect compatible cameras.
B Log in, get RTSP URLs, and assign to desired channels.

ZN1A-VAFN3-1 192.168.2.156
UTM7G 192.168.2.196
ZN1A-MS4E 192.168.2.108
V080032 2 192.168.2.185
ZN-DN312XE-M  192.168.10.231
ZN-DN312XE-M 192.168.10.227

ZN-DN312XE-M 192.168.10.232

ZN-C6DHE 192.168.2.104 I ADMIN

i

ZM-DN312XE-M 192.168.10.239

Cancel

Q, Search Cameras

3

4

(%]
c
=8
EX
=t

Search Cameras

Click 'Search Cameras' to auto-detect compatible cameras.
B Log in, get RTSP URLs, and assign to desired channels.

ZN-DN312XE-M 192.168.10.232

ZN-C6DHE 192.168.2.104

rtspi//ADMIN:1234@192.168.2.104:554/gnz_media/main  1920x1080 / ~30 FPS
rispi//ADMIN:1234@192.168.2.104:554/gnz_media/second  640x480 / ~30 FPS
ZN-DN312XE-M 192.168.10.239
ZN-D6DTMP55LHE  192.168.2.109
V06053121 192.168.2.214
ZN-DN312XE-M 192.168.10.229

ZN-DN312XE-M 192.168.10.236

Q, Search Cameras

4.6 Searching for setting ONVIF cameras

Once the video stream is set up and connected, click the ‘Configure Al App’ button, select the appropriate
app, and set the event action rule.

Q, Search Cameras Iy Edit Videos

5. Remote support settings
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5.1 Remote support Settings

= Device 2AD130

Home | System | System Mansgement

System Management

System Management

1 Update

& Default

System DE & Import
Certificate Update & Update

Channel Extension Mode  BCH
System Reboct © Reboot

Technical Support

APP SETTINGS

Explore Al Apps

* Export

19 Schedule

Arm/Disarm

1 Videa Preview

Enable the Remote Assistance function in the System > System Management > Technical Support menu. You
can receive remote technical support by sharing the Mac Address and Remote Code displayed on the UI.

Application usage guide

ZN-AIBOX-STD/PRO works by adding various applications in the form of add-ons.
To add and use the application to the device, a license to use the application should be issued from the

device dealer.

1. Application Activate

To activate additional apps, you need a license for each application.

Licenses are issued by the seller of the device in the form of a .json file, which you register and use in the

‘License Management'.
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SYSTEM SETTINGS

MNetwork

System

License Management

Cloud Service

If the device has a license, the app will appear as a green header in the ‘Explore Al apps’ menu.

Video Input

Display

Event Action List

SYSTEM SETTINGS

Network

System

License Management

Cloud Service

APP SETTINGS

22 Explore Al Apps

Active Al Apps

System Event Settings

ZN-AIBOX-STD Manual

v1.0.0

License Management ™

+ License Key Registration

W Delete All

A1 W

Detect people in no-entry zones, send
notifications, and configure various other
actions.

Mo Rules in Use

Detect objects that stay in and out of the

Licensed A

In the ‘Explore Al apps’, you can click on the app that you want to use to go to the settings menu for that app.

2. Event Action Setting Guide

Many of the various applications supported by ZN-AIBOX-STD/PRO have a structure that performs predefined

actions for events detected based on Al

By defining events and setting related actions, notification on real-time events can be used for a variety of

purposes.
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Al Device

Event —» Schedule ——  Action Handler

., A

drop

When an event is triggered by the event action setting, the schedule is checked. If the event occurs at other
times with the schedule, the event is dropped without any event action.

If the action run time is set, the action that can be run on the edge is run first.

Using a cloud application is not mandatory, but it allows for performing more actions using the network.

— &

®

Al Device *

2.1 Alarm setting example (Intrusion)

To set up an intrusion detection event action, click the ‘Explore Al Apps - Intrusion Detection’ in the sidebar
navigation menu.
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Licensad A

Video Input

Display

i
Event Action List '
° ;
i i i » ’
SYSTEM SETTINGS

Network )
Detect people in no-entry zones, send

notifications, and configure various other

System actions.

License Management 8CH Mo Rules in Use

Cloud Service

APP SETTINGS

#
Explore Al Apps " ' I

Active Al Apps k =

System Event Settings

Detect objects that stay in and out of the

+ Add Rule
To set a new detection rule, click the - button in the intrusion detection settings.

2.1.1 Event Action Rules Setting

Rule Mame Rule #8975

O Active (

1. Enter a name for the rule. A random default value is entered, change this if necessary. You can also
identify the rule by the name you enter in the action performed by the action handler.
2. If you want to activate the event action rule upon creation, turn on the ‘Active’ switch.
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2.1.2 Event Setting
Add
1. Click the button to set up the event.
Event Setting Add
Video Event Type Event Name uuID Operation

2. Select the video want to detect via the dropdown to the right of the Event Type.

3. The detection zone can be set using the functions below. Alternatively, you can select zone information
generated from other event settings by importing zone information.

Drag the detection zone to move the entire area.
Drag the vertex to move it.

Click the yellow line to add a new vertex at that point.
Right-click the vertex to remove it.

Drag the gray box to move the label position.
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4. After done, the video will look like below with the event zone and label set up above.

& View
5. Click the button to save after setting for each option.

Event Mame Intrusion Detection Detection Policy Careful Detection

Event Count Label Intrusion Target Object
Event Count Reset 00:00 Ignore Duplicate Object
Skip Consecutive Events

Re-trigger Interval second(s)

Ignering Interval 3 second(s)

e Event Name : Enter the name of the event zone you created above.

e Detection Policy : Select whether to make event judgments about objects quickly or cautiously. When
setting up a careful detection policy, objects are observed for a period to ensure that events are raised
as accurately as possible. This can reduce false alarms at the expense of slightly delayed events. When
setting a fast detection policy, the event is raised as soon as the object is detected. In this case, the time
to observe the object is minimized to make a quick decision, which may result in false positives.

e Event Count Label : Enter the name of the label widget drawn over the video.

Target Object : Select the event detection target. Person, Vehicle, and bike can be set.

e Event Count Reset : Set whether the event counts value or not. When enabled, the count value is reset at
the set time.

e Ignore Duplicate Object : When checked, the same object will be ignored if it enters the event area
again.

o Skip Consecutive Events : When checked, ignores events caused by new objects if the detected event
target remains in the event zone.
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e Re-trigger Interval : When Ignore Duplicate option is enabled, if there are still detected event targets in

the zone, the event will occur again every set time.
e Ignoring Interval : Do not occur new events during the set time after an event occurs.

2.1.3 Action Settings

Define the event action to take when the event set occurs in Action Setting.

Add
1. Click the button to add a new action item.

Action Setting Add

Action Type Operation

2. Seteach action want to perform when an event occurs. Please refer to the Action setting Guide for the
types of actions supported and how to set them up.

2.1.4 Finish setup

Submit
1. Click the - button at the very bottom to save intrusion detection event settings after setting up

the event, action in the event action rule set page.
2. Ifeverything is set up correctly, you can see the new event in the list on the Intrusion Detection

application screen.

Intrusion Detection (1)

No Mame Activation Operation

1 Hazardous Area Access (

2.1.5 Filter settings (optional)

Schedule and Combined Rule filters can be used to set up event filters to drive actions. The schedule and
Combined Rule filter settings described below are not required to configure an action rule, so you only need to

set them if necessary.
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2.1.5.1 Schedule settings
Set up event action schedules that operate over a period to set the time for sending the notification whenever
an event occurs.

Setting
1. Click the button to set the event action schedule.

Schedule Setting Setting

Name Operation

2. Add a schedule to drive action when an event occurs. Please refer to the ‘Schedule Setting Guide’ for
more information on how to set up a schedule.

2.1.5.2 Combined Rule condition settings
Set compound conditions on event actions to perform more complex forms of event filtering. The following
items can be set as compound conditions.

Rules set in the application in the form of an event action
Events that make up a rule are set in an application in the form of an event action
System 1/0 devices, such as alarm inputs or virtual alarm inputs

Add
1. Click the button to set the combined rule condition.

Combined Rule  Add

uuib NOT Time Range Operation

2. Please refer to the ‘Combined Rule Setting Guide’ for more information on setting up.
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3. Counter Setting Guide

The counter application counts the number of Al-detected objects. The count value can be utilized by defining
various actions.

3.1 Counter working process

Al Device
County — —
Count;; e Data Store
County I S~

XX}

Local API

By setting up a counter application, ZN-AIBOX-STD/PRO counts objects internally and archives the counting
data to internal storage at regular intervals.

The stored data can be retrieved directly from the edge through the API. Edge storage has limitations in areas
such as storage period, network configuration, and service delivery performance.

3.2 Counter Setting Example (Occupancy Counting)

Utilize the Occupancy Counting application to count people in real-time not only in stores, but also in buildings,
specific areas of buildings, floors, or any other unit.
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3.2.1 Counting Method

Occupancy counting operates according to the following methods.

1. Countthe number of people entering from all possible entrances to the target space.

2. Count the number of people exiting at all possible exits from the target space.

3. Aggregate and store the number of people entering - the number of people exiting for each data
collection cycle.

3.2.2 Counting Condition

To ensure that the count value is as accurate as possible, follow these guidelines.

e Compliance with entrance and exit camera installation guide.
o No one enters or leaves the target space other than the designated entrances and exits.
e Specify a daily counter reset time when no one is inside the target space.

3.2.3 Camera Installation Condition

Camera tilt angle 102~25¢2

Camera installation height 2m~5m

Camera horizontal angle 40°~110°

Camera resolution Over 1280x720, 16:9 Ratio
FPS frame per second 6~30

Transmission bitrate 2Mbps~10Mbp

Minimum detection object size Horizontal 32px, Vertical 64x
Distance between camera to object ~15m

~15m

5m 9.-_“'“
e 110°

2m E ﬂ /—\
> D'l- .......... \
~15m .

In cases where the resolution is 1280x720p or higher, the relative size of objects to the screen is as follows.

Bl

The minimum object sizes for the Intrusion APP are as follows,
based on daytime or well-lit nighttime conditions where objects are easily identifiable.
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e For aperson, the width is 1.5% and the height is 6%.
e For acar, the width is 2.5% and the height is 4%.
e For abike, the width is 2.5% and the height is 7%.

% Notes: It's important to note that these measurements can vary depending on the input resolution, so
calculations may be necessary.

3.2.4 ZN-AIBOX-STD/PRO Counter Setting

1. To set up counting people in a space, click the ‘Explore Al Apps’ - ‘Occupancy Counting’ in the
sidebar navigation menu.

License Management Occupancy Counting

Cloud Service

Occupancy 32 / Max 50

APP SETTINGS

North Gate:
In: 47 Out: 23 In: 34 Out:12

Explore Al Apps
Active Al App Settings i h
, ‘ s

PTZ Tracking

System Event Settings

Calculates the number of people in the building by adding up entry and exit counts,

_ + Add Count . .
2. Click the button to create a new counter in the upper-right corner of the Occupancy
Counting list.

3. Enter the name in the “Name” session to distinguish this event action from the other events. Later, you
can use the name you enter here to distinguish the event in event history lookups or in actions
performed by the action handler.
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Name Counter #5054

Entry Counting Add Zone
CH Name UuID Operation

Exit Counting Add Zone
CH Name UuID Operation

Add Zone
4. Click the button to add the enter/exit zone. If there are multiple entrances and exits, every

entrance and exit be added as a counting zone.

3.2.5 Counting Zone Setting

1. Select the video you want to count from the Select Video dropdown in the top right corner.

2. The counting area can be set using the functions below.

Drag the vertex to move it

Click the yellow line to add a new vertex at that point
Right-click the vertex to remove it

Drag the gray box to move the label position

. Apply . . .
3. Click the - button to save after setting each option. Set the counting zone to every entrance and
exit the same as above to count the whole passengers.

e Zone Name : Enter the name of this zone.
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e Counting Zone : Select the direction of people passing by needed to count as an event

3.2.6 Schedule settings (optional)
You can reset the counter at times when there are no people in the target space, such as at night or during non-
business hours.

You can set up a wipe schedule as a daily, weekly, or monthly wipe. You can also add multiple wipe schedules.

Setting
1. Click the ~  button to set the event action schedule.

Schedule Setting Setting

Name Operation

2. Add a schedule to drive action when an event occurs. Please refer to the ‘Schedule Setting Guide’ for
more information on how to set up a schedule.

3.2.7 Finishing the setup

1. When you've finished setting up all the entry and exit people counters and reset schedules, click

the m button at the bottom of the page to submit your in-space people counter settings.
2. Ifeverything is set up correctly, you can see what you've set up in the list of people counters in the
space.

Counters (1) + Add Counter

Name Occupancy Count (& Channels In Use Operation

Counter #5054 0 Bz234567c¢8 B OB T

3.3 Counter Action Rule Setting Example

You can set events and create action rules based on the counter values of the counters you set.
Each counter app includes a separate menu where you can set up rules.
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Home = Applications

Counter Rule

Counter Counter Rule

Event-Action Rules

Occupancy Counting

Counter Rule

To add a new counter rule, click the in the top right corner of the rules list.

3.3.1 Event Action Rule Preferences Setting

Rule Mame

0 Active

Rule #8975

q

1. Enter a name for the rule. A random default value is entered, change this if necessary. You can also
identify the rule by the name you enter in the action performed by the action handler.
2. If you want to activate the event action rule upon creation, turn on the ‘Active’ switch.

3.3.2 Event setting

Add

1. Click the to set the event.

Event Setting Add

Video Event Type

Event Name uuiD Operation

2. Select the channel on which you want the event widget to appear and specify the location of the widget.
The channel on which the event occurs will also be set to the channel on which the widget will be

displayed.
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Event Type ‘ CH1 |

3. Specify the target counter for the event in Counters. If there are any counters set up in the Counters
application, they will be displayed in the list.

e There are two event types.
o Conditional - the event is triggered when the specified counter’s value meets a specified condition.

= Every Count N - Triggers an event when the count value of the counter goes above or below a
multiple of the N you set. For example, if N=10, an event is fired when the count value changes
from 9 to 10, 19 to 20, 0or 10 to 9, etc.

o Ifyouadded a range condition, such as greater than/less than, to the condition for every count N -
Even if the interval N changes, the event will not occur if the range condition is violated.

= Ifthe item greater than the setting is greater than the item less than the setting - the event is
fired if only one of the two conditions is met. ex) True if “X>10 OR X < 5” if X>10, X<5

= Ifthe item Greater than the setting is less than the item Less than the setting - the event is fired
only when both conditions are satisfied. ex) True if “X>5 AND X<10” if 5<X<10

o Greater Than - The event s triggered the moment the counter’s count value becomes greater than
the setting.

o Less Than - The event is triggered the moment the counter’s count value becomes less than the
setting.

= The Greater Than or Less Than events are mutually independent, so there is no condition under
which one must be greater or less than the other. The event is triggered when the count value
becomes greater or less than the number you set.

Event Name Qceupancy Counting Counter Counter #5054
Counter Value Label Oceupancy Now Event Type Conditiona

rent Count Label c - "
Event Count Label Every Count N

Greater Than Count Label Greater Than Count
Greater Than

Less Than Count Label Less Than Count
Less Than

Event Count Reset 00:00

e Periodic - The count event occurs at regular time intervals.
o Events occur at regular intervals based on the event cycle you set.
o Ifyou have added a range condition such as greater than/less than setting as a condition every
cycle - every count N, the range condition will operate the same way as the setting.
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Counter Counter #5054
Event Type Periodic
Event Cycle a0 second(s)

Define the event action to take when the event set occurs in Action Setting.

Add
1. Click the

button to add a new action item.

Action Setting

Add

Action Type

Operation

2. Seteach action want to perform when an event occurs. Please refer to the ‘Action Setting Guide’ for

the types of actions supported and how to set them up.

3.3.4 Finish setup

1. Click the button at the very bottom to save intrusion detection event settings after setting up
the event, action in the event action rule set page.
2. If everything is set up correctly, you can see the new event in the list on the Intrusion Detection
application screen.
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3.3.5 Filter settings (optional)

Schedule and Combined Rule filters can be used to set up event filters to drive actions. The schedule and
Combined Rule filter settings described below are not required to configure an action rule, so you only need to
set them if necessary.

3.3.5.1 Schedule settings
Set up event action schedules that operate over a period to set the time for sending the notification whenever
an event occurs.

Setting
1. Click the button to set the event action schedule.

Schedule Setting Setting

Name Operation

2. Add a schedule to drive action when an event occurs. Please refer to the ‘Schedule Setting Guide’ for
more information on how to set up a schedule.

3.3.5.2 Combined Rule condition settings
Set compound conditions on event actions to perform more complex forms of event filtering. The following
items can be set as compound conditions.

e Rules setin the application in the form of an event action
o Events that make up a rule are set in an application in the form of an event action
e System I/O devices, such as alarm inputs or virtual alarm inputs

Add
1. Click the button to set the combined rule condition.

Combined Rule  Add

uuip NOT Time Range Operation

2. Please refer to the ‘Combined Rule Setting Guide’ for more information on setting up.
Reduce False Detection Setting

Deep learning object detection cannot be 100% accurate.
There are several tools to reduce false detections and false alarms.
Learn more about these features below and add settings to reduce false detection.

e Object Size Filter
e Object Exclusion Area

1. Object Size Filter
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Within the same field of view, the size of objects of the same type will be approximately constant, or if the field
of view is narrow and the distance is close, the size of objects at the top and bottom will increase and decrease
at a constant rate and be detected.

These characteristics can be used to exclude detected objects from events if their size is too large or small
compared to expectations.

1.1 Object Minimum Size Filter

The Object Minimum Size Filter is a setting that allows a detected object to be recognized as an object only if
the size of its bounding box is greater than the size of the box you set.

To access the settings, click Object Size Filter in the sidebar menu and select Min Size Filter in the body area.

VIDEO Home Video Input False Alarm Reduction

3 Video Input o False Alarm Reduction

Video St
e Min Size Filter Max Size Filter Exclusion Area

False Alarm Reduction

] Display Min Size Filter @

1.1.1 How to Filter The Minimum Object Size

Min Size Filter Min Size Filter

[ ]

Not Filtered! Not Filtered! Filtered!

If the bounding box of an object is even larger by one horizontal or vertical dimension than the minimum size
filter of the object, it will not be filtered out. Only when the object’s bounding box is completely within the
minimum size filter will the object be filtered out. See the illustration above to see how the minimum size filter
works and which objects are filtered based on the object’s bounding box size.

% Notes

The object minimum size filter is not applied to fire detection.

The object minimum size filter is not applied to fallen detection.

1.2 Object Maximum Size Filter

The Max Size Filter is a setting that only recognizes a detected object as an object if its bounding box is smaller
than the specified box size.

To access the settings, click Object Size Filter in the sidebar menu and select Max Size Filter in the body area.
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Home / Video Input / False Alarm Reduction

Video Input False Alarm Reduction

Video Stream
> Min Size Filter Max Size Filtter Exclusion Area

False Alarm Reduction

Max Size Filter @
Display

1.2.1 How to Filter The Maximum Object Size

Filtered! Filtered! Not Filtered!

If the bounding box of an object is even larger by one horizontal or vertical dimension than the maximum size
filter of the object, it will be filtered out. Only when the object’s bounding box is completely within the
maximum size filter will the object not be filtered out. See the illustration above to see how the maximum size
filter works and which objects are filtered based on the object’s bounding box size.

% Notes: The object maximum size filter is not applied to fire detection.

1.2.2 Filters Set Up

1. Select the channel you want to set the Minimum Size Filter.
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2. Select a Minimum Size Filter type.

Min Size Filter Mot Used

Not Used
Normal

Perspective Correct Interpolation

3. Drag the filter area to move the filter position.

Near Object Min sze‘

|
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1.2.3 Filter Types

1. Not Used
a. No use Minimum Size Filter for this channel.

2. Normal
a. Use a Normal type of Minimum Size Filter.
b. Typically used when the viewing angle is distant, and the screen area contains objects of
approximately similar size.
c. Setasingle box and compare all objects to the size of that box. Objects smaller than the box
are filtered out.

3. Perspective Correct Interpolation

a. Settwo boxes based on perspective.

b. Setthe Near Object Min Size box smaller than the size of objects in the near part of the screen
at the bottom.

c. Setthe Far Object Min Size box smaller than the size of objects in the far part of the screen at
the top.

d. A minimum size filter box, calculated as a percentage of the near box and far box, is applied
per screen area.

e. Minimum Size Filter with perspective applied based on where the object appears.
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1.2.4 Save, Load, And Reset the Settings

) B Save \p L .
1. Save: Click the - button at the bottom of the screen to save the position and size information
of the filter setting.

Load
2. Load:Clickthe button to load the most recently saved information of the filter that is set on
that channel.

. &) Reset ) )
3. Reset: Click the button at the bottom left of the screen to delete and reset the filter settings

for that channel.

2. Exclusion Area

Exclusion zones can be used to filter out the same type of false detection that is consistently occurring in the
same location. Objects in the area you added as an exclusion zone will be ignored and will not trigger an event.

2.1 Exclusion Zone Settings

1. Click the “False Alarm Reduction > Exclusion Area” in the sidebar menu to access the settings
menu.

VIDEO Home . Video Input = False Alarm Reduction

Video Input False Alarm Reduction

Video Stream Min Size Filter ~ Max Size Filter

False Alarm Reduction

O Display

2. Select the channel you want to exclude.
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CH1

CH1

CH2

CH3

CH4

CHS

CH6

CH7

3. Click the button to create an exclusion zone. Up to 10 zones can be set.

6. Double-click or right-click the exclusion zone to delete it.
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< Double Click
Right Click

X Caution
It is recommended that the exclusion area is as small as possible to prevent actual objects from being filtered
out by the exclusion area settings.

Even if the exclusion zone does not cover the entire object, the object is excluded if its center is within the
exclusion zone.

2.2 Save, Load, And Reset the Settings

B Save
1. Save: Click the - button at the bottom of the screen to save the position and size information
of the filter setting.

. Load
2. Load: Click the button to load the most recently saved information of the filter that is set on
that channel.
. &) Reset ) )
3. Reset: Click the button at the bottom left of the screen to delete and reset the filter settings

for that channel.
Action setting guide

Various types of actions you want to trigger when an Al event occurs can send alarm notifications by defining
the event actions in the event action settings.

Users can send real-time events over the network to specific servers or clients, such as alarm output, voice

audio through the camera speaker, as well as HTTP, FTP, etc. And the system can be configured in
conjunction with various pre-integrated VMS, such as Nx Witness, Cortrol, Milestone, Genetec, etc.

— &

o D)

Al Device >
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Relays are functions that output digital signals through device I/0 terminals. Relays can be used to control a
warning light or to operate with a door lock as a door control signal.
Relay actions can be added from the Action Settings.

Action Type Relay

Select the action type to Relay, you'll see the relevant settings at the bottom.

Qutput Type On for Duration

On for Duration

Off for Duration

ON

OFF

The relay’s output type is two settings, ON/OFF, but the settings screen is configured to allow you to select four
different items. The definitions for each output type are as follows.

Output type Description Priority
On for Duration | ON output maintains during the duration time | High

Off for Duration | ON output maintains during the duration time | High

ON Changes alarm output status to ON Normal
OFF Changes alarm output status to OFF Normal

You'll notice that the right side of each output type describes its priority. Since there are a limited number of
relays, and many event action items can be assigned to them, this creates an issue of control over the relay

device.

% Relay type control policy

1. If multiple relay actions are the same priority, the last one to occur takes control
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2. Ifhigher and lower priority actions are competing, the higher relay type takes control. Higher priority
alarms have a duration, so the last lower priority action takes control after the time elapses.

3. Low-priority items have no duration, so they permanently change the default state of the output until a
new request is made by another event action.

2. Camera speaker Output

If IP camera connected to the ZN-AIBOX-STD/PRO supports audio output through speakers, you can drive an
event action to emit audio output.
Camera speaker output operates based on the protocols defined by the ONVIF Audio Backchannel standard.

X Preconditions
To run the Camera Speaker Output action, you must set the video stream to connect an additional audio session
for sound transmission.

Make sure the following settings are checked for the camera you want to use in the Video stream -
Etc settings.

Use Cam Speaker Connect additional audio session for transmitting sound sources

2.1 Action Settings

The camera speaker output action can be added from the Action Settings.

1. Select the Action Type to Camera Speaker, then, the relevant settings at the bottom.
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Action Type Camera Speaker

Target Camera

Sound Test

Audio File{mp3,/way) New Recently Added

Mame

Audio File m
Cancel Apply

2. Select a camera connected to the ZN-AIBOX-STD/PRO to output speaker sound

Target Camera Video 1

3. Select a sound source to send to the camera. Sound files can be uploaded on the “New” menu. MP3 and
WAV formats are available.

Audio File{mp3/wav) New  Recently Added

Name

4. Alternatively, select the audio file on the existing list to send to the camera.

3. Email Alarm

Audio File(mp3/wav) New  Recently Added

© Intrusion Warning Edit Delete

You can email event snapshots and event metadata information when an event occurs.
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3.1 Email Action using an SMTP Server Settings

Email actions using an SMTP server can be added from the Action settings.

1. Select the Action Type to Email(SMTP), then, the relevant settings at the bottom. If you set up your own

SMTP server and credentials, you can configure an email action using that SMTP server.

Action Setting

© fallen

Cancel

Apply

2. Click the
can be referenced to all event actions.
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SMTP Server Settings
Name
SMTP Server 25

Encryption None
Validate Server Certificate Off
From email

SMTP Authentication
Username

Password

Name : Enter a SMTP name.

SMTP Server : Enter the address and SMTP server port.

Encryption: Select the encryption method used by the server, such as SSL/TLS.

Validate Server Certificate : If you set the Validate server certificate item to ON, the server
includes a procedure to verify the certificate presented by the server with a certificate authority. If
you use a certificate that a certificate authority has not verified, the email will not be sent.

From email : Enter the sender’s email address if required by the SMTP server.

e SMTP Authentication: Enter the SMTP server authentication information.

3. Ifan SMTP server is added, it shows in the SMTP server list. Select one to configure the email alarm
action.

SMTP Server Mew

O My SMTP Server

smtp-mail.outlook.com : 587
MY_USERMAME
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4. HTTP API

HTTP API allows integration with diverse devices. Select the Action Type to HTTP AP], then the relevant
settings at the bottom.

Action Setting

Action Type HTTP
HTTP Action Add
Name Method Host Operation
Cancel
Add
Click the button to add new HTTP Action.

4.1 URL Settings

1. Select the HTTP API URL and Method.

URL ‘ GET ‘ hitp:. /1192 168.0.5/api
Validate Server Certificate GET
POST
Authentication PUT

2. Ifyou input https protocols, the Validate Server Certificate is activated.

URL GET hitp://192.168.0.5/api

Validate Server Certificate On
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Authentication | Mone |
Lsername None
Password Basic
Digest

Authentication methods are available None, Basic, and Digest.

4.3 Show event data

API request data can contain event information.

CH Channe
CH NAME Channel Name
MAC MAC Address
TIMESTAMP timestamp(UTC)
TIME 1508601 time(UTC)
TIME time
TIME %YYYY 4 digit year of the time

1. Enter event data values using predefined tokens.

Editable Box
[(IMACH

2. Select the desired token value from the combo box. Click on the
value will be added as {{token}} in the form of {{token}}. When sending actual data, this part is replaced
by event data. Tokens can only be used where they can be input via the combo box.
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4.4 Custom Header Settings

Custom Header Set

Set
Click the button to set the header

mac {imach Delete

Delete

You can use event data tokens on the Custom Header settings page.
To use a token, select the text field and add the token.
It is only available for Value.

4.5 Query Settings

Query 5tring Set

The query string can be configured in the same way as the header.
Once set, you will see a quick view of the query string.

4.6 Content-type

Selecting Content Type will display the Type settings page.

4.6.1 Content-type : multipart/form-data
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4.6.1.1 From Field Settings

1. Click the
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button to set the data.

Content-Type multipart/form-data

Form Fields

Attach Snapshot

Snapshot Time Range

Snapshot files key

~ second(s)

Set

2. Use the event data token to set the value. There’s also a simple template.
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g Construction

Simple msg template
Editable Box Simple msg template(Json) TIMESTAMP}}
Basic msg template

Basic msg template(Json)

4.6.1.2 Snapshot settings

multipart/form-data allows snapshots to be appended.

Attach Snapshot

Snapshot Time Range From 3 s To 1 sece

Snapshot files key snapshots

4.6.2 Content-type: Application/Json

Application/Json provides event data token functionality and template functionality.
It also provides templates in the form of Json.

Content-Type applicationfjson

String Construction Simple msg template(Json) n

Editable Box {

"ch""{{CHY",

“"{{EVENT NAME}}",
mp":*{{TIMESTAMP}*

Message Example

4.7 Message test

You can test your setup data using the Test button at the bottom.
Success is simply displayed at the top.
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5. FTP Upload

FTP upload allows you to upload an event snapshot to an FTP server when an application event occurs. The
directory and file name to store the snapshot file can be set variably using the event’s metadata.

The FTP Upload can be added from the Action settings. Select the Action Type to FTP, then, the relevant
settings at the bottom.

Action Type FTP

5.1 Snapshot Time Range Settings

Set the time range for uploading snapshots based on the time of the event.

Snapshot Time Range -2 -~ 1 secondi(s)

In the example set above, snapshots taken from 2 seconds before the event to 1 second after the event will be
uploaded.

Periodic snapshots are taken at least once per second for each channel, in addition to event snapshots.

o0

CBC GROUP CBC AMERICA LLC © July ganzsecurity.c



GANZ

5.2 Snapshot Upload Directory and File Name Format Settings

ZN-AIBOX-STD Manual

v1.0.0

Directory

Filename

HTIME YYYYMMDD}}/{{TIME %HH})

HTIME YYYYMMDD}_{TIME HHMMSS5}}

Example 20220902/15/20220902_153702.jpg

TIME YYYYMMDD

TIME HHMMSS5

TIME %6YYYY 4 digit year of the time

TIME %6mm

TIME %dd Date

TIME%HH  Hour

TIME %6MM

e Directory : Specify the location where the snapshot image is stored when the FTP Upload action is
performed.
o Event metadata can be included in this setting. Setting the path to include timestamps, as in the
setting example above, specifies the upload directory based on the event time. The snapshot
will be saved to the root directory of the FTP connection if this setting is not specified.

o Filename : Snapshot file names can be set similarly to directories.
o The extension for snapshot file names is automatically set to .jpg, so there is no need to change
it in the preferences.

o Ifyou specify a snapshot file name, the Example shows an example path to the snapshot created by

the directory and file name you specify.

5.3 FTP Server settings

In the Server item, add the FTP server settings you want to transmit.
Once added, the FTP server settings can be used to set up other rules or FTP uploading actions in other

applications.

1. Click the

o0

CBC GROUP

Add

button to add new server settings.

CBC AMERICA LLC © July

ganzsecurity.c



ZN-AIBOX-STD Manual

v1.0.0

Protocol O FTP SFTP
My FTP Server

192.168.0.5

Username myftpuser
Password mypassword

Passive Mode

Cancel Apply

Apply
2. Enter the destination FTP server information and click the - button.

Server Add

Name Host Operation

My FTP Server 192.168.0.5:21

3. After adding an FTP server setting, a new entry is added to the FTP server list.
Select the desired server in the FTP server list to complete setting up the server.

6. AWS S3 Upload

AWS S3 Upload action uploads event snapshots to AWS S3 storage when an application event occurs. The
passkey value for the storage storing the snapshot file can be set using event metadata.

AWS S3 Upload Action can be added from the Action settings. Select the Action Type to AWS S3, then, the
relevant settings at the bottom.

Action Type AWS 53
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6.1 Snapshot Time Range Settings

1. Set the time range for uploading snapshots based on the time of the event.

Snapshot Time Range -2 ~ 1 secondi(s)

In the example set above, snapshots taken from 2 seconds before the event to 1 second after the event will be
uploaded. Periodic snapshots are taken at least once per second for each channel, in addition to event
snapshots.

6.2 Snapshot Upload File Path Settings

File Path {TIME YYYYMMDD}/UTIME HHMMSS}}

Example 20220902/153702.jpg TIME YYYYMMDD YYYMMDE
TIME HHMMSS HHMMSS
TIME %YYYY 4 digit year of the time
TIME %mm  Month of system time
BL  TIME %dd Date of system time | 1
TIME %HH Hour of system time

TIME %6MM  Minute of system time

TILAC ¥ CC

o File Path : Specify the path where the snapshot is stored.
o Event metadata can be included in this setting. Setting the path to include time metadata, as in
the example above, sets the upload file path based on the time the event occurred.
o Seta file path excluding the Region and Bucket parts. You only need to set the path within the
bucket where the file will be saved.

e After setting the file path, the Example section shows an example snapshot path.
6.3 AWS S3 Storage Settings

Add AWS S3 storage settings to the Server item.
Once added, AWS S3 storage settings can be used to set other rules or to set AWS S3 upload actions in other
applications.

Add
1. Click the button to add new server settings.
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My Secul Event Bucket
Asia Pacific (Seoul)
mycompany.event.seoul

AKIA43I3ITYRCPWUX3HF

Cancel Apply

L

2. Enter your target AWS S3 store information.

3. Click the button to save the settings.
4. Once your AWS S3 storage has been added, it will be listed.

Server Add

Name

Region Bucket

My Seoul Event Bucket ap-northeast-2 mycompany.event.seoul

Operation

5. Once you have ticked the destination box, the setup process for your AWS S3 storage is complete.

7. Cortrol Plug-in Integration Guide

7.1 Introduction
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7.1.1 Prerequisites

e ZN-AIBOX-STD/PRO FW version 10124 or greater.
e Ganz Cortrol Premier VMS version 1.22 or greater.

7.1.2 Learn about integration architecture

CORTIROL

Client, Mobile App

Event Notification

®ctrTRoL |

External Service (HTTP API)
Al Metadata & Event

I Object Metadata Display

A

RTSP Video Stream

A

e [P Camera transmits video stream to Cortrol VMS and ZN-AIBOX-STD/PRO .

e ZN-AIBOX-STD/PRO analyzes the received video stream by Al Apps and sends Metadata &
Event to Cortrol VMS.

e ZN-AIBOX-STD/PRO responds to Cortrol VMS's search requests.

7.2 Configuration
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7.2.1 ZN-AIBOX-STD/PRO Configuration

Add Al app settings.

Home  Applications / Intrusion Detection
O souce Intrusion Detection

¢ EventRule Map

Intrusion Detection

O Output

License Status

SYSTEM SETTINGS Max Available Channels 8

ChannelsinUse 12345678
Network Al Consumption per CH 204

Total Al Resource Usage 204 / 4000

i System

License Management Event-Action Rules

" Cloud Service
Rule Name Activation Channels In Use

APP SETTINGS

Explore Al Apps

No items ©)

Active Al App Settings

#  PTZTracking

! System Event Settings

+ Add Rule

Operation

Add Event Setting.

Intrusion Detection Basic Setting

© Color Label © None ® =
Event Setting Add
Video Event Type

Action Type

Event Name
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Zone or detailed setting of Al App.

Add Control Plug-in Action Setting.

Action Setting Ad@

Action Type

Operation
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Action Type

FTP
EMail(SMTF)

AWS 53

NX Plugin

Cortrol Plugin

D

Enter the Cortrol VMS information ( Server Address, Port number, Username, Password)
You can check if the Cortrol VMS settings are correct through the “Login” button.

IP Address 192.1€8.103.199
Weh Part 808N

Username admin

Password

Metadata Enabled

Channel Mapping .happing
Create Cortrol External Service

% Notes: When “Metadata Enable” is enabled, the ZN-AIBOX-STD/PRO transmits the
object Metadata detected by the Al to the Cortrol VMS. Please note that performance issues may occur if the
Al app is installed in an environment where many objects are detected.
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7.2.2 ZN-AIBOX-STD/PRO Channel Mapping

Set up the relationship between the ZN-AIBOX-STD/PRO channel and the channel of the Cortrol VMS.

Press the “Mapping” button to open the settings pop-up window.

IP Address 192.1€8.103.199

Weh Part 2080

Username admin

Pa o rd ........ m

Metadata Enabled

Channel Mapping

En

Create Cortrol Extarnal Service Create

Enter the Recording identifier (UUID) of the channel registered in Control VMS into ZN-AIBOX-STD/PRO.
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Recording identifier (UUID) can be obtained from the Details menu of Channel in Cortrol Management

Console.

L] Ganz CORTROL Management Console - 192.168.103.199 - Server

@ Configuration > Channels

Configuration

o Create channel group Edit Assign mair
= Servers [i

& door WU OFFICE
[ External services = @¢

‘ulx}'

l Users

B4 Devices
Tt Channels
@ Recording

@ Maps

= Lavout templates
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f® channel door
Channel
& Details
8 pefault Change...
'-a-' Members Slorsge
&% Membership Substream recording configuration
of§ Permissions ditedo Change...
Substrezm recording configuration
Motion detector
* Substream storage
&4 Video analytics B pefault Change...
Substrezm storage
) Audio
tdge recording configuration
=3| Inputs
3 B none Change...
r_} Outputs Edge recording configuratior

Edge storage
Channel canfiguration 9 9

B pefault Change...
Video vverlays Edge

age

B Dewarp Video lost time

15
B Video configuration

Time interval In second

Z RTSP configuration Recording identifier

581 E34D6-204A-44C3-84AB-BD1D2E65C3EA

= Edge configuration

Related items  ~

1CH 681E34D6-204A-44C3-84AB-BD1D2E6SC3I

b

Enter the Recording identifier (UUID) and press the “Camera update” button to check if it is entered
correctly. If the channel is connected successfully, green Connected is displayed.
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7.2.3 Create Cortrol External Service

Create an external service by clicking the “Create” button on ZN-AIBOX-STD/PRO ’s “Cortrol VMS Setup
page”.

IP Address 192.168.103.199
Web Port
Username

Password

Metadata Enabled

Channel Mapping Mapping

Create Cortrol External Service Create

Click the “Apply” button to save the Cortrol Server settings.
Action Type Cortrol Plugin
Channel door

Event Type detector

Ci |
ortrol Server | &y 162.168.103.199  Connected

1 8080

admin

Only one Cortrol server can be used.
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9 Do you want to continue?

If you see the device registered in the format “ZN-AIBOX-STD/PRO - MacAddress” in the External Service tab
of the Cortrol Management Console, it's OK.

Next, Create an External Service Group.

Enter the name of the new External Service Group as “ZN-AIBOX-STD/PRO ".

o0
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[] Ganz CORTROL Management Console - 192.168.103.199 - Server

Configuration

= Servers

B4 Devices

Tt Channels

TITLE

L

[ AIDEVICE -24:76:25:96:56:¢1
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[' External service group

et s

& Details*

uﬁ Permissions

litle

EY4

Assign ZN-AIBOX-STD/PRO to the new External Service Group.

[C] Ganz CORTROL Management Console - 192.168.103,199 - Server

@ Configuration > External services

Configuration e
o New external service group |~ | || Eﬁl f |
= Servers
- [ AIDEVICE-24:76:25:96:56:e1 none
7 External services Al DEVICE

—
=

& Users

B4 Devices

O Channels
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] External service Al DEVI 24:76:25:96:56:e1
f tema or =
BT Details
& Details*
Title
4 Events and actions
[ 36:56:¢1
& Related resources
ne hang
up

7.2.4 Create Cortrol Event & Rule

We need to configure the events, actions, and rules that will be sending notifications
Click the “+New Event” button to add a new event.

] Ganz CORTROL Management Console - 192.168.103.199 - Server

@ Events Actions > Events

Events & Actions
% Rules

% Events

ES P.g.-Le‘a'" X 1 selected
2

ke ding Disk exduding

» Actions Failover activating Failover activating = Server

() Conditions

all-back activating Fallback storage activating

tion detected

D) Schedules

tarted Motion started
B8 Counters
Motion stopped
8 OPC

Recording error Recoding error

P Indicators Recoding recovered from error

B8 Variables

Jser button dicked ser button

Video lost Video lost

& Tags

MW N NN NN NN NN

- Video restored Video restored
*. Subjects

3 Configuration
4 Events & Actions

8 Montorng

Select Event Type as External Event — External Service.
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4 Event Access control event*

Event

# Detais" @

Details

Available event types

+ [ Access control (2) =

+ [ Channel related (2)

\

VCA event

« [ External events (2)

External service
External

+ [ variables and counters (4) =

(')n,[} ance

% Event door External service*

Event

& Details*

Details

Event type
External service Change...
Title
door External service
Source
Tt door Change...
Service group
Al Bridge Change...
Target event
Event v
N
Create a rule by combining the created event type and action.
=
Events Q Rules Q Actions. Q
« B doo + B door >>>> door External service + B door
do B door >>>> Pop-up on saeen
i e
,n«;l;:m-
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7.2.5 ZN-AIBOX-STD/PRO Rule Test

In ZN-AIBOX-STD/PRO ’s Cortrol Setup page, use the event “Test” button to test whether the setting is
successful.

Setting Add
Action Type Operation
Cortrol Plugin @

Filter Setting(Optional)

7.3 Demo
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7.3.1 Live
Set the Cortrol Client to display Metadata and Alarms to check if it works with ZN-AIBOX-STD/PRO .

(Click the icon at the bottom of the video)
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7.3.2 Search

8. Utilizing Event Meta Tokens & Creating Action Message Guide

Action handlers that use the network can send messages using various event meta-information, such as
the event name and the event occurring time.

When you set up an action handler of the type that sends a message from a device, the action message you want
to send is configured in a format that you edit yourself.

By using the various event meta tokens provided when editing an action message, you can easily add dynamic
event meta information to your action message.

This approach to action handlers allows users to write and use protocols with a high degree of freedom,
depending on the protocols of the target device or server you want to interact with, without requiring
additional development.

8.1 Edit Action Message Ul Components

The Edit Action Message Ul consists of a template settings control, a token settings control, an edit box, an
example box, and a test button.

String Construction

Editable Box CH{{CH]}} - {{fEVENT NAME}} - {iTIMESTAMP}}

Message Example

Send example message
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8.1.1 Edit box, Example box, and Test button

Typically, when composing a message, you type the message you want to send into the edit box. The typed
message can contain an event metadata token in the form of {{XXX}} event metadata token. A list of available
event metadata tokens is displayed in the Token Settings control dropdown list.

Click the Test button to send the hypothetical action message you see in the example box and test the
integration with the recipient you're setting up.

8.1.2 Template Settings Controls

Use the Set Template control to set an action message in the form of a predefined template directly in the edit
box.

String Construction

Simple msg template
Editable Box Simple msg template(Json) m
Basic msg template
Basic msg template(Json)
Kronos
Kronos TCP

Meszage Example
mmix

1. Select the template you want to set from the drop-down list.
2. Click the n button on the right.

X Caution

When you use a template message, everything in the edit box is replaced with the template message. If you are
working on something, you will lose your work if you replace it with the template message, so be careful when
using it.

8.1.3 Token Settings Controls

You can insert event metadata into the action message using the Token Settings control.
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CH Channel

CH NAME Channel Name
MAC VIAC Address
RULE NO

RULE NAME

EVENT NAME Event Mame

EVENT TYPE

1. Select the token you want to set from the drop-down list.
2. Click the ﬂ button on the right.

The selected event metadata token is added to the edit box, and the virtual event metadata appears in the
example box.

The token string can be moved anywhere in the edit box. The list of supported tokens and details of each are
described below in the manual.

8.2 How to use object token {{::0BJ[XXX]}}

In the list of event metadata tokens, tokens of the form {{::0B][XXX]}} must be used according to specified
rules. {{::0BJ[XXX]}} is a token representing different information about the object(s) causing the event.

An event may contain multiple objects, and the event’s object information token is repeatedly replaced by
object count.

Therefore, to specify where to repeat the syntax from and to for object information tokens, you must use a
separate token, which is a list of objects.

The rules for using the OB]J token are as follows.

o All {{::OBJ[XXX]}} tokens must be placed between two {{LIST OBJECTS}} or {{LIST
OBJECTS[PARAM=COMMA]}} tokens, with the first LIST token signifying the start of the iteration and
the second LIST token signifying the end of the iteration.

o All {{::0BJ[XXX]}} tokens must be placed between two {{LIST OBJECTS}} or {{LIST
OBJECTS[PARAM=COMMA]}} tokens, with the first LIST token signifying the start of the iteration and
the second LIST token signifying the end of the iteration.

o Alist of object information starting with {{LIST OBJECTS}} and ending with {{LIST
OBJECTS[PARAM=COMMA]}} and a list of object information starting with {{LIST
OBJECTS[PARAM=COMMA]}} must both end with {{LIST OBJECTS[PARAM=COMMA]}}.

e Object information enclosed in {{LIST OBJECTS}} has no delimiter to separate the items, and the string
inside the list is simply repeated.

e {{LIST OBJECTS[PARAM=COMMA]}} appends a comma (“,”) character to separate items in the list.

To understand how to use the rule, see the following sample.
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8.2.1 1st Example of using an object token

Editable Box {{LIST OBJECTS}E:OBJCLASSIIHILIST OBJECTS})

{{LIST OBJECTS}HH{::OBJ[CLASS]
{{LIST OBJECTS}}

Message Example

The “{{LIST OBJECTS}}” token repeats the string between it and the next “{{LIST OBJECTS}}” token for the
number of event objects. The message between the {{LIST OBJECTS}} is repeated twice because the fictional
event used to construct the example message contains two person objects.

In the above example, the string is “{{::OBJ[CLASS]}}” and “{{::OBJ[CLASS]}}[newline]”. This has resulted in a
different message in the example field.

8.2.2 2nd Example of using an object token

Editable Box {{LIST OBJECTS}iClass: {{mOBJ[CLASS]}}

Bounding Box: P1({{zOBJ[BBOX_X11}. {{zOBI[BBOX_Y11}}) P2({{=:OBI[BBOX_X2]}},
{{=OBJ[BBOX_Y2I})
K{LIST OBJECTS}}

Message Example

It is an example message sending object information by adding the bounding box positions of two persons’
objects containing a fictional event. The plain text remains the same, and the OBJ token repeats the object
information syntax twice the number of objects.
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8.2.3 3rd Example of using an object token

Editable Box [{ILIST OBJECTS[FARAM=COMMA]IH
"event_name": "{EVENT NAME}}'
"class™ "{{=OBJ[CLASSIH",
"bbox": [{{=OBJ[BBOX_X11H. {{=OBJ[BBOX_Y1]}}. {{~OBIBBOX_X21H. {i=OBJIBEOX_Y2]111.
HILIST OBJECTS[PARAM=COMMA]H

Message Example

If you use the {{LIST OBJECTS[PARAM=COMMA]}} token to enclose the phrases of the list of object information,
it will add a comma (,) between each phrase if there is more than one event object.
You can use this to build JSON strings, even if you use repeating object information sentences.

8.2.4 Event Metadata Token List

This section describes each of the supported event metadata tokens.
The event metadata tokens are categorized into four groups: event source, event information, object
information, and time information about the object that generated the event.

1. Event sources and information is a list of tokens for basic information about the event, such as where it
happened on what equipment.

e {{CH}
o The channel number where the event occurred (1-8) {{CH NAME}}

o Channel name where the event occurred
o Video Source - the channel name specified in the video stream setup

CHS

Attribute

Channel Name

Viden Saurre

o {{MAC}}
o Device MAC address

o0
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o The action rule ID containing the event

v1.0.0

Intrusion Detection (1)

No MName

1 My Rule #nfmW

Activation

e {{RULE NAME}}

o The action rule name containing the event

Intrusion Detection (1)

No Name

1 My Rule #nfmW

Activation

a

e {{EVENT NAME}}
o Event name

Intrusion Detection Basic Setting

Rule Name My Rule #nfmW

O UUID 78a2bb0d-113b-4d38-9da9-cfd18407e747

© Activation (

Event Setting Add

Video

CH1

Action Setting Add

Event Type

Intrusion Detection

Event Name uuIiD

Front Door Intrusion e971dee5-cf54]

e {{EVENT TYPE}}
o Eventtype

o0

CBC GROUP

CBC AMERICA LLC © July

ganzsecurity.c



ZN-AIBOX-STD Manual

v1.0.0
Intrusion Detection Basic Setting
Rule Name My Rule #nfmW
@ UUID 78a2bb0d-113b-4d38-9da9-cfd18407e747

@ Activation (

Event Setting Add
Video Event Type Event Name uuip
CH1 Front Door Intrusion e971dee5-cf54)

Action Setting Add

e {{# OF OBJECTS}}
o Number of event objects

2. Event time-related tokens

For example, if the event was at 18:43:9.739 on 7 March 2023 in the GMT+9:00 time zone, each time token

would be replaced as follows.

e {{TIMEYYYY-MM-DD}}

o Eventdate ex) 2023-03-07
e {{TIMEYYYYMMDD}}

o Eventdate ex) 20230307
e {{TIMEDD/MM/YYYY}}

o Event date ex) 07/03/2023
e {{TIMEYYYY}}

o Eventyear with 4-digit ex) 2023
o {{TIMEYY}}

o Eventyear with 2-digit ex) 23
e {{TIME mm}}

o Event month with 2-digit ex) 03
e {{TIME dd}}

o Event date with 2-digit ex) 07
e {{TIME HH}}

o Event occurrence hour on a 24-hour basis ex) 18
e {{TIME MM}}

o Event occurrence minute with 2-digit ex) 43
e {{TIME SS}}

o Event occurrence second with 2-digit ex) 09
e {{TIME MS}}

o Event occurrence millisecond ex) 739
e {{TIMESTAMP}}

o Timestamp of the event occurrence time ex) 1678182189.739000
e {{TIMEISO8601}}

o 1S08601 standard format for the event occurrence time ex) 2023-03-07T18:43:09.739000+09:00

e {{UTCIS08601}}

o0
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o UTC time in ISO 8601 standard format for the event occurrence time ex) 2023-03-
07T09:43.09.739000+00:00
e {{TIME}}
o Eventtime format as designated ex) 07 March 2023 18:43:09

3. Token for object information

e {{LIST OBJECTS}} ~ {{LIST OBJECTS}}
o Repeat as many times as objects to output the internal syntax.
e {{LIST OBJECTS[PARAM=COMMA]}} ~ {{LIST OBJECTS[PARAM=COMMA]}}
o Use commas (,) to separate repeated statements, and repeat the internal syntax as many times as
there are objects
o {{::OBJ[INDEX]}}
o The event object’s index, starting from 0
e {{::OBJ[TRACKID]}}
o Object tracking ID
o {{::OBJ[CLASS]}}
o Object class. Different apps and event types detect different objects.
o person / car / bike / violence / fire / abandoned / animal / man / woman / helmet / no-helmet /
vest / no-vest / fallen /1p / ...
e {{::OBJ[SCORE]}}
o Object confidence score value
o The value is for reference and is not appropriate to make a general judgment.
e {{::0BJ[BBOX_X1]}}
o The X coordinate of the top left point of the object’s bounding box.
o The coordinate system is normalized to 0-1. The left end is 0, the right end is 1.
e {{::OBJ[BBOX_Y1]}}
o TheY coordinate of the top left point of the object’s bounding box
o The coordinate system is normalized to 0-1. The top end is 0, the bottom end is 1.
e {{::0OBJ[BBOX _X2}}
o The X coordinate of the right bottom point of the object’s bounding box.
e {{::0OBJ[BBOX_Y2}}
o TheY coordinate of the right bottom point of the object’s bounding box.

4. Token for displaying LPR object information

When using LPR object information, you must use {{LIST OBJECTS}} or {{LIST
OBJECTS[PARAM=COMMA]}} to enclose the object display syntax, as with normal object information.

e {{::OBJ[LP_TEXT_DETECTED}}
o The plate number by License plate recognition
e {{::OBJ[LP_TEXT_DB}}
o The plate number registered to DB by the user
o LP_TEXT_DETECTED and LP_TEXT_DB are usually the same. However, if you are using a loose
matching policy, they may be matched even if they are not exact matches.

Matching Policy Mormal

Allow similar characters
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e {{::0OBJ[LP_GROUP_NAME]}}
o Group name containing the user’s registered plate number in DB.
o Ifthe number is in several groups at the same time, it is replaced by a comma (,) separated list of
group names.
o ex) Group 1, Group 2
= {{::OBJ[LP_ID]}}
e Index number registered in DB
= {{::OBJ[LP_NOTE]}}
e The note on the plate number the user has registered in DB.
= {{::OBJ[LP_.COUNTRY_CODE]}}
e Country code of the recognized vehicle number
2-digit alphabetic country code for LPR-EU. Replaced by EU if not detected.
2-digit alphabetic state code for LPR-US. Replaced by US if not detected.
Replaced by JP for LPR-]P.
Replaced by KR for LPR-KR.

Schedule Setting Guide

A schedule can be set in all event action settings to trigger actions when events occur.

o0

CBC GROUP CBC AMERICA LLC © July ganzsecurity.c



ZN-AIBOX-STD Manual

v1.0.0
—»  Action Handler
Event —I--: Schedule :-——In- Action Handler
| L——»  Action Handler
drop
v

1. Schedule Overview

The schedule operates over a period of time to set the time for sending the notification whenever an event
occurs. Depending on weekly, monthly, and yearly schedules can be set.

Additionally, specific dates can be designated as exclusion schedules. Actions will not be triggered during the
exclusion schedule. Exclusion schedules are prior to regular schedules. This means that the action will not be
triggered if an event occurs during a period that is included in both the exclusion and the regular schedule.

The schedule for event action settings operates according to the following policy.

% Schedule Application Policy
1. Ifno schedule is set in event actions, all events will always trigger the set action.

2. If multiple schedules are registered in event actions, the action will be triggered if one of them is true at
least.

3. Ifan exclusion schedule is included, the action will not be triggered even if another schedule is true.
4. Schedules are set for each event action, but once created, they can be added in all event actions.

2. Create a New Schedule

Setting

1. Click the button to add a schedule.

Schedule Setting Setting

Name Operation

) Add MNew
2. Click the button to create a new schedule at the bottom.
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MName
Schedule Cycle Weekly
Schedule Designation
Schedule
Time Range 00:00 - 00:00
Exclusion Schedule Set this as exclusion schedule

Name : Enter a schedule name on “Name”(e.g. working hours, holidays).

e Schedule Cycle : Set the “schedule cycle” for how often the schedule should repeat as weekly, monthly,
or yearly.

e Schedule Designation : Select whether the schedule is based on days of the week or specific dates.

e Schedule & Time range : Set the days/dates/Time.

e Exclusion Schedule : Check the box to set the schedule as an exclusion schedule.

3. Weekly Schedule

1. Since weekly schedules cannot specify dates, the schedule Designation is fixed to Day-based of the week.
You can set the target days and specify the time range to create a schedule. For example, you can set a
schedule for every Monday to Friday.

Schedule Cycle Weekly

Schedule Designation

Schedule
Time Range Mon
Tue
Exclusion Schedule
Wed
Thu
Fri
Sat
Sun

E

4. Monthly Schedule
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1. For monthly schedules that use the Day-based option, you can specify by a week of the month. For example,

you can set a schedule for every second week of the month, Monday to Friday.

Schedule Cycle

Schedule Designation

Schedule

Time Range

Exclusion Schedule

Monthly

Day-based

09:00 ~ 18:00

Set this as exclusion schedule

2. For monthly schedules that use the Date-based option, you can specify the dates of the month for the
schedule. For example, you can set a schedule for the 1st, 15th, and the last day of the month.

Schedule Cycle

Schedule Designation

Schedule

Time Range

Exclusion Schedule

Meonthly

Date-based

09:00 ~ 18:00

Set this as exclusion schedule

5. Yearly Schedule

1. For yearly schedules that use the Day-based option, you can specify the target month, week, and day. For
example, you can set a schedule for the second Monday to Friday of January to March every year.

Schedule Cycle

Schedule Designation

Schedule

Time Range

Exclusion Schedule

Yearly

Day-based

09:00 ~ 18:00

Set this as exclusion schedule

2. For yearly schedules that use the Date-based option, you can specify the dates for each target month. For
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example, you can set up a schedule on the 1st, 15th, and the last day of January to March.

Schedule Cycle Yearly
Schedule Designation Date-based
Schedule T
Time Range 09:00 - 18:00
Exclusion Schedule Set this as exclusion schedule

6. Time Schedule Setting

The time schedule is set to run on the specified date. The time schedule follows the policy below.

1. Ifthe start time is faster than the end time, the schedule will be applied according to the specified time in
the day. (e.g., 09:00~18:00)

2. If the start and end time are the same, the schedule will be applied for the entire 24 hours of that day. (e.g.,
00:00~00:00)

3. Ifthe start time is later than the end time, the schedule will be applied from the start time of that day until
the end time of the next day. (e.g., 21:00~09:00)

7. Exclusion Schedule

You can set a schedule as an exclusion schedule, which takes priority over the regular schedule. If any of the
exclusion schedules are active during the scheduled time of an event action, the action will not be triggered.

Exclusion Schedule Set this as exclusion schedule
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Combined Rule Setting Guide

You can set compound rule conditions to trigger actions when events occur in event action settings.

—»  Action Handler
Event > : Con;tion : ——1—»  Action Handler
| ——»  Action Handler
drop
¥

1. Overview of Compound Rule Conditions

When setting up event action rules for each application, you can set conditions for triggering actions. In
addition to setting scheduling conditions, you can also set conditions based on various system conditions to
determine whether event actions should be triggered.

By utilizing the state of basic system resources such as alarm inputs or virtual alarm inputs, you can
automatically control rules. If there are other event action settings that have been previously set up, you can
also set conditions based on whether or not the event has occurred.

For example, if you want to turn on a warning light and broadcast a warning message to the camera through an
alarm output for a residential intrusion event, you can reduce false alarms by setting the following conditions.

e Schedule (20:00~07:00)

e Ifeven one person is detected outside the perimeter of the residential area within the last 10 seconds
before the residential intrusion event occurs

e Ifalarm input signal 1 is being triggered

2. Combined Rule Conditions Setting

The following are the items that can be set as compound rule conditions

e Rules set up in the application
e Events specified by the application’s rules.
e System I/O devices such as alarm inputs or virtual alarm inputs
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1. Click the
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button to add a new condition on the event action setup screen.

Combined Rule  Add

uuiD

NOT Time Range

Operation

, Apply ,
2. Click the button to save after set each options.

Combined Rule

uuiD

NOT

Time Range(ln Secs)

[

Cancel Apply

UUID : Ender the UUID value assigned to a target event, rule, or system device. When setting up an event action
in the application, both the event and rule receive a unique UUID. You can input the UUID of the event or rule

that you want to set up as a condition. Alternatively, click m button next to the UUID field allows you to
search for and input a previously set-up item.
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Rules
» Crowd Detection (1)
~ Virtual Fence (2)
Mext to the Building Line Crossing (e1b8744e-d1b2-4f73-ad81-89b163fdbb6d)
---- CH 7 Pedestrians on the building side (47d524d4-b816-47f0-a87b-a64eb492736c)
Office Entry Exit Log (61effe67-6f40-43b3-827d-067ac712489d)
-—--CH 2 (3c89c307-6725-4cda-bec0-af8e085b1c5h)
» Intrusion Detection (1)
» Loitering Person (1)
» System & /O (5)

1/O Devices
v Alarm In (4)
v Virtual Alarm In (20)

Cancel

NOT : If NOT is checked, the condition will be true if the UUID event or rule is false. For example, if you specify
the UUID of “Event A” and check the NOT checkbox, the condition will be true if “Event A” did not occur.

Time Range(In Secs) : Time Range field is used to set the valid time range for UUID events or rules. When an
event for the rule occurs, if a UUID condition event occurs within the Time Range set based on the event
occurrence time, the condition is considered true.

3. System I/O Combined Condition Settings

All rules and their events in currently used applications can be set as compound rule conditions.
Additionally, alarm and virtual alarm inputs can always be set as conditions for composite rules, even
without setting up a separate event action rule.

These inputs have a unique resource UUID assigned to them in their initial state and can be selected as a
separate item in the UUID search UL

Event/Action Virtual Alarm In Disarm
Alarm In (4)
Device Name & State Normal State uuip
Alarm In 1 Front Door Relay OFF N/O 72a34355-e39¢c-4deb-a5b5-a6075ffd7318
Alarm In 2 Alarm IN 2 OFF N/O b2e081f6-e299-434d-8499-34acf7265d0f
Alarm In 3 Alarm IN 3 OFF N/O 269333e8-d421-494f-3450-44beeb0b5a 19
Alarm In 4 Alarm IN 4 OFF N/O 0d778767-fb06-4c66-8805-86900207 141
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Rules
» Crowd Detection (1)
» Virtual Fence (2)
» Intrusion Detection (1)
» Loitering Person (1)
» System & 1/0 (5)

1/0 Devices
» Alarm In (4)
« Virtual Alarm In (20)

Virtual Alarm IN 1 (8f3e8a1a-a85a-40dd-b27e-5f2820be5cdf)
Virtual Alarm IN 2 (890a91de-53e4-4143-af0c-66f8efd7fb11)
Virtual Alarm IN 3 (a63dd6c6-0e12-4cc1-8e8b-28dd556b6f26)
Virtual Alarm IN 4 (c655b350-0828-4bc8-a8d 1-fb9b0a0b6430)
Virtual Alarm IN 5 (efbb8495-361d-4939-8f1f-a5720a27b406)
Virtual Alarm IN 6 (8¢773e5e-6d66-4849-8¢7d-e96364add288)
Virtual Alarm IN 7 (224166a-e853-48bf-8fd2-f97774e2049¢)
Virtual Alarm IN 8 (689f4431-ce78-4bc7-80c3-cefa82aa5abb)
Virtual Alarm IN 9 (42bf1faa-2624-440f-841f-cd017d09ba75)
Virtual Alarm IN 10 (65d91997-e0b3-419e-34c8-935933ee7bc2)
Virtual Alarm IN 11 (8dbObd 1f-86af-4e59-98e3-16979ef885¢3)
Virtual Alarm IN 12 (€500c982-eb95-47d5-ae6a-8ecf8f647082)
Virtual Alarm IN 13 (66052861-7fae-4a73-9142-3c9385110c86)
Virtual Alarm IN 14 (84d51822-1864-49e1-8d5¢-3231943c0882)
Virtual Alarm IN 15 (d1481319-d693-4423-3ba5-b1bd3ec27af3)
Virtual Alarm IN 16 (b96a2c0e-08f5-4c2¢-8667-058597b81c8d)
Virtual Alarm IN 17 (495f0f77-f98c-432d-9142-1ed4c85¢23ba)
Virtual Alarm IN 18 (a05020a4-93ef-4¢7f-a51d-f679e13d3477)
Virtual Alarm IN 19 (71323411-6bac-40ff-a0ca-e04d7379d355)
Virtual Alarm IN 20 (eBd2dad0-0c88-42e6-3951-88a387ed4cab)
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